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1 Introduction: 
 

This manual is created with step – wise explanation of how project carried out and how 

experiments were carried out for each model. In addition to it information and process of 

downloading softwares required to carry out the experiments is mentioned. Furthermore, 

information regarding specifications of location machine is mentioned in the manual. 

Each models’ detailed information is mentioned in this manual. 

 

2 Configurations of Local Machine: 
 

Hardware Specifications 

Main memory of the machine 16 Gigabytes 

CPU AMD Ryzen 5 355H 

GPU Nvidia GTX 1650 Super 

Hard – Disk 1 Tera Bytes 

Software Specifications 

Operating system Windows 10 

IDE Anaconda 

Programming Language Python 

Designing Software Jupyter Notebooks 

Libraries Used for Implementation 
Pandas, numpy, sklearn, seaborn, 

matplotlib 

 

Additional Information: 

1. Jupyter Notebooks was used for Data Pre – processing, for performing operations 

related to Features, and for implementation.  

2. Processor intel i5 or any equivalent processor with same or more power can be used. 

 

3 Important Softwares 
This section will elaborate what softwares were used during project to carry out the 

experiments. 

1. Python:  

While performing the experiments it is recommended to have latest version of Python 
to be installed on the local machine, as it will arrive with more features and bug – 

fixes. Python can be downloaded from https://www.python.org/downloads/ , website 

which is -mentioned  previously. In addition to it the website explains what bus are 

fixed in latest version in tabular form. The figure displayed below is page for 
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downloading python with one tabular section which explains bugs – fixes of every 

version released, it is highlighted below. 
 

 
Fig. Page to Download Python 

 

2. Anaconda: 

Anaconda software is mostly used by python/R developers and practitioners, and it 

has very huge user base. It comprises of various Integrated Development 
Environments (IDEs) required for python, R, web development, shell programming, 

etc. It is open–source software available for Windows, Mac, Linux operating Systems. 

Link for downloading the software 

https://www.anaconda.com/products/individual#windows.  

 
Fig. Page to Download Anaconda Software 

https://www.anaconda.com/products/individual#windows
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Fig. Actual Anacond software used for project.  

 

3. Jupyter Notebooks: 
Jupyter notebooks were used for implementation of code for detection of malware. As 

shown in the figure above Jupyter notebooks’ IDE can be launched by clicking the 

launch button on Anaconda Software. Furthermore, notebook can be opened by 

clicking on, .ipynb file. Once the notebook is opened it will show running on right 

side. 
 

 
Fig. Jupyter Notebooks 
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4 Implementation 
 

This step explains the implementation of software. 

 

Step 1: Required libraries were imported. 

 
 

Step 2: Importing Dataset. 

 
 

Step 3: Getting Columns which have numeric values. 

 
 

Step 4: Listing of Categorical Column. 

This column has heading of Portable Executables. 

 
 

Step 5: Displaying Name column. 

 
 

 

 

 

 

 

 

 

 

 

 



5 
 

 

PCA and Feature Extraction. 

 

Step 6: Starting for Principal Component Analysis. Displaying Features present in dataset. 

All features are from Optional Header and Section Header. 

 

 
 

Step 7: Separating out target feature “Malware” and standardizing the features. 

 
 

 

Step 8: Transforming Dataset into two principal components, with the help of PCA. 

Extracting required features. 

 
 

Implementing Support Vector Machine (SVM) Model: 

 

Step 9: Assigning target feature “Malware” to y.  
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Step 10: Reshapping data and giving it as input to Support Vector Machine (SVM) model. 

 
 

Step 11: Training Support Vector Machine (SVM) model. 

 
 

Step 12: Testing Support Vector Machine (SVM) model. 

 
 

Step 13: Finding Accuracy. 

 
 

Step 14: Displaying Classification Report. 

 
 

Implementing Gradient Boosting Algorithm: 

 

Step 15: Reshaping Data and giving input to Gradient Boosting Model. 
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Step 16: Fitting Dataset using Gradient Boosting Model and Displaying Classification report. 

 
 

Step 17: Plotting histogram of counts of Benign and Malware samples. 

 

 
 

Step 18: Visualizing some of the features. 
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Step 19: Plotting confusion matrix for Model producing highest accuracy (Gradient 

Boosting). 
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