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. INTRODUCTION

This configuration manual was developed to show requirements needed to setup a virtual lab
environment to install windows and Linux machines. From there the manual will cover the installation
of Threat hunting tools Velociraptor and Hayabusa. Snort intrusion detection tool and lastly malware
analysis tool PeStudio. The manual will also show examples of attack simulations and malware that

was used to conduct research into the Cyber hacking group known as Cozy Bear, APT29.

Il. SYSTEM REQUIREMENTS

Windows 10 laptop with the below System information was used to setup a lab environment to

allow this author to then install tools and run tests.

A. Windows 10

B Syctem Information
File Edit View Help

System Summary} Item

+- Hardware Resources 0S Name

Version

Other OS Description
Os Manufacturer
System Name

#- Components
4 Software Environment

System Manufacturer
System Model

System Type

System SKU

Processor

BIOS Version/Date
SMBIOS Version
Embedded Controller Version
BIOS Mode

BaseBoard Manufacturer
BaseBoard Product
BaseBoard Version
Platform Role

Secure Boot State

PCR7 Configuration
Windows Directory
System Directory

Boot Device

Locale

Hardware Abstraction Layer
User Name

Time Zone

Value

Microsoft Windows 10 Pro
10.0.19044 Build 19044
Not Available

Microsoft Corporation
DESKTOP-8NMJP1T

Dell Inc.

Latitude ES470

x64-based PC

06DE

Intel(R) Core(TM) i5-6300U CPU @ 2.40GHz, 2496 Mhz, 2 Core(s), 4 Logical Pr.
Dell Inc. 1.17.3, 17/08/2017
3.0

255.255

UEF

Dell Inc.

OHCPOK

A0S

Mobile

On

Elevation Required to View
CAWINDOWS
CAWINDOWS\system32
\Device\Harddiskvolume1
Ireland

Version = "10.0.19041.1806"
DESKTOP-8NMJP1T\Niall
GMT Daylight Time

Installed Physical Memory (RAM) 16.0 GB

Find what:

[Jsearch selected category only

Find Close Find

[Isearch category names only

B. VirtualBox 6.1.

The latest version of Oracle VirtualBox* was then installed on the windows 10 machine to allow

configuration of Ubuntu and Windows virtual machines to install software tools on.

1 “Oracle VM VirtualBox,” no. 1, accessed August 15, 2022, https://www.virtualbox.org/.

2|Page




¥¢ VirtualBox - About

ORACLE
VM

VirtualBox

6 (<) 1
Version 6.1.18 r142142 (Qt5.6.2)

Copyright © 2021 Orade Corporation and/or its affiliates. Al rights reserved.

C. Lab Virtual Machines

Installed ubuntu 20.042 linux machine and 2 x Microsoft Windows 11 machines in Oracle VirtualBox
Manager console using developer® images.

¥ Oracle VM VirtualBox Manager

File Machine Help

& AR G

Preferences  Import Export  New  Add
EF™ Ubuntu 20.04 Welcome to VirtualBox!
:ORurmq

The left part of application window contains global tools and ists all virtual machines and virtual machine groups on your computer. You can
import, add and create new VMs using corresponding toobar buttons. You can popup 2 toos of currently selected element using corresponding

Win11 Test Machine (Snapshot 1) slement buttan.

& Ruming You can press the F1 key to get instant help, or visit yunw.vir ualhox .orq for more information and latest news.
Win11 Test Machine 2

& Rumning

2 “Install Ubuntu Desktop | Ubuntu,” no. 2, accessed August 15, 2022, https://ubuntu.com/tutorials/install-
ubuntu-desktop#1-overview.

% deepakmsft, “Download a Windows Virtual Machine - Windows App Development,” no. 3, accessed August
15, 2022, https://developer.microsoft.com/en-us/windows/downloads/virtual-machines/index.html.
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Ill. SOFTWARE TooLs USED

A. Velociraptor

Installed Velociraptor* v0.6.5 threat hunting tool on Ubuntu 20.04 machine linux machine. Can also
be installed directly on Windows machines but preferred method is to install on Linux as master server
then install client service on Windows machines to view from the master window below and query
these machines from here.

P Ubuntu 20.04 [Running] - Oracle VM VirtualBox - X

File Mechine View Input Devices Help

Activities ©) Firefox Web Browser v Jul18 20:37

*s ‘¥ Velociraptor Response a: %

&« © QO G https://10.0.2.16:8889/app/index.html#/dashboard w =
. = Q) all Q - WinDev2206Eval.home @ Connected admin
D A g B Last Day -
@
@ # | Server status
@ | The following are total across all frontends.
% CPU and Memory Utilization Currently Connected Clients
=] 8 - -
& 83.6 2
=]
2
LR =
> D 1.3
(4}
49
ans
aes
000 2022-07-18T19:37:15Z
B. Hayabusa

Installed Hayabusa® v1.4.2 Threat hunting tool on one of the Windows 11 machines in the lab. From
the command window below a user can point the Hayabusa.exe file against a target to get file
information to spot potential malicious files.

4 “Install and Setup Velociraptor on Ubuntu 20.04 - Kifarunix.Com,” no. 4, accessed August 15, 2022,
https://kifarunix.com/install-and-setup-velociraptor-on-ubuntu-20-04/.

5 “About Hayabusa,” Rust (2020; repr., Yamato Security KF1& % = U 7 ¢, August 14, 2022), no. 5,
https://github.com/Yamato-Security/hayabusa.
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BE¥ Administrator: Command Prompt

Output timestamp in European time format (

Output timestamp in RFC

C. Neo4j

Installed Ne04j® v1.4.15 on one of the windows 11 machines in the lab. Neo4j is a graph database
management system that allows a user to import data from JSON, CSV, GraphML, Cypher script and
txt files to identify vulnerabilities, analyze network health, and visualize its unpredictable patterns.

N Neodj Desktop - 1.4.15 - u] X

File Edit View Window Help Dy

Projects ¥

No active DBMS Q
[3 Example Project =

Project °
Bl €8 Graph DBMS 44

File @ | RevealfiesinFie E | 1= Filename ~

D. Snort

Installed Snort” v2.9.7.0 network intrusion system on the ubuntu 20.04 machine where it can be
pointed to monitor traffic on the ubuntu or windows machines used in the lab.

6 “Windows Installation - Operations Manual,” no. 5, accessed August 15, 2022,
https://neodj.com/docs/operations-manual/4.4/installation/windows/.

7 “Snort - Network Intrusion Detection & Prevention System,” no. 6, accessed August 14, 2022,
https://www.snort.org/.
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E. PeStudio

hacker@hacker-VirtualBox: ~

S snort -V

-*> Snort! <*-

Version 2.9.7.0 GRE (Build 149)

By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using libpcap version 1.9.1 (with TPACKET_V3)

Using PCRE version: 8.39 2016-06-14

Using ZLIB version: 1.2.11

Installed PeStudio® v9.38 a static analysis tool used for analyzing malware without running it.

&
le
=

about pestudio X

pestudio 9,38 - Malware Initial Assessment

Copyright @ 2009-2022 Marc Ochsenmeier

This software is provided ‘as-is’, use it at your own risk.

Check for update

Check the latest version of pestudio

| Procesd |

8 “Winitor,” no. 7, accessed August 15, 2022, https://www.winitor.com/download.
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IV. Tests CONDUCTED

A. Velociraptor Artifact Query

An executable file installed on one of the Windows 11 machines in the lab used for this paper is picked
up by running an Artifact process called ‘Windows.System.Pslist artifact’ from the Velociraptor
window pointed towards the connected Windows machine. From this VQL query you can get the hash
of a file and enter the hash on Virustotal.com site to see if it is malicious.

% Uountu 20,04 funaing] - Oracle M VirualBox B

IR 372: Investigating a P X +

G 04 10.0.2.16: o @ &
- = E"j all Q - Testzhome @ Connected n admin
. + © @ & @
State & Flowld A s Created % Last Active # s Mo # Rows %
@ v F.CBCTESHENUSSS Windows.System. Pslist 2022.07-20T14:554:142 2022-07-20T14:54:162 admin
é v FCBCOQRIGIPVGO Generic.Client Info 2022-07-20T1413:022 2022-07-20T14:13:042 InterrogationService
ﬁ m- i & B T
Pid  Ppid TokenlsElevated Name CommandLine  Exe Hesh Authenticede Usemame  WorkingSetSize
& 7612 4592 false pupdmessage ‘Cpupémessagee  C:\pupdmessa “q TESTZ\User 9433088
exe re' geexe Filenane® :
Programiame” : it
" :36¢bcfa 62383401 . PublisherLink® : wu
D X
: MoreInfolink® : s
¥ Seriallumber

Timestamp" : wo
Trusted” :

¥ Extralnfo : {...}
}

B. Run Hayabusa against attack samples

For this example a container for windows events samples that have been associated with specific
attacks and post exploitation techniques from Github® was used to run the Hayabusa tool against on
one of the Windows 11 machines on this authors lab.

E# Command Prompt - targetireleasehhayabusa.exe -d .A\EVTX-ATTACK-SAMPLES -o alerts.tct — ] <

AMPLES -o alert

9 “GitHub - Sbousseaden/EVTX-ATTACK-SAMPLES: Windows Events Attack Samples,” no. 8, accessed
August 15, 2022, https://github.com/shousseaden/EVTX-ATTACK-SAMPLES.
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C. Import of Hayabusa attack samples file into Ne04j desktop

Imported txt file(password infected) of attack samples picked up in the Hayabusa scan above with
command below executed within Neo4j run window to produce critical alert (critical attacks) found
in this file.

HCrtical View
MATCH {(h: Host)-[:Severity{level "critical"}]-(a: Alert)
RETURM h, a

I;! é@ Nod est >

i

[

D. Run Snort to pickup Nmap scan

Run Snort command to pickup all network traffic generated on ubuntu machine in the lab while
running Nmap scan from one of the Windows 11 machines pointing towards the IP of the ubuntu
machine to generate snort alert “TCP Port Scanning’.

Ubuntu 20.04 [Running] - Oracle VM VirtualBox - X
File Machine View Input Devices Help

Activities

)

<
©
B
A

() Terminal v

G

1
oy

[2]+

ERROR:
Fatal

Stopped

(.3
08/08-22:08:53.572398
08/08-22:08:53.572587
08/08-22:08:53.714041
2.16:80
08/08-22:
| es/08-22
08/08-
analyser@192.08/08-
68.56.107 08/08-
08/08-
08/08-
& 08/08-

$53%
53.
54.
54.

789437
789722
005017
080581
54.246333
54.315382
.455140
.696395
08/08- 54.907195
Lab_01-2.maln08/08-22:09:00.169759
re 15:50338

liil 'il

Lab_01-1.exe Lab_01-3.malwa-
re
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:=$

[**]
(%]
[*]

[**]
[**]
]
[**]
(2]
[**]
]
[**]
[*#]

:~$ sudo snort -A console
Can't start DAQ (-1)
Error, Quitting..

Aug8 22:09 e

hacker@hacker-VirtualBox: ~

sudo snort -A console
- SIOCGIFHWADDR: No suc

sudo snort -A console
S sudo snort -A console
[1:10000100:5] http tes
[1:10000100:5] http tes
[1:1000006:2] “TCP Port

tes
tes
tes
tes
tes
tes
tes

[1:10000100:5]
[1:10000100:5]
[1:10000100:5]
[1:16000100:5]
[1:16000100:5]
[1:10000100:5]
[1:10000100:5]
[1:10000100:5] http tes
[1:10000100:5] http tes
[1:1000006:2] ”“TCP Port

http
http
http
http
http
http
http

ds7002.zip

-q -c /etc/snort/snort.conf -

-q -c /etc/snort/snort.conf -1i

h device!

-q -c /etc/snort/snort.conf -i

-q -c /etc/snort/snort.conf
t [**] [Priority: 0] {TCP} 1.
t [**] [Priority: @] {TCP} 1.

Scanning” [**] [Priority: 0]

t [**]
t [**]
t [**]
t [**]
t [**]
t [**]
t [**]

[Priority:
[Priorit

[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
t [**] [Priority: {TCP}
t [**] [Priority: @] {TCP}
Scanning” [**] [Priority:

{TCP}
{TCP}
{TCP}
{TCP}
{TCP}
{TCP}
{TCP}

10.
10.

o]

10.0.2.
10.0.2.
10.0.2.
10.0.2.

10.0.2.
10.0.
10.0.

i enp0s3
10.0.2.15

enpos3

-1 enpOs3

0.2.15:50321 -
0.2.15:50323 -
{TCP} 10.0.2.

.1
.15:50335 -

2
2
2
2
o2
2
2
2
2
CP} 10.0.2.1

[¢]

(<]

5]

(6]

[¢]
0.2.
)

[¢]

[¢]
{1

>
>
>
>
>

->
>
>
>
6:
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E. Open Cozy Bear Wellmess Malware using PeStudio

Downloaded Wellmess malware with Hash:
953b5fc9977e2d50f3f72c6ce85e89428937117830c0ed67d468e2d93aa7ec9a onto Windows 11
machine and then opened it using PeStudio to get information including its vendor rating from
virustotal.com

a e al A 7Tel 72 eB5e89428937 7 D
file settings about
2
=17 e\953b5FcO977e2d50f3F72cheed5el042893711 engine (70/70) score (58/70) date (dd.mm.yyyy) age (days)
-l indicators (33) . Bkav W32 AlDetectNet.01 28.07.2022 9
’)’ |rus, ( 54 Elastic malicious (high confidence) 23.06.2022 44
b dos-header (64 bytes) MicroWorld-eScan Gen:Variant.Razy.279280 28.07.2022 9
{E8 dos-stub (64 bytes)
s FireEye Generic.mg.f18cedd772edd1a6 28.07.2022 9
b file-header (Mar.2018) CAT-QuickHeal Trojan.Wellmess 28.07.2022 9
b optional-header (GUI) McAfee Generic Trojan.nm 28.07.2022 9
2 directories (5) Cylance Unsafe 28.07.2022 9
5 sections (97.62%) VIPRE Gen:Variant.Razy. 279280 27.07.2022 10
%7 libraries (mscoree.dIl) Sangfor Suspiciou 32.5ave.a 22.07.2022 13
... ] functions (145) K7AntiVirus Trojan ( 0056ac501) 28.07.2022 9
Alibaba ‘Win32/WellMess.fb822752 27.05.2019 1167
: K7GW 28.07.2022 9
[ 5 NET (v2.0.50727) Cybereason 30.03.2021 404
-1 resources (2] Cyren W32/MSIL_Wellmess.AlEldorado 28.07.2022 9
~abe strin €} * Symantec Trojan.Gen.2 28.07.2022 9
= ESET-NOD32 MSIL/Agent.CYA 28.07.2022 9
%= Windows (C) - m]
® New - % [} (=] = o} Tl sort - = View - aan
<« o 4 B ThisPC > Windows (C:) v G O Search Windows [C:)
impart Mame Date modified Type Size
playing | [7] 953b5fc0077e2d50f372c6ceB5e80428037...  2/20/2022 2:38 AM File 168 KB
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