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Abstract 

Modern security tools and frameworks provide an important layer of security for computer systems 

and networks. Threat hunting and defensive tools are setup to help detect and prevent attacks, to 

alert those tasked with defending systems of possible intrusions on their network. Nation state Cyber 

threat actors continue to evolve in targeting individuals, organizations, and governments worldwide 

in 2022. The knock-on effect of this is a huge market for security vendors to push their products to 

entice organisations to try and stay one step ahead of the bad guys. Choosing the right tools is the 

challenge all organisations face today.  

In this study, this author assessed an array of modern security tools and frameworks to help give 

network defenders a clearer path on how to defend against a malicious hacking group known as Cozy 

bear, aka APT29. A nation state backed Cyber group, to understand it’s key identifiers in relation to 

attacks that have been seen in the wild in recent years. The innovative aim of this research is to show 

that through the collective use of threat hunting tools such as Velociraptor and Hayabusa, a defensive 

tool called Snort in alignment with the security frameworks Mitre Attack and Cyber Kill chain, that it 

is possible to defend against Cozy bear. The final piece is related to clause 9.1 of the ISO27001 

framework, monitoring and measuring, to show how we can satisfy this clause with the use of the 

tools used in this paper. 

Results produced in this paper will aim to show Cozy bear can be kept at bay through a combination 

of security tools and frameworks.  

Further research needs to be carried out into the use of the tools and frameworks outlined in this 

paper. A one shoe fits all, security tool combined with a framework that prevents or detects an attack 

such as Cozy bear would make network defenders jobs easier.  

 

Keywords:  Nation State, Cozy bear, APT29, Velociraptor, Hayabusa, Mitre Attack, Cyber Kill Chain, 

ISO27001 
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I. INTRODUCTION 

Nation state actors work on behalf of governments to target organizations, individuals, or 

governments worldwide, they basically have a ‘license to hack!’. None more so than a Russian hacking 

group known as Cozy bear, aka APT29, Fritillary, the Dukes, Nobelium, Dark Halo and many more 

assumed names given by various cybersecurity firms. This group has been known to work directly on 

behalf of one or more Russian intelligence agencies, in effect working in conjunction with the very top 

echelons of the Russian government. Targets have included governments departments, including 

energy, military, diplomatic and telecom sectors in the US, Germany, South Korea and Uzbekistan. 

The research problem the author attempts to solve is which modern security tools and frameworks 

organisations big or small should adopt to help protect company assets. 

The importance of this study aims to give network defenders a clear path into the use of modern 

security tools and frameworks to help in the defence of the Cozy bear threat group in their attempts 

to infiltrate networks worldwide.  

An output of this research paper will be to show how it is possible to defend against Cozy bear and 

similar nation state hacking groups with the use of threat hunting, defensive tools and frameworks. 

The authors motivation to research this topic is rooted in the day-to-day struggle organisations face 

in the fight to stay one step ahead of the bad guys and protect company assets. 
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II. LITERATURE REVIEW 

A. Overview 

The literature review section of this paper will take a look at the Russian hacker group Cozy bear, 

referencing leading security vendors to take a deep dive to try understand its origins, signature attack 

profiles and organisations it has targeted. The rest of the review will take a look at security tools and 

frameworks to help defend against it. 

B. Cozy Bear 

The Cyber threat landscape has continued to evolve over the years with any user connected to the 

internet fair game to the nefarious threat actors that lurk out there. None more so than a Russian 

Cyber espionage group known as Cozy bear1 and according to one of the industry leaders in 

Cybersecurity in protecting endpoints Crowdstrike is an adversary of Russian-origin, more likely to be 

acting on behalf of the Foreign Intelligence Service of the Russian Federation. A nation state controlled 

and backed hacker group that has been known to use large-volume spear phishing campaigns to help 

deliver several malware types to organizations across the world, in an attempt to gain access to 

networks with the aim of collecting infomation required by Russian operational directorates2. 

According to another leading security vendor Broadcom3 Advanced Persistent Threat(APT) groups 

such as Cozy bear (aka APT29, fritillary, the Dukes) are widely classified as organizations that “initially 

confined itself to spying campaigns, focusing on governments, the military, and think tanks in the U.S. 

and Europe. It later became involved in more subversive operations and was implicated (along with 

APT28) in disruptive attacks prior to the 2016 U.S. presidential election.” Another leading security 

vendor SOCRadar4 claim that APT29 aka Cozy bear were behind the SolarWinds supply chain attack in 

2019-2020 and targeted Denmark’s central bank (Denmark’s National Bank) and installed malware 

that enabled them to access their network and remain undetected for over 6 months. 

One such malware seen and used in the wild to target COVID-19 vaccines according to the UK National 

Cyber Security Centre is known as Wellmess5 a “lightweight piece of malware that enables its 

operators to execute shell commands, as well as to upload and download files on the compromised 

system”. Later in this paper the author will look at an example of the Wellmess malware downloaded 

from the web to explain how it can be detected. 

C. Velociraptor 

Threat hunting tools have evolved over the years and none more so than a relatively new tool called 

Velociraptor6 developed by Michael Cohen. It is known as both a triaging tool and an endpoint 

monitoring and collection tool that implements a powerful Velociraptor Query Language (VQL) engine.  

 
1 “Adversary: Cozy Bear - Threat Actor,” Crowdstrike Adversary Universe, no. 1, accessed August 14, 2022, 
https://adversary.crowdstrike.com/en-US/adversary/cozy-bear/. 
2 “Main Directorates of the Armed Forces General Staff,” no. 2, accessed August 14, 2022, 
https://www.globalsecurity.org/military/world/russia/mo-general-staff-1.htm. 
3 Threat Hunter Team, “Attacks Against the Government Sector (White Paper),” n.d., no. 3. 
4 “APT Profile: Cozy Bear / APT29,” SOCRadar® Cyber Intelligence Inc., November 16, 2021, no. 4, 
https://socradar.io/apt-profile-cozy-bear-apt29/. 
5 “Advisory: APT29 Targets COVID-19 Vaccine Development,” no. 5, accessed August 14, 2022, 
https://www.ncsc.gov.uk/news/advisory-apt29-targets-covid-19-vaccine-development. 
6 “Welcome :: Velociraptor - Digging Deeper!,” no. 6, accessed August 14, 2022, https://docs.velociraptor.app/. 
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Velociraptor was created and heavily influenced by 3 existing forensic tools designed by both Google 

and Facebook. Googles GRR Rapid Response Framework7 a powerful open-source tool for enterprise 

forensic investigations. Googles Rekall framework8 an “open collection of tools, implemented in 

Python under the Apache and GNU General Public License, for the extraction and analysis of digital 

artifacts computer systems.” This tool is no longer in circulation and was discontinued in 2011. 

Facebooks OSQuery framework9 is a powerful security tool to allow the user write SQL based queries 

easily and effectively to explore operating systems. It is an operating system instrumentation, 

monitoring, and analytics framework powered by SQL. With OSQuery, SQL tables represent the 

current state of operating system attributes for example running processes. 

Velociraptor allows packaging VQL queries inside programs called Artifacts10 An artifact is a structured 

readable YAML file, containing a query with a name attached to it. It allows users to search for the 

query by name to run on an endpoint to collect information to help locate malicious files. 

D. Hayabusa 

As part of this authors research, it was important to look at other modern software tools that can 

assist network defenders in the fight against Cozy bear threat group. Hayabusa11  is a Windows event 

log fast forensics timeline generator and threat hunting tool created by the Yamato Security group in 

Japan. Written in a programming language called Rust12, it is a very fast and memory-efficient language 

with no runtime or garbage collector, so ideal for threat hunting scenarios. Known to be very reliable 

in relation to memory and thread safety, which enables the elimination of many classes of bugs at 

compile-time. Hayabusa as we will see later in this paper can be run on a single windows machine for 

example for live analysis. It also can be used to gather logs from multiple systems for offline analysis 

or from within the Velociraptor tool using the Hayabusa artifact for enterprise threat hunting and 

incident response. A paper from Abe et al13 in 2017 on the Hayabusa tools performance, they claim 

that the tool required only 8 seconds to convert 1.2 million log messages into a database file and 5 

seconds to search a keyword from 1.7 billion records. They also state in a standalone environment in 

comparison to a distributed environment, the stand-alone version of Hayabusa was approximately 27 

times faster. 

  

 
7 “What Is GRR? — GRR Documentation,” no. 7, accessed August 14, 2022, https://grr-
doc.readthedocs.io/en/v3.2.1/what-is-grr.html. 
8 “Rekall Discontinuation,” Python (2014; repr., Google, August 3, 2022), no. 8, 
https://github.com/google/rekall. 
9 Import User, “Introducing Osquery,” Engineering at Meta (blog), October 29, 2014, no. 9, 
https://engineering.fb.com/2014/10/29/security/introducing-osquery/. 
10 “Artifacts :: Velociraptor - Digging Deeper!,” no. 10, accessed August 14, 2022, 
https://docs.velociraptor.app/docs/gui/artifacts/. 
11 do son, “Hayabusa v1.4.3 Releases: Windows Event Log Fast Forensics Timeline Generator and Threat 
Hunting Tool,” Penetration Testing, December 31, 2021, no. 11, https://securityonline.info/hayabusa-
windows-event-log-fast-forensics-timeline-generator/. 
12 “Rust Programming Language,” no. 12, accessed August 14, 2022, https://www.rust-lang.org/. 
13 Hiroshi Abe et al., “Hayabusa: Simple and Fast Full-Text Search Engine for Massive System Log Data,” in 
Proceedings of the 12th International Conference on Future Internet Technologies, CFI’17 (New York, NY, USA: 
Association for Computing Machinery, 2017), no. 13, https://doi.org/10.1145/3095786.3095788. 
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E. Snort 

Threat hunting tools such as Velociraptor and Hayabusa are extremely useful to network defenders in 

discovering if their systems have been infiltrated by a bad actor. But intrusion prevention systems such 

as Snort14 can also help assist in preventing threat actors from infiltrating a network in the first place. 

It’s a powerful open source IPS (intrusion prevention system) tool that is made up of multiple rules to 

help locate malicious network activity to match packets against these rules to generate alerts. While 

it is relatively straight forward to understand and configure your own rules as proposed by Rapid 715 

users can also get access to Community rules which are basically all the rules that have been submitted 

by members of the open-source community or Snort integrators, which is updated and released 

weekly. 

F. Mitre Attack 

While it is essential to have software tools to assist those tasked with defending against Cozy bear to 

prevent Cyber breaches from happening, it’s also critical that they follow and abide by a Cyber security 

framework such as the Mitre Attack. As stated by one of the world’s leading Cyber Security companies 

Palo Alto Networks the Mitre Attack framework16  “is a comprehensive matrix of tactics and 

techniques designed for threat hunters, defenders, and red teams to help classify attacks, identify 

attack attribution and objective, and assess an organization's risk. Organizations can use the 

framework to identify security gaps and prioritize mitigations based on risk.” 

While the article from Palo Alto describes in detail the makeup of the Mitre Attack a paper by Xiong 

et al17 in 2021 propose a new threat modelling language for enterprise systems with the mitre attack 

acting as a knowledge base. They state the mitre attack provides useful information for a threat 

modelling language due to its focus on “assets such as (e.g., Computer, Service, OS, Firewall, Internal 

and External Network), attack steps (e.g., Spearphishing Attachment, User Execution, and Data 

Destruction), and defences (e.g., Privileged Account Management, Execution Prevention, and Network 

Segmentation). Based on a system model and using available tools, enterpriseLang allows 1) analysing 

weaknesses related to known attack techniques and 2) providing mitigation suggestions for these 

attacks. Therefore, stakeholders of an enterprise can assess threats to their enterprise IT environment 

and analyse what security settings that could be implemented to secure the system more effectively.” 

G. The Cyber Kill Chain 

The Cyber Kill Chain18 is one of the most important security frameworks developed in 2011 by a world 

leading security and aerospace company Lockheed Martin. The Cyber Kill chain process “sets out the 

stages of a possible cyberattack and allows organizations to identify and protect themselves against 

threats, such as data theft, malware, ransomware, or network breaches. The term originates from the 

 
14 “Snort - Network Intrusion Detection & Prevention System,” no. 14, accessed August 14, 2022, 
https://www.snort.org/. 
15 “Understanding and Configuring Snort Rules | Rapid7 Blog,” Rapid7, December 9, 2016, no. 15, 
https://www.rapid7.com/blog/post/2016/12/09/understanding-and-configuring-snort-rules/. 
16 “What Is the MITRE ATT&CK Framework? - Palo Alto Networks,” no. 16, accessed August 14, 2022, 
https://www.paloaltonetworks.com/cyberpedia/what-is-mitre-attack-framework. 
17 “Cyber Security Threat Modeling Based on the MITRE Enterprise ATT&CK Matrix | SpringerLink,” no. 17, 
accessed August 14, 2022, https://link.springer.com/article/10.1007/s10270-021-00898-7. 
18 “Cyber Kill Chain®,” Lockheed Martin, June 29, 2022, no. 18, https://www.lockheedmartin.com/en-
us/capabilities/cyber/cyber-kill-chain.html. 
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military's “kill chain.” The idea is to make network security teams aware of the 7 possible stages of a 

Cyber-attack, so they can understand the process and help them identify and stop an attack at each 

stage. The quicker they can detect and stop the bad actor during an attack the better they can defend 

their systems or delay an attack. In the paper from Kiwia et al19 in 2018 they propose the Cyber Kill 

chain-based taxonomy of banking Trojans features. This threat intelligence-based taxonomy provides 

a stage-by-stage operational understanding of a cyber-attack and can be highly beneficial to security 

practitioners and inform the design of evolutionary computational intelligence on Trojans detection 

and mitigation strategy. The proposed taxonomy is built upon their analysis of a real-world dataset of 

127 banking Trojans collected from December 2014 to January 2016 by a major UK-based financial 

organization. 

H. ISO27001 monitoring and measuring 

ISO2700120 is an information security management system. It’s a security framework consisting of 

policies and procedures, including legal, physical and technical controls as part of an organizations 

information risk management processes. It helps organizations manage security risks to help in the 

fight against cyber-attacks, breaches, hacks or theft. Clause or chapter 9.1. of the ISO27001 measuring 

and monitoring21 details the requirements of monitoring, measurement, analysis and evaluation. 

 
19 “Cyber Security Threat Modeling Based on the MITRE Enterprise ATT&CK Matrix | SpringerLink,” no. 19. 
20 “ISO - ISO/IEC 27001 — Information Security Management,” ISO, no. 20, accessed August 14, 2022, 
https://www.iso.org/isoiec-27001-information-security.html. 
21 “Measuring and Monitoring Your ISO 27001 ISMS,” ICT Institute, March 10, 2022, no. 21, 
https://ictinstitute.nl/measuring-and-monitoring-your-iso-27001-isms/. 
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III. RESEARCH METHODOLOGY 

A. Approach 

The purpose of this paper is to investigate a cyber threat group known as Cozy bear and the use of 

modern security tools to help defend against it. With a seemingly unlimited amount of information 

available, this author was able to form an understanding of the threat actors’ methodology, targets, 

footprint, and ways to defend against it. According to CISA22 the recent invasion of Russia in Ukraine 

could expose organizations both locally in Ukraine and outside to increased malicious cyber activity. 

Intelligence suggested that the Russian government had explored options for Cyber-attacks since the 

war began, which has been seen since March 2022. CISA highlights the different threat groups at the 

disposal of the Russian government and Cozy bear group is at the top of this list. 

The approach was to configure a lab environment and install both defensive and threat hunting tools 

to simulate attack samples in how to stop Cozy bear. 

B. Velociraptor 

Once the author had configured the lab, the next step was to install the threat hunting tool known as 

Velociraptor. Full install instructions to install Velociraptor on Linux and Windows systems can be 

found here23. To start the Velociraptor frontend on the ubuntu machine you need to run the command 

./velociraptor-v0.6.5-linux-amd64 –config /etc/velociraptor.config.yaml frontend -v as in the below 

screen grab. 

 

Figure. 1. Launching Velociraptor frontend  

  

 
22 “Russian State-Sponsored and Criminal Cyber Threats to Critical Infrastructure | CISA,” no. 22, accessed 
August 14, 2022, https://www.cisa.gov/uscert/ncas/alerts/aa22-110a. 
23 cr00t, “Install Velociraptor Client on Linux and Windows Systems - Kifarunix.Com,” January 8, 2021, no. 23, 
https://kifarunix.com/install-velociraptor-client-on-linux-and-windows-systems/. 
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With Velociraptor installed on an ubuntu 20.04 machine, next step was to install the Velociraptor 

service on the windows 11 machines setup in the environment. Using WinSCP or similar SFTP client to 

copy the repackaged Velociraptor exe file to windows to install as a service on each machine. 

 

Figure. 2. Installing Velociraptor service on Windows 

Once the service has been successfully installed, the client machine\s should be visible from the 

Velociraptor browser window on the ubuntu machine as below. Ready for data to be collected and 

monitored from Velociraptor manager server for any malicious files that may be hidden on the 

Windows machines. 

 

Figure. 3. Viewing connected machine in Velociraptor 
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1) Artifacts 

a) Windows.Network.NetstatEnriched 

Displays: 

- Path C:\Windows\System32\OpenSSH\sshd.exe 
- CommandLine 
- Hash  
- Authenticode signatures - Authenticode is a Microsoft code-signing technology 

that identifies the publisher of Authenticode-signed software. Authenticode also 
verifies that the software has not been tampered with since it was signed and 
published. Authenticode uses cryptographic techniques to verify publisher identity 
and code integrity. Allows first responder to identify if a product is signed by a 
legitimate company. For example below I can see the ssh software under 
Authenticode is published by Microsoft, so can trust this program. 

 

Figure. 4. Running Windows.Network.NetstatEnriched artifact 

 

  



12 | P a g e  
 

You can see the Velociraptor service and its issuer name details. So, as in this example below if you 

see an unsigned executable for example that looks suspicious you can investigate further. 

 

Figure. 5. Velociraptor service – issuer name 

b) Windows.Sysinternals.Autorun  

Suspecting one of the windows machines has been infected by Malware the first thing the author did 
here was to find out why something would launch automatically. We can run autoruns from the 
Velociraptor artifacts window below, autoruns is a Microsoft tool from Sysinternals. This will 
automatically download the tool onto the windows machine as in the case below and run it. 

 

Figure. 6. Run Windows.Sysinternals.Autoruns artifact  
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A Sysinternals autoruns VQL query then generates the information below on the Velociraptor server 

from the windows 11 machine that the query was actioned against. As you can see it produces a lot 

of information in relation to services that run at start-up on the machine, below. This is helpful to a 

network defender in identifying if any malicious files have been added to the auto run process. In this 

example below it generated 1437 processes that run on start-up of this machine.  

 

Figure. 7. Services that run on start-up 

As this is not the easiest to search, there is an option to download the full list into an easy readable 
csv file as shown below. As you can see, it shows where each one is in the registry and if you scroll 
across to column H you can view which company signed this code. You can use information generated 
from autoruns to separate malware from the good stuff just by sorting by company. You can also see 
a description tab below to explain what each piece of software does. 

 

Figure. 8. Extract to csv file 
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Autoruns stores any software without a signature at the bottom of the above list which makes it 
easier for a first responder to identify possible malware infection. 

c) Windows.System.PSList  

Windows.System.Pslist can be used to find malware exe files on a machine.  

 

Figure. 9. Run Windows.System.Pslist artifact 

For this example below, the author installed an executable on one of the windows 11 machines 

that displays the ‘Your machine is PWANED! message when run.    

 

Figure. 10. Run exe executable file on windows machine 
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Now to try and locate this file from my Velociraptor window control center. You can list all the 

processes or just give a string name as below to search for specific file name.  

 

Figure. 11. Enter partial name of file for quicker search 

Once Velociraptor returns results from the query, you can get information such as the hash (SHA256) 

of the found file which you can then analyse further.  

 

Figure. 12. Located file displaying hash information 
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d) Windows.Triage.ProcessMemory 

The purpose of this step is to verify that the "pup4message" process is creating the pop-up message. 

Launch this collector: Windows.Triage.ProcessMemory 

 

Figure. 13. Launch Windows.Triage.ProcessMemory artifact 

Again to speed up the search I have altered the Windows.Triage.ProcessMemory artifact to part 
name of the suspicious file.

 

Figure. 14. Alter artifact search to locate file faster 
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2) Main Results 

Similar information is displayed in the velociraptor search window below as it finds the suspicious 
file, but with this search we can get a dmp file that we can extract and query further. 

 

Figure. 15. Results of suspicious file displayed 

There is an online sharing community that allows users of Velociraptor to get access to other queries that 
may assist their needs or allow them to post queries they have created themselves.   
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C. PEStudio 

In the example below the author was able to safely download a copy of the Wellmess malware used 

by the Cozybear group in attack campaigns seen in the wild in 2021. Note, this is done in a controlled 

environment using a VPN and TOR browser. PEStudio24 is a free tool to allow security professionals to 

perform an initial assessment of a malware without infecting a system or studying its code, simply by 

drag and dropping the malicious file into the PEStudio window.  

 

Figure. 16. PEStudio to assess Wellmess malware 

Hash: 953b5fc9977e2d50f3f72c6ce85e89428937117830c0ed67d468e2d93aa7ec9a  

 

Figure. 17. Wellmess malware security vendors rating 

 
24 Mirko Zorz, “Pestudio: Initial Malware Assessment Made Simple,” Help Net Security (blog), June 16, 2016, 
no. 24, https://www.helpnetsecurity.com/2016/06/16/pestudio-initial-malware-assessment/. 
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1) Yara 

Yara25 is another very useful tool to help in detecting malware. Below is a Yara rule to detect strings 
in relation to the Wellmess malware. When run against the version of Wellmess this author was able 
to download from the web, you can see in the command prompt window that it does detect 5 out of 
the 6 strings used in the Yara rule below. 

 

Figure. 18. Yara rule to run against malware 

D. Hayabusa Tool 

Hayabusa26 is a Windows event log tool used to allow fast forensics of event logs for threat hunting. It 
has over 2400 Sigma rules and 130 built-in detection rules with many more being added on a regular 
basis. For this research paper the author ran it locally on a windows 11 machine, but it can also be 
used in conjunction with Velociraptor when imported as an artifact and the query ran from there. 
Once installed it can be run as below from the command prompt in Windows.  

 

Figure. 19. Launch Hayabusa against Attack samples  

Hayabusa can identify 371 unique detections here with 12 labelled critical in a matter of seconds. The 
command used above then generates a txt file with the detection records broken down into labels as 
shown on the below. 

 
25 “YARA: Effective Tool to Detect Malware,” no. 25, accessed August 14, 2022, 
https://www.cyber.nj.gov/informational-report/yara-effective-tool-to-detect-malware. 
26 “About Hayabusa,” Rust (2020; repr., Yamato Security 大和セキュリティ, August 14, 2022), no. 26, 

https://github.com/Yamato-Security/hayabusa. 
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Figure. 20. Results detected from scan  

1) Main Results 

As you can see below each of the items detected is then labelled to show the user labels such as 

timestamp, computer, event ID, MitreAttack and so on.  

 

Figure. 21. CSV file of detections  
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Critical alerts extracted from the file above:

 

Figure. 22. Critical detections  

E. Neo4j 

In the event of thousands of detections being identified it could make searching for critical events slow 
and cumbersome. In this lab to combat this the author installed Neo4j desktop27 is graph database 
that can work with Highly connected data to allow users to map, store and traverse networks to reveal 
invisible contents and hidden relationships. For this paper it was used to map unique detections that 
Hayabusa was able to locate when querying the EVTX-Attack-Samples and provide a graphical 
interface to view critical and suspicious files easily and quickly. 

The txt alert file generated on the previous page via Hayabusa can now be imported into Neo4j to 
allow a user to query it to generate a graphical view of all detections to allow a user a clear view of 
any suspicious or critical alerts in a user-friendly database. 

 

  

 
27 “Neo4j Desktop - Neo4j Browser,” Neo4j Graph Data Platform, no. 27, accessed August 14, 2022, 
https://neo4j.com/docs/browser-manual/4.4/deployment-modes/neo4j-desktop/. 
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Figure. 23. Query commands entered in the Neo4j Database 

 

Figure. 24. Neo4j graphical results 

To narrow the search to only show critical alerts the user can enter the following code into the neo4j 

run window at the top of the screen, selecting the run button to get the graphical window below. This 

makes Threat hunting for Cozy bear files and similar easier for network defenders. 

 

 

Figure. 25. Critical detections visible in Neo4j 
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F. Snort Tool 

Snort is an intrusion detection system to help detect suspicious or unacceptable system and network 

activity and to alert systems administrators of this activity. IDS systems generally use a set of 

signatures that define what suspicious traffic is. The aim of the organization that developed Snort is 

to identify a way in which it could be developed further by generalising rules to identify novel attacks 

according to Aickelin et al28 in 2007. TTPS otherwise known as Tactics, Techniques, and Procedures in 

relation to Cozy bear have as stated by the National Cyber Security Centre in the UK29 suggest a 

number of Snort alert rules to be added to the local.rules files of network defenders Snort 

configuration to help detect signatures of Wellmess or Sliver as its also been known attack threats, as 

shown below. A Port scanning detection alert is also added to detect NMAP Port scanning. 

 

Figure. 26. Local.rules file 

The author ran an Nmap30 scan from one of the windows machines in this lab targeting the ubuntu 
machine, as an example to reflect an attacker’s scan which can be seen on the next page. 

 
28 Uwe Aickelin, Jamie Twycross, and Thomas Hesketh-Roberts, “Rule Generalisation in Intrusion Detection 
Systems Using SNORT,” International Journal of Electronic Security and Digital Forensics 1, no. 1 (January 
2007): no. 28, https://doi.org/10.1504/IJESDF.2007.013596. 
29 “Advisory Further TTPs Associated with SVR Cyber Actors.Pdf,” no. 29, accessed August 14, 2022, 
https://www.ncsc.gov.uk/files/Advisory%20Further%20TTPs%20associated%20with%20SVR%20cyber%20acto
rs.pdf. 
30 “Chapter 11. Defenses Against Nmap | Nmap Network Scanning,” no. 30, accessed August 14, 2022, 
https://nmap.org/book/defenses.html. 
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Figure. 27. NMAP scan  
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Main Results 

Snort detects TCP Port scanning below, 3rd line down after ‘sudo snort -A console -q -c 
/etc/snort/snort.conf -I enp0s3’ command is run which then triggers this alert. 

 

Figure. 28. Snort Results from NMAP TCP Port scan 
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IV. DESIGN SPECIFICATION 

A. Mitre Attack 

For the lab and tools above this author researched a Cozy bear adversary campaign known as 
StellarParticle31 which will be an example of a use case here for the design specification of this paper. 
According to Crowdstrike this campaign was related to the SUNSPOT implant from the SolarWinds 
intrusion in December 2020 and associated with Cozy bear(aka APT29, “The Dukes”).  The aim of the 
author below is to show how adhering to the Mitre Attack framework that, that it’s possible to detect 
each stage of this specific attack with the use of tools used in the lab section of this paper. 

 

 
31 “StellarParticle Campaign: Novel Tactics and Techniques | CrowdStrike,” crowdstrike.com, January 27, 2022, 
no. 31, https://www.crowdstrike.com/blog/observations-from-the-stellarparticle-campaign/. 
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WMI Events32 Velociraptor to help combat persistence above. 

 
32 “WMI Event Consumers: What Are You Missing? :: Velociraptor - Digging Deeper!,” no. 32, accessed August 
14, 2022, https://docs.velociraptor.app/blog/2022/2022-01-12-wmi-eventing/. 
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V. IMPLEMENTATION 

The implementation stage of this paper will aim to show how mitigations at each stage of the Cyber 

Kill Chain framework can help to kill an attack from Cozy bear and other hacking groups. 

A. Cyber Kill chain 

 

Figure. 29. Cyber Kill chain 
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a) Reconnaissance – Stage 1 

The attacker attempts to gather as much information about the target prior to an attack. This 

could be anything from researching an organisation on the web, phone calls or emails to 

employees or dumpster diving. Port scanning of organisation endpoints is an example of 

another information gathering technique, used here.  

 

Defences: 

- Employee cyber awareness, social engineering campaigns including spam email, what 

to look out for. 

- Evaluate company assets, is there a need for access to certain services, confidential 

data available on public-facing assets (websites etc..). Make social media accounts 

private. 

- Snort - Snort network recon techniques33 to detect port scanning by alerting on an 

unusual number of connection requests within a short period of time you can use 

Snort’s detection filter rule below. 

 

“alert tcp any any -> $HOME_NET any (msg:”TCP Port Scanning”; detection_filter:track 

by_src, count 30, seconds 60; sid:1000006; rev:2;)” 

 

By adding the command at the bottom of the local.rules snort file it will limit the alerts 

with the sid of 1000006 to 1 per every 60 seconds, this is important in relation to a scan of 

a large network. 

 

event_filter gen_id 1, sig_id 1000006, type limit, track by_src, count 1, seconds 60 

 

Results: 

As displayed earlier in this paper Snort picks up on the Nmap TCP Port scanning activity see 

last line on the grab below. While any endpoint connected to the internet will be subject 

to continuous port scanning, there are several mitigations that security professionals can 

put in place, with the installation of a firewall being one. A firewall can detect a port scan 

and slow it and effectively shut them down.  

 

There are other ways to defend against Nmap scanning, such as: 

 

- Hiding services on obscured ports 

- Running own scans to detect vulnerabilities and fixing 

- Port knocking 

- Honeypots and honey nets 

- OS Spoofing 

 

 
33 “Snort Network Recon Techniques,” Infosec Resources, no. 33, accessed August 14, 2022, 
https://resources.infosecinstitute.com/topic/snort-network-recon-techniques/. 
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Figure. 30. TCP Port Scanning alert 

b) Weaponization – Stage 2 

This stage involves the bad guys preparing malware to deliver to an organisation, which can 

be developed on results from the reconnaissance stage. 

 

Defences: 

By understanding vulnerabilities and preparing personal in an organisation, companies have 

the chance to weaken or eliminate a threat actors’ ability to weaponize data they collect 

about their environments. 

- Regular Vulnerability scans to detect scripting errors on websites for example 

- Annual penetration tests 

- Patching all resources and keeping up to date 

- Cyber awareness of all employees. Sending fake phishing emails all to lessen sisk of 

social engineering attacks. 

c) Delivery - Stage 3 

Delivery stage is where the attacker will attempt to deliver a malicious payload to an 

organisation, with spear phishing email attacks one of the preferred methods used by the Cozy 

bear threat group.  

 

Defences: 

- User education on top of proper security controls is paramount 

- Microsoft Group policy to disable email hyperlinks 

- Add Snort rules to alert IT admins of blocked attempts of access for example brute 

force attack. 

Below is a Snort rule to detect a Hydra attack: 

 

d) Exploitation – Stage 4 

This stage involves a targeted user clicking on a malicious file or link in a spam email to 

unleash malware or direct the victim to bogus url links. 

 

Defences: 

- Anti-Malware installed in an environment will help block infected attachments. 
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- Web proxy filtering to block access to bogus/malicious websites. 

e) Installation – Stage 5 

At this stage an infected file such as malware is downloaded onto the targeted users 

machine. 

Defences: 

- Its important users do not have local admin rights on devices to mitigate and 

prevent installation of malware on a local networked machine. 

f) Command & Control (C2) – Stage 6 

This stage is where the hacker/s now have control of a user’s device. From here they can 

access an organizations network further, moving laterally and looking for other targets such 

as sensitive data and admin accounts to exploit or elevate privileges. 

- Endpoint protection software can help detect if a suspicious link has been clicked by 

a member of the organization 

- Web proxy can help here to detect if malware has been downloaded onto a company 

machine 

- User and entity behavior analytics (UEBA)34 is a cybersecurity solution that can be 

used to help detect anomalies in the behavior of not just users on a network but also 

devices connected to it such end points, routers and servers to alert network 

defenders if a hacker is lurking on their network.  

g) Actions on Objectives – Stage 7 

At this stage the bad actor has reached their primary goal to steal data and move it external 

to the network they stole it from or unleash malware to lock down an organization’s files. 

Defences: 

- DLP software could be used here to prevent data been moved external to the 

network that has been breached. 

- Web proxy control to prevent removal of files 

- Block access to website that could be used to transfer data, www.wetransfer.com is 

an example of one such site. 

B. ISO27001 – Monitoring and Measurement 

The final part here is how to tie all this back into the continuous monitoring and measurement 

according to clause 9.1 of ISO27001 security framework, by way of implementation. This 

clause compares information security performance v ISMS effectiveness. Availability of 

information, response time to an event and the costs involved to protect data all have to be 

weighed up here.  

- What needs to be monitored and measured against 

- Tools or methods to be used for monitoring and measurement 

- When monitoring and measurement needs to be done 

 
34 “What is UEBA? Definition and use,” FireEye, no. 34, accessed August 14, 2022, 
https://www.fireeye.fr/products/helix/what-is-ueba.html. 
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- Results to be analysed and evaluated 

- Who carries this out 

Securing networks and data needs to be the number one goal of any organisation. Although, 

there must be a balance in relation to costs of security v ISMS effectiveness. It is worth noting 

the security tools and frameworks researched in this paper are all free to use, so costs can be 

kept to a minimal when implementing these tools and frameworks into any size organisation. 

With the main costs attributed to the installation, configuration, testing, maintenance, and 

monitoring by security professionals whether in-house or vendor related. Satisfying this clause 

should be achievable for all organisations using the tools researched and adhering to 

frameworks as highlighted in this paper.  

Open-Source tools: Hayabusa, Snort, Velociraptor, Pestudio 

Free to follow frameworks: Mitre Attack, Cyber Kill chain, ISO27001(if certification required 

then need to pay for this) 

 

VI. CONCLUSIONS 

In this paper, the author performed an analysis of the Cyber hacking group known as Cozy bear, APT29. 

Focusing on understanding its attack profile and how to actively defend against its malicious intent. 

The author argued throughout this work that the use of threat hunting tools such as Velociraptor, 

Hayabusa and PeStudio and security frameworks such as mitre attack, kill chain and ISO27001 can 

help defend against the Cozy bear group. This paper challenged the conventional ideas about how to 

protect a network from attack with use of previously well-known frameworks to relatively newly 

developed security tools. Yet the fight against these threat actors as they evolve and change their 

attack methods should not be underestimated.  

Next steps, this paper and tools researched combined could be used in future malware campaigns to 

protect against the people behind Cozy bear. As has been seen in recent years, this malicious hacking 

group have evolved their techniques and targets so that no organization is safe from their clutches. 

But with the research seen in this paper and with further study in this field it is possible to protect 

against the Cozy bear hacking group.    

 

Video Presentation link: https://youtu.be/Xgh6xu97sq0  
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