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Abstract

Modern security tools and frameworks provide an important layer of security for computer systems
and networks. Threat hunting and defensive tools are setup to help detect and prevent attacks, to
alert those tasked with defending systems of possible intrusions on their network. Nation state Cyber
threat actors continue to evolve in targeting individuals, organizations, and governments worldwide
in 2022. The knock-on effect of this is a huge market for security vendors to push their products to
entice organisations to try and stay one step ahead of the bad guys. Choosing the right tools is the
challenge all organisations face today.

In this study, this author assessed an array of modern security tools and frameworks to help give
network defenders a clearer path on how to defend against a malicious hacking group known as Cozy
bear, aka APT29. A nation state backed Cyber group, to understand it’s key identifiers in relation to
attacks that have been seen in the wild in recent years. The innovative aim of this research is to show
that through the collective use of threat hunting tools such as Velociraptor and Hayabusa, a defensive
tool called Snort in alignment with the security frameworks Mitre Attack and Cyber Kill chain, that it
is possible to defend against Cozy bear. The final piece is related to clause 9.1 of the 15027001
framework, monitoring and measuring, to show how we can satisfy this clause with the use of the
tools used in this paper.

Results produced in this paper will aim to show Cozy bear can be kept at bay through a combination
of security tools and frameworks.

Further research needs to be carried out into the use of the tools and frameworks outlined in this
paper. A one shoe fits all, security tool combined with a framework that prevents or detects an attack
such as Cozy bear would make network defenders jobs easier.

Keywords: Nation State, Cozy bear, APT29, Velociraptor, Hayabusa, Mitre Attack, Cyber Kill Chain,
1SO27001
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I. INTRODUCTION

Nation state actors work on behalf of governments to target organizations, individuals, or
governments worldwide, they basically have a ‘license to hack!”. None more so than a Russian hacking
group known as Cozy bear, aka APT29, Fritillary, the Dukes, Nobelium, Dark Halo and many more
assumed names given by various cybersecurity firms. This group has been known to work directly on
behalf of one or more Russian intelligence agencies, in effect working in conjunction with the very top
echelons of the Russian government. Targets have included governments departments, including
energy, military, diplomatic and telecom sectors in the US, Germany, South Korea and Uzbekistan.

The research problem the author attempts to solve is which modern security tools and frameworks
organisations big or small should adopt to help protect company assets.

The importance of this study aims to give network defenders a clear path into the use of modern
security tools and frameworks to help in the defence of the Cozy bear threat group in their attempts
to infiltrate networks worldwide.

An output of this research paper will be to show how it is possible to defend against Cozy bear and
similar nation state hacking groups with the use of threat hunting, defensive tools and frameworks.

The authors motivation to research this topic is rooted in the day-to-day struggle organisations face
in the fight to stay one step ahead of the bad guys and protect company assets.
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Il. LITERATURE REVIEW

A. Overview

The literature review section of this paper will take a look at the Russian hacker group Cozy bear,
referencing leading security vendors to take a deep dive to try understand its origins, signature attack
profiles and organisations it has targeted. The rest of the review will take a look at security tools and
frameworks to help defend against it.

B. Cozy Bear

The Cyber threat landscape has continued to evolve over the years with any user connected to the
internet fair game to the nefarious threat actors that lurk out there. None more so than a Russian
Cyber espionage group known as Cozy bear! and according to one of the industry leaders in
Cybersecurity in protecting endpoints Crowdstrike is an adversary of Russian-origin, more likely to be
acting on behalf of the Foreign Intelligence Service of the Russian Federation. A nation state controlled
and backed hacker group that has been known to use large-volume spear phishing campaigns to help
deliver several malware types to organizations across the world, in an attempt to gain access to
networks with the aim of collecting infomation required by Russian operational directorates?.

According to another leading security vendor Broadcom® Advanced Persistent Threat(APT) groups
such as Cozy bear (aka APT29, fritillary, the Dukes) are widely classified as organizations that “initially
confined itself to spying campaigns, focusing on governments, the military, and think tanks in the U.S.
and Europe. It later became involved in more subversive operations and was implicated (along with
APT28) in disruptive attacks prior to the 2016 U.S. presidential election.” Another leading security
vendor SOCRadar* claim that APT29 aka Cozy bear were behind the SolarWinds supply chain attack in
2019-2020 and targeted Denmark’s central bank (Denmark’s National Bank) and installed malware
that enabled them to access their network and remain undetected for over 6 months.

One such malware seen and used in the wild to target COVID-19 vaccines according to the UK National
Cyber Security Centre is known as Wellmess® a “lightweight piece of malware that enables its
operators to execute shell commands, as well as to upload and download files on the compromised
system”. Later in this paper the author will look at an example of the Wellmess malware downloaded
from the web to explain how it can be detected.

C. Velociraptor

Threat hunting tools have evolved over the years and none more so than a relatively new tool called
Velociraptor® developed by Michael Cohen. It is known as both a triaging tool and an endpoint
monitoring and collection tool that implements a powerful Velociraptor Query Language (VQL) engine.

1 “Adversary: Cozy Bear - Threat Actor,” Crowdstrike Adversary Universe, no. 1, accessed August 14, 2022,

https://adversary.crowdstrike.com/en-US/adversary/cozy-bear/.

2 “Main Directorates of the Armed Forces General Staff,” no. 2, accessed August 14, 2022,
https://www.globalsecurity.org/military/world/russia/mo-general-staff-1.htm.

3 Threat Hunter Team, “Attacks Against the Government Sector (White Paper),” n.d., no. 3.

4 “APT Profile: Cozy Bear / APT29,” SOCRadar® Cyber Intelligence Inc., November 16, 2021, no. 4,
https://socradar.io/apt-profile-cozy-bear-apt29/.

5 “Advisory: APT29 Targets COVID-19 Vaccine Development,” no. 5, accessed August 14, 2022,
https://www.ncsc.gov.uk/news/advisory-apt29-targets-covid-19-vaccine-development.

6 “Welcome :: Velociraptor - Digging Deeper!,” no. 6, accessed August 14, 2022, https://docs.velociraptor.app/.
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Velociraptor was created and heavily influenced by 3 existing forensic tools designed by both Google
and Facebook. Googles GRR Rapid Response Framework’ a powerful open-source tool for enterprise
forensic investigations. Googles Rekall framework® an “open collection of tools, implemented in
Python under the Apache and GNU General Public License, for the extraction and analysis of digital
artifacts computer systems.” This tool is no longer in circulation and was discontinued in 2011.

Facebooks OSQuery framework® is a powerful security tool to allow the user write SQL based queries
easily and effectively to explore operating systems. It is an operating system instrumentation,
monitoring, and analytics framework powered by SQL. With OSQuery, SQL tables represent the
current state of operating system attributes for example running processes.

Velociraptor allows packaging VQL queries inside programs called Artifacts'® An artifact is a structured
readable YAML file, containing a query with a name attached to it. It allows users to search for the
qguery by name to run on an endpoint to collect information to help locate malicious files.

D. Hayabusa

As part of this authors research, it was important to look at other modern software tools that can
assist network defenders in the fight against Cozy bear threat group. Hayabusa'! is a Windows event
log fast forensics timeline generator and threat hunting tool created by the Yamato Security group in
Japan. Written in a programming language called Rust?, it is a very fast and memory-efficient language
with no runtime or garbage collector, so ideal for threat hunting scenarios. Known to be very reliable
in relation to memory and thread safety, which enables the elimination of many classes of bugs at
compile-time. Hayabusa as we will see later in this paper can be run on a single windows machine for
example for live analysis. It also can be used to gather logs from multiple systems for offline analysis
or from within the Velociraptor tool using the Hayabusa artifact for enterprise threat hunting and
incident response. A paper from Abe et al*® in 2017 on the Hayabusa tools performance, they claim
that the tool required only 8 seconds to convert 1.2 million log messages into a database file and 5
seconds to search a keyword from 1.7 billion records. They also state in a standalone environment in
comparison to a distributed environment, the stand-alone version of Hayabusa was approximately 27
times faster.

7 “What Is GRR? — GRR Documentation,” no. 7, accessed August 14, 2022, https://grr-
doc.readthedocs.io/en/v3.2.1/what-is-grr.html.

8 “Rekall Discontinuation,” Python (2014; repr., Google, August 3, 2022), no. 8,
https://github.com/google/rekall.

% Import User, “Introducing Osquery,” Engineering at Meta (blog), October 29, 2014, no. 9,
https://engineering.fb.com/2014/10/29/security/introducing-osquery/.

10 “Artifacts :: Velociraptor - Digging Deeper!,” no. 10, accessed August 14, 2022,
https://docs.velociraptor.app/docs/gui/artifacts/.

11 do son, “Hayabusa v1.4.3 Releases: Windows Event Log Fast Forensics Timeline Generator and Threat
Hunting Tool,” Penetration Testing, December 31, 2021, no. 11, https://securityonline.info/hayabusa-
windows-event-log-fast-forensics-timeline-generator/.

12 “Rust Programming Language,” no. 12, accessed August 14, 2022, https://www.rust-lang.org/.

13 Hiroshi Abe et al., “Hayabusa: Simple and Fast Full-Text Search Engine for Massive System Log Data,” in
Proceedings of the 12th International Conference on Future Internet Technologies, CFI'17 (New York, NY, USA:
Association for Computing Machinery, 2017), no. 13, https://doi.org/10.1145/3095786.3095788.
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E. Snort

Threat hunting tools such as Velociraptor and Hayabusa are extremely useful to network defenders in
discovering if their systems have been infiltrated by a bad actor. But intrusion prevention systems such
as Snort!® can also help assist in preventing threat actors from infiltrating a network in the first place.
It’s a powerful open source IPS (intrusion prevention system) tool that is made up of multiple rules to
help locate malicious network activity to match packets against these rules to generate alerts. While
it is relatively straight forward to understand and configure your own rules as proposed by Rapid 7*°
users can also get access to Community rules which are basically all the rules that have been submitted
by members of the open-source community or Snort integrators, which is updated and released
weekly.

F. Mitre Attack

While it is essential to have software tools to assist those tasked with defending against Cozy bear to
prevent Cyber breaches from happening, it’s also critical that they follow and abide by a Cyber security
framework such as the Mitre Attack. As stated by one of the world’s leading Cyber Security companies
Palo Alto Networks the Mitre Attack framework® “is a comprehensive matrix of tactics and
techniques designed for threat hunters, defenders, and red teams to help classify attacks, identify
attack attribution and objective, and assess an organization's risk. Organizations can use the
framework to identify security gaps and prioritize mitigations based on risk.”

While the article from Palo Alto describes in detail the makeup of the Mitre Attack a paper by Xiong
et al'’ in 2021 propose a new threat modelling language for enterprise systems with the mitre attack
acting as a knowledge base. They state the mitre attack provides useful information for a threat
modelling language due to its focus on “assets such as (e.g., Computer, Service, OS, Firewall, Internal
and External Network), attack steps (e.g., Spearphishing Attachment, User Execution, and Data
Destruction), and defences (e.g., Privileged Account Management, Execution Prevention, and Network
Segmentation). Based on a system model and using available tools, enterpriseLang allows 1) analysing
weaknesses related to known attack techniques and 2) providing mitigation suggestions for these
attacks. Therefore, stakeholders of an enterprise can assess threats to their enterprise IT environment
and analyse what security settings that could be implemented to secure the system more effectively.”

G. The Cyber Kill Chain

The Cyber Kill Chain® is one of the most important security frameworks developed in 2011 by a world
leading security and aerospace company Lockheed Martin. The Cyber Kill chain process “sets out the
stages of a possible cyberattack and allows organizations to identify and protect themselves against
threats, such as data theft, malware, ransomware, or network breaches. The term originates from the

14 “Snort - Network Intrusion Detection & Prevention System,” no. 14, accessed August 14, 2022,

https://www.snort.org/.

15 “Understanding and Configuring Snort Rules | Rapid7 Blog,” Rapid7, December 9, 2016, no. 15,
https://www.rapid7.com/blog/post/2016/12/09/understanding-and-configuring-snort-rules/.

16 “What Is the MITRE ATT&CK Framework? - Palo Alto Networks,” no. 16, accessed August 14, 2022,
https://www.paloaltonetworks.com/cyberpedia/what-is-mitre-attack-framework.

17 “Cyber Security Threat Modeling Based on the MITRE Enterprise ATT&CK Matrix | SpringerLink,” no. 17,
accessed August 14, 2022, https://link.springer.com/article/10.1007/s10270-021-00898-7.

18 “Cyber Kill Chain®,” Lockheed Martin, June 29, 2022, no. 18, https://www.lockheedmartin.com/en-
us/capabilities/cyber/cyber-kill-chain.html.
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military's “kill chain.” The idea is to make network security teams aware of the 7 possible stages of a
Cyber-attack, so they can understand the process and help them identify and stop an attack at each
stage. The quicker they can detect and stop the bad actor during an attack the better they can defend
their systems or delay an attack. In the paper from Kiwia et al'® in 2018 they propose the Cyber Kill
chain-based taxonomy of banking Trojans features. This threat intelligence-based taxonomy provides
a stage-by-stage operational understanding of a cyber-attack and can be highly beneficial to security
practitioners and inform the design of evolutionary computational intelligence on Trojans detection
and mitigation strategy. The proposed taxonomy is built upon their analysis of a real-world dataset of
127 banking Trojans collected from December 2014 to January 2016 by a major UK-based financial
organization.

H. 1S027001 monitoring and measuring

ISO27001%° is an information security management system. It's a security framework consisting of
policies and procedures, including legal, physical and technical controls as part of an organizations
information risk management processes. It helps organizations manage security risks to help in the
fight against cyber-attacks, breaches, hacks or theft. Clause or chapter 9.1. of the ISO27001 measuring
and monitoring?! details the requirements of monitoring, measurement, analysis and evaluation.

19 “Cyber Security Threat Modeling Based on the MITRE Enterprise ATT&CK Matrix | SpringerLink,” no. 19.
20 “1SO - ISO/IEC 27001 — Information Security Management,” I1SO, no. 20, accessed August 14, 2022,
https://www.iso.org/isoiec-27001-information-security.html.

21 “Measuring and Monitoring Your ISO 27001 ISMS,” ICT Institute, March 10, 2022, no. 21,
https://ictinstitute.nl/measuring-and-monitoring-your-iso-27001-isms/.
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I1l. RESEARCH METHODOLOGY

A. Approach

The purpose of this paper is to investigate a cyber threat group known as Cozy bear and the use of
modern security tools to help defend against it. With a seemingly unlimited amount of information
available, this author was able to form an understanding of the threat actors’” methodology, targets,
footprint, and ways to defend against it. According to CISA?? the recent invasion of Russia in Ukraine
could expose organizations both locally in Ukraine and outside to increased malicious cyber activity.
Intelligence suggested that the Russian government had explored options for Cyber-attacks since the
war began, which has been seen since March 2022. CISA highlights the different threat groups at the
disposal of the Russian government and Cozy bear group is at the top of this list.

The approach was to configure a lab environment and install both defensive and threat hunting tools
to simulate attack samples in how to stop Cozy bear.

B. Velociraptor

Once the author had configured the lab, the next step was to install the threat hunting tool known as
Velociraptor. Full install instructions to install Velociraptor on Linux and Windows systems can be
found here?. To start the Velociraptor frontend on the ubuntu machine you need to run the command
./velociraptor-v0.6.5-linux-amd64 —config /etc/velociraptor.config.yaml frontend -v as in the below
screen grab.

P Ubuntu 20.04 [Running] - Oracle VM VirtualBox - X

File Machine View Input Devices Help

Activities (=] Terminal ~ Jul18 2038

‘ % Velociraptor Response & X [iSd

hacker@hacker-virtualBox: ~fvelociraptor Q

:~$ cd velociraptor
3 $ ./velociraptor-ve.6.5-1linux-amd64 --config /etc/velociraptor.config.yaml frontend -v
:23+01:00 Loading config from file jetc/velociraptor.config.yaml
23+01:00 Frontend. {"build_time":"2022-06-22T16:57:27+10:00","commit":"5772dc32","version":"0.6.5"}
24+01:00 Increased open file limit to 999999
24+01:00 Server will be master.
124+01:00 FileBaseDataStore.
124+81:00 Journal service.
124+81:00 the notification service.
:24+01:00 Notificat ervice: Watching for events from Server.Internal.Ping
24+01:00 NotificationService: Watching for events from Server.Internal.Pong
24+01:00 Notificati ervice: Watching for events fr erver.Internal.Notifications
24+01:00 FrontendService: Watching for events from Server.Internal.FrontendMetrics
24+01:00 Inventory Service
25+81:00 Loaded 333 built in artifacts in 1.002876653s
[INFO] -07-18 :30:25+01:00 RepositoryManager: Watching for events from Server.Internal.ArtifactModification
[INFO] -07-18 :30:25+01:00 Labeler: Watching for events from Server.Internal.lLabel
[INFO] -07-18 :130:25+01:00 Client Info service.
[INFO] -87-18 25+01:00 ClientInfoMan. : Watching for events from S er.Internal.ClientDelete
[INFO] -87-18 25+01:00 ClientInfoMan. watching for events from Server.Internal.ClientTasks
[INFO] -07-18 25+01:00 ClientInfoMan watching for events from Server.Internal.ClientPing
[INFO] -07-18 :00 ClientInfoManager: Watching for events from Server.Internal.Interrogation
[INFO] -07-18 :00 Indexing Service.
[INFO] -07-18 :00 in 3.569125ms
[INFO] -07-18 1301 100 Client Monitoring Service

Figure. 1. Launching Velociraptor frontend

22 “Russian State-Sponsored and Criminal Cyber Threats to Critical Infrastructure | CISA,” no. 22, accessed
August 14, 2022, https://www.cisa.gov/uscert/ncas/alerts/aa22-110a.

23 ¢r00t, “Install Velociraptor Client on Linux and Windows Systems - Kifarunix.Com,” January 8, 2021, no. 23,
https://kifarunix.com/install-velociraptor-client-on-linux-and-windows-systems/.
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With Velociraptor installed on an ubuntu 20.04 machine, next step was to install the Velociraptor
service on the windows 11 machines setup in the environment. Using WinSCP or similar SFTP client to
copy the repackaged Velociraptor exe file to windows to install as a service on each machine.

W Win11 Test Machine (Snapshot 1) [Running] - Oracle VM VirtualBox X
file Machine View Input Devices Help
-~
te N —
Giagdiatdin Do) =
@ New % 0 o =D & oW N sort = View

<
(Ml (Medfoltss € - + 4 > ThisPC > Documents h Do nf

playing Name Type
| PDF | % repackaged_velociraptor.exe licat 9KB

@ OneDrive
U ltaerlilicy
<
et
'@* Sences
- File Action View Help
el
Y G EEEN R
Services (Local) Services (Local)

Velociraptor Name h Description  Status  StatupType  Log

} AVelociraptor Velociraptor... Running  Automatic
gl Sung: the service G Virtual Disk Provides m Manual Loci =In

art the service G; VirtualBox Guest Additions .. ManagesV.. Running Automatic Loci ‘.;?
&; Visual Studio Standard Coll... Visual Studi... Manual Loci |
am = 607 AM

‘] [ 1} D = D - O ﬂ @ = " "E!?%D,’s‘zuzze

B0 EREIEHmc

Figure. 2. Installing Velociraptor service on Windows

Once the service has been successfully installed, the client machine\s should be visible from the
Velociraptor browser window on the ubuntu machine as below. Ready for data to be collected and

monitored from Velociraptor manager server for any malicious files that may be hidden on the
Windows machines.

ﬁ Ubuntu 20.04 [Running] - Oracle VM VirtualBox ] X
File Machine View Input Devices Help

Activities ©) Firefox Web Browser v Aug4 22:41 e

¥ Velociraptor Response a/ X 1 Re: Yara rules APT29 We! X @ 00000000 77 006500 6¢ X +

<« C O & https://10.0.2.16:8889/app/index.html#/search/all & =
=% Q. |~ Test2.home @ Connected n admin
(3} ®» [ ]

Labels

8792721b7a6 WinDev2206Eval WinDev2206Eval.home Microsoft Windows 11 Enterprise Evaluation10.0.22000 Build 22000

Test2 Test2.home

m
(m]
©
[
]
7

Microsoft Windows 11 Enterprise Evaluation10.0.22000 Build 22000

m

iGN 25 30 50 n Goto Page
[m|

O (@) Client ID Hostname & FQDN 2 0S Version
¥
Al

2022-08-04T21:41:01Z
BoEFgo EEGE MRt

Figure. 3. Viewing connected machine in Velociraptor
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1) Artifacts
a)

Windows.Network.NetstatEnriched

Displays:

Path C:\Windows\System32\OpenSSH\sshd.exe

CommandLine

Hash

Authenticode signatures - Authenticode is a Microsoft code-signing technology
that identifies the publisher of Authenticode-signed software. Authenticode also
verifies that the software has not been tampered with since it was signed and
published. Authenticode uses cryptographic techniques to verify publisher identity
and code integrity. Allows first responder to identify if a product is signed by a
legitimate company. For example below | can see the ssh software under
Authenticode is published by Microsoft, so can trust this program.

10.0.2.16

w @
[ = ¥ Q - WinDev2206Eval.home @ Connected n adm
ﬁ' # + & ® 8 A
7| state Flowld s Created Last Active s Mb & Rows %
»
@ v F.CBAREVCF641A2 Windows. Network NetstatEnriched 2022-07-18T19:41:49Z 2022-07-18T19:41:592 admin
‘o v F.CBTK9BHGK2VIS Windows Network Netstat 2022-07-13T22:18:10Z 2022-07-13T22:18:102 admin
g E v F.CBTK7HEKGNS22 Svstem.VFSListDirectory 2022-07-13T22:14:26Z 2022-07-13T22:14282 admin
oo =l
r.e Artifact Collection  Uploaded Files ~ Requests  Results  Log  Notebook
=
¢ Net at
N2
ol - m- A &4 BT
k]
Pid Ppid Name Path CommandLine Hash Usemame  Authenticode Family Type Status LaddrlP LaddrPort RaddrlP RaddrPort Timestamp
i
3040 728 sshd.exe C\Window C\Windows\System32 “q NT - IPva TCP LISTEN 00.0.0 22 0.00.0 0 2022-07-18T1
@ [ \OpenSSH\sshd exe MD5* AUTHORITY\S Filename" 910:462
\System32 34430c3dd  YSTEM nde
\OpenSSH 13eda6
aahd.cn b13 ProgramName” :
PublisherLink" L
MoreInfolLink® :
window
LNumber” :
03
IssuerName” :

Figure. 4. Running Windows.Network.NetstatEnriched artifact
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You can see the Velociraptor service and its issuer name details. So, as in this example below if you
see an unsigned executable for example that looks suspicious you can investigate further.

« (e} O & hitps//100.2.16 o @ =
S B ga‘ all Q|- WinDev2206Evalhome @ Connected n admin
E # + ©O 8 & B
| state & Flowld Artifact s Created & Last Active & Creat s Mb 3 Rows &
@ v F.CBAREVCF641A2 Windows.Network NetstatEnriched 2022-07-18T19:41:492 2022-07-18T19:41:50Z admin 4
2 v F.CB7KIBHGK2VIS Windows.Network Netstat 202207-13T22:18:102 2022:07-13T2218:10Z admin 5
é = v F.CBTKTHEKGNS22 Svstem,VFS ListDirectory 202207-13T22:14:28Z 202207-13T22:14:28Z admin
"Trusted” : "t ted
o =l
& " Extralnfo” : mu
= < }
P 3144 728 Velocira C:AProgram "C:\Program NT “{ IPve  TCP ESTAB 100215 63621 100216 8000 2022071871
N = porexe Files\Veloci Files\Velociraptor AUTHORITS  “Filename" : 930312
raptor \Velociraptor.exe” service YSTEM Prograi
S \Velocirapt  run apt
orexe ox

<

ProgramName” :

"PublisherLink” : mut

“MoreInfoLink" :

“SHA. :
SHASaR "SerialNumber® :
a1

“IssuerName"

) Put

Figure. 5. Velociraptor service — issuer name

b) Windows.Sysinternals.Autorun

Suspecting one of the windows machines has been infected by Malware the first thing the author did
here was to find out why something would launch automatically. We can run autoruns from the
Velociraptor artifacts window below, autoruns is a Microsoft tool from Sysinternals. This will
automatically download the tool onto the windows machine as in the case below and run it.

10.0.2.16:5¢

g New Collection: Select Artifacts to collect v =
@ autorun Windows.Sysinternals.Autoruns
Mac0S Detection Autoruns Type: client
é Windows. Parsistence Wowbcpu Uses Sysinternals autoruns to scan the host.
v Note this requires syncing the sysinternals binary from the host
A Windows.Sysinternals. Autoruns
Tools
? . [ Aut
. [ Aut
Parameters
D)
Name Type Default Description
Al bool ¥
Boot execute bool
Codecs bool
Appinit DLLs bool
EEPSYNIIESE Configure Parameters  Specify Resources  Review  Launch

Figure. 6. Run Windows.Sysinternals.Autoruns artifact
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A Sysinternals autoruns VQL query then generates the information below on the Velociraptor server
from the windows 11 machine that the query was actioned against. As you can see it produces a lot
of information in relation to services that run at start-up on the machine, below. This is helpful to a
network defender in identifying if any malicious files have been added to the auto run process. In this
example below it generated 1437 processes that run on start-up of this machine.

2 Uburea 008 (Raning] - Orace Y VetuaBor 0o X
Fle Machine View Input Devices_Help

ive.sysinternals.c

« (¢] O & hitps://10.0.2.16:8889/a) fe 1 1b7a1 BBAR3C t 144 ® & =
— h‘ all Q|- WinDev2206Eval.home @ Connected n admin
# + © @ 8 B
State & Flowld Artifacts ] Created & Last Active & r s Mb ¢ Rows &
F
v F.CBBARICICISBO Windows.Sysinternals. Autoruns 2022-07-19T13:11:41Z 2022-07-19T13:15:38Z admin 1437
s v F.CBAREVCF641A2 Windows.Network NetstatEnriched 2022-07-18T19:41:49Z 2022-07-18T19:41:50Z admin 43
= v F.CB7KI8HGK2VIS Windows. Network Netstat 2022-07-13722:18:10Z 2022-07-13722:18:102 admin 54
e v F.CB7K7TH6KGNS22 System.VFS.ListDirectory 2022-07-13722:14:28Z 2022-07-13T22:14:28Z admin 1
A Manager\Boot
- Execute
199305 HKLM\System autochec enabled  Boot System-  Auto Check Utility Microsoft  c\window 1002200 autocheck ~ D851C6 6FEBOFID SE72D8E9DB OFDIDA3ETBOE4 SE29A9BDB75 020B9C
- 01-151 \CurrentContr k Execute  wide Corporation s 0653  autochk*®  6B3C65 59200A4D A1994DD794 2128FFBOE941BE 648080F2CC5 FBEF6C
- ) 600  olSet\Control autochk * \system3 61F79B 3A20115E 5461C1BEGB BOFOSAB7DBAD 63164C60A0A 566822
5 \Session 2 ADS4FB 64D588A4 FDO728E00B A0828E90350229 C1CT6DFIC3F 25F237
" Manager\Boot \autochk. 42F827  FBAA2711 74A6709DD5  FBDA75066A8 706926
D Execute exe 4 9B6F92CCC 8O
D
202206 HKLM\SOFTW Hijacks System
18-055 ARE\Classes wide
033 \Htmifile\Shell
\Open\Comm
and\(Default)
197906 HKLM\SOFTW Ci\Progra enabled  Hijacks  System- Interet Explorer Microsoft  c:\progra  11.0.2200 65AOEE 2CCTF500 42295F1866 4D6CAAIB67F2E 4E37AODD6E6 02738E
07-182 ARE\Classes m wide Corporation m 0120 D47307 10DAFFID SD7DADBISE ACE6B36C74C38 CCDS2ABFCO4 383468
311 \Htmifile\Shell Files\inte files\inter 525788 C5006F24 BOE7CDI543 763B496E24D3FS 657298072350 37AFIF
\Open\Comm et net 616998 36C7CCBB E1483302F5 5D333108222B4F 021FE529017E BSD756
and\(Default) Explorer\ exploren\i C945B3 6AOE01D8 4215E0E400 232F4487693A FDAFAQ
iexplore. explore.ex BF D4697C BA
exe e

Figure. 7. Services that run on start-up

As this is not the easiest to search, there is an option to download the full list into an easy readable
csv file as shown below. As you can see, it shows where each one is in the registry and if you scroll
across to column H you can view which company signed this code. You can use information generated
from autoruns to separate malware from the good stuff just by sorting by company. You can also see
a description tab below to explain what each piece of software does.

P& Ubuntu 20,04 [Running] - Oracle VM VirtualBox = (]
Fie Machine View input Devices Help
@ LibreOffice Calc ~ Jul19 1450 ® &
F.CBBAR3CICISBO(6).csv - LibreOffice Calc

File Edit View Insert Format Styles Sheet Data Tools Window Help

H-mi-o-Ima R 54 9- S E-E-MASTNBIAR Q-£RE0 BE-T

Uberationsa |~ |10 (v B I U A-®. === = === W-%74[ 000] s O-£-[E- = -

H240 v fx X+ = Microsoft Corporation il

[ c [} E F G

1 Entry Location Enty Enatied_Category Profie Description Company
2 HKLM\System\CunentControSetiC xecute Boot Exccute  System-wide
3 HKLM\System\CumentControiSen\C autocheck autoctk * enabled Boot Execute  Systemwide Auto Check Uity Microsof Corporation
4 HKLMS . OpeniC Hiacks System-wide
S HKLM\SOFTWARE\C C\Program Fies\intemet Exploreniexpiore.exe enabled Hijacks Systemwide _Intemet Explorer Microsoft Comporation
6 HKUM\System\CumentControSetiSarvices Services Systom-wide
7 HKLM\System\CunentContraSetiServices Aarsve enabled_Services Systemide  Agent Activation Runtime: Runtime for activating conversational age Microsoft Corporaon
8 HKLM\System\CunentControiSettServices AuSve_3368a enabiedServices Systemwide  Agent Activation Runtime_3369a: Runtime for activaling conversali® Mictosoft Corporation
9 HKLM\SystemCurentControlSetServices AJRouter enabled  Services System-wide AllJoyn Router Service: Routes ARJoyn messages for the local AllJ# Microsoft Corporation
HKLM\System\CutentControlSefiServices ALG enabled Services Systemwide  Applcaion Layer Gateway Service: Provides support for 3rd party p# Microsoft Corporation
HKLM\Systom\CusrontControlSetServices AppiDSve onabled Services Systemavide  Application Identiy: Determines and verfies the idertity of an appikd Microsoh Corporation
HKLM\System\CurrentControlSetiServices Appinto enabied Services Systemwide  Applcation information: Faciltates the running of Interacte appicat Microsoft Corporanon
HKLM\System\CurentControlSeniServices Apphigmt enabled _Services Systemwide  Application Management: Processes Installation, removal, and enurs Mictosoh Corporation
HKLM\System| CurentControlSetiServices AppReadiness enabled Services Systemvide  App Readiness: Gets apps ready for use the first tme a user signs # Microsoht Corparation
HKLM\System\CurrentControlSeniServices AppXSve enabied_Services Systemwide  AppX Deployment Service (AppXSVC): Provides Infrasiructure sup? Microsoft Corporation
HKUMSystem) CurrentControlSetiServices AssignedaccesshanagerSve enabled_Services System-wide Service: Assigr ger S Conporaton
HKLM\System\CurrentControlSet\Services AudioEndpointBulider enabled  Services System-wide Windows Audio Endpoint Builder: Manages audio devices for the Wik Microsoft Corporation
HKLM\System\CurentControlSefiServices Audiosrv enableaServices Systemwide  Windows Audio: Manages auio for Windows-based programs. If th? Microsoft Corporation
[HKLM\System| CurentControlSetiServices autotimesve onabled_Services Systom-wido Coular Time: This service sets tme based on NITZ messages fron Microsoft Corporation
HKLM\System\CuentControlS Axinstsv enabled_Services Systemwide  ActiveX Installer (AXinstSV): Provides User Account Contrl validat? Microsoft Corporation
HKLM\System\CurentContiolS e BcasiOVRUserService enabled_Services Systemwide  GameOVR and Broadcast User Service: This user service is used 12 Microsoh Corporation
2_|HKLM\System)CurrentControlSeiS BeastDVRUserSenvice 3360 enabled_ Services System-wide GameOVR and Broadcast User Service_3360a This user service i Microsoht Corporation
e 8DESVC enabledServices Systemwide BitLocker Drive Encryption Service: BDESVC hosts the BiiLocker D Microsoft Corporation
HKLM\SystemCurrent ControlSs s 6FE onabled_Services Systomwide  Base Fitering Engne: The Base Fitering Engine (BFE) is a service? Microsoh Corporation
HKLM\System\CurentControlSefiServices 8IS enabled_ Services System-wide Background Inteligent Transfer Service: Transters fles i the back ® Microsoft Corporation
HKLM\SystemCureniControlSeniServices BiuetooUserSenvice enabied_Services Systemawide  Bluetooth User Suppont Service: The Buetooth user service suppord Microsoh Corporation
HKLM\System\CurrentControlSet\Services BlustoothUserService_3369a enabled  Services System-wide Bluetooth User Support Service_3369a: The Bluetooth user service » Microsoft Corporation
HKLM\SystemCurrentControlSetiServices Brokernfrastructure enabled_Services Systemwide  Background Tasks Infrastnucture Service: Windows Infrastucture s Microsoh Corporation
HKLM\System\CutontControlSenServices BTAGService enabled Services Systom-wide Bluetooth Audio Gateway Service: Service supporting the audio gate Microsoft Corporation
HKLM\System\CurrentControlSetiServices BihAveipSve enabled  Services System-wide AVCTP service: Ths is Audio Video Control Transport Protocol serv Microsoft Corporation
1 |HKLM\System\CunentControSeServices onserv enableaServices Systemwide  Blustooth Suppon Service: The Biuetooth service Suppons discaved Microsoft Corporation
HKLM\Syster\ CuentControlSefi Services camsve enabledServices Systemwide  Capabity Access Manager Service: Provides facilites for managng Microsoh Corporation
HKLM\System\CuentControlSenServices Capuresenvice enabled _Services Systemwide  CapureService: Enables optional screen capture functionaity for ap Microsoft Corporation
CapureSenvice 3368 enabied_Services Systemwide  CaptureService_3369a: Enables optional screen capture functionaiit Microsof Corporation
chansve enabled_Services 3 Clpboard User Service: This user service fs used for Cipboard scer icrosoft Corporation
chansve_3363a enabledServices Clipboard User Service_3369: Thi user service is used for Cipbod Microsoft Corporation
CurentControlSatiSarvices CoPS¥C onabled Services Connected Devices Platform Service: Ths sevice is used for Conn? Microsoft Corporation
HKLM\System) Current ControlSetiSe CoPUsersve enabled_ Services Systemawide  Comnected Devices Platform User Service: Thvs user service (s use? Microsoft Corporaton
COPUsersve_336% enabied_Services Systemwide  Comnected Devices Platform User Sevice_3368a: This user service Microsoh Corporation
2 CertPropsSve enabled _ Services System-wid Canhcate Propagation: Copes usar certficares and foot cerficates Microsoht Corparation
1 HKLM\System\CunentControSetiServices Swsve enabied _Services System-wide ___Client License Service (CISVC): Provi ructure support fof Microsoft Corporation

Figure. 8. Extract to csv file
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Autoruns stores any software without a signature at the bottom of the above list which makes it
easier for a first responder to identify possible malware infection.

c) Windows.System.PSList

Windows.System.Pslist can be used to find malware exe files on a machine.

10.0.2.16:8889/app/index html#/collected/C.c1c5¢8

New Collection: Select Artifacts to collect L

pslist Windows.System.Pslist

Linux.Sys Pslist Type: client

List processes and their running binaries
Windows.System Pslist

Parameters
Name Type Default Description
processRegex regex

Source

1 SELECT Pid, Ppid, TokenIsElevated, Name, CommandLine, Exe,
2 hash(path=Exe) as Hash,

3 authenticode(filename=Exe) AS Authenticode,

4 Username, Memory.WorkingSetSize AS WorkingSetSize
5 FROM pslist()

& WHERE Name =~ processRegex

7

Figure. 9. Run Windows.System.Pslist artifact

For this example below, the author installed an executable on one of the windows 11 machines
that displays the ‘Your machine is PWANED! message when run.

I Win11 Test Machine (Snapshot 1) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help
@ New 7 YOUR COMPUTER IS PWNED BY DOUBLEBAD - o X
YOUR MACHINE IS PWNED!

€ ndows (C:
© Music Name . Date modified Type Size
i3 Videos 7 PerfLogs 6/5 File folder
Program Files 7 File folder
> @ OneDrive
Program Files (x86) 7/13/2022 3:40 PM File folder
v. BTERC Users 7/13/2022 3:31 PM File folder
@8 Desktop Windows File folder
> [l Documents (&) pupdmessage Application 10KB
> L Downloads
> @ Music
> PN Pictures
> [ Videos
> = Windows (C)
> U Network
> {3 Linux

Gitems  1item selected 10.0KB ==

Figure. 10. Run exe executable file on windows machine
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Now to try and locate this file from my Velociraptor window control center. You can list all the
processes or just give a string name as below to search for specific file name.

F.CBCTESHENUS98/result

New Collection: Configure Parameters

< Artifact

- Windows.System.Pslist

processRegex

Select Artifacts [MESUISUSLEHUISERN Spocify Resources  Review | Launch

Figure. 11. Enter partial name of file for quicker search

Once Velociraptor returns results from the query, you can get information such as the hash (SHA256)
of the found file which you can then analyse further.

3 Uoont 2.0 (Ranming] - Oracte A VialBr — o
Fle Machine View Input Help

Activities

8 m- i & B Y
=]

i

« c © & hitpsi//10.0.2.16:8889/app/Index.hemin/collected/c d81629b61788b523/F.CECTESHENUBSS result & © & 3
g B By o Q- Testzhome @ Connected n admi
! L + © @ & B

State & Flowld Artifacts % Created Last Active & Creator % Mb % Rows &

@ v F.CBC1ESHENUS98 Windows. System. Pslist 2022-07-20714:54:14Z 2022-07-20T14:54:162 admin

. L F.CBCOQRJGTPVGO Generic.Client.Info 2022-07-20714:13:02Z 2022-07-20T14:13:042 InterrogationService
% Windows.System.Pslist ]
A

?

Pid Ppid TokenlsElevated Name CommandLine Exe Hash Authenticode Usemame  WorkingSetSize
= 7612 4502 false puj “Cpupdmessagee G “q “q TEST2\User 9433088
exe xe' geexe "MDS* “Filename® :
= "SHAL" : C:\pupdnessage.ex
"ProgranName” : wiL

" "SHA256"
"1884bd8bc 30

334012821 7eb8B2c "PublisherLink” : waL

L

“MoreInfolink” : mu
J Seriallumber” : wit
“IssuerName” : wat
“SubjectNane” : il
“Timestamp® : wat
Trusted” : "untrusted
» = Extralnfe” : {...}

Figure. 12. Located file displaying hash information

15| Page



d) Windows.Triage.ProcessMemory

The purpose of this step is to verify that the "pup4message" process is creating the pop-up message.
Launch this collector: Windows.Triage.ProcessMemory

[P Uurts 2004 (Rumning] - Oracle VM VatualBox =
File Machine View input _Deices Help

BUN + clociapior mecpone - *

New Collection: Select Artifacts to collect v *
memory Windows.Triage.ProcessMemory
Generic.Client Profile Type: client

Dump process memory and upload to the server
Linux, Detection. Yara. Process

Linux Triage. ProcessMemory Parameters
Windows. Detection.Yara.PhysicalMemary Name Type Default Description
Windows. Detection. Yara.Process processRegex regex notepad

Windows EventLogs Evix

Windows.Memory Acquisition Source
1 LET processes = SELECT Name as Processame, CommandLine, Pid
Windows. Memory.intezer 2 FROM pslist()
3 WHERE Name =~ processRegex
Windows.Sys. PhysicalMemoryRanges 4
5 SELECT * FROM foreach(
Windows. System. VAD 6  rowsprocesses,
7 y=
Windows Triage ProcessMemory ] SELECT ProcessMame, CommandLine, Pid, FullPath,
] upload(file: Path) as CrashDump
10 FROM proc_dump(pid

EESENUPEEM Configure Parameters  Specify Resources  Review  Launch

Figure. 13. Launch Windows.Triage.ProcessMemory artifact

Again to speed up the search | have altered the Windows.Triage.ProcessMemory artifact to part
name of the suspicious file.

B Ubuntu 20.04 (Running] - Oracle VM VirtualBox -

O F =
W Velociraptor Response o %

New Collection: Configure Parameters *

- Artifact
- Windows.Triage ProcessMemory

processRegex e

Select Artifacts [[ESSIUBTENEUSIEN Specify Resources  Review  Launch

Figure. 14. Alter artifact search to locate file faster
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2) Main Results

Similar information is displayed in the velociraptor search window below as it finds the suspicious
file, but with this search we can get a dmp file that we can extract and query further.

© Firefox

¥ Velociraptor Response o X IR 372

& c T a 10.0.2.16

= %ﬁ all Q - Test2home @ Connected ad

State Flowld A 3

s Created # Last Active # e s Mb & Rows $
?

v F.CBCINQFRIJSTK Windows Triage ProcessMemory 2022-07-20T15:14:492 2022-07-20T15:15:06Z admin 33 Mb
@

| v F.CBC1ESHENUS98 Windows. System.Pslist 2022-07-20T14:54.14Z 2022-07-20T14:54.16Z

admin

Artifact Collection Uploaded Files Requests Results Log Notebook

m- H & BT

ProcessName CommandLine Pid  FullPath CrashDump
D
pupdmessageexe  'Cl\pupdmessageexe® 7612  C\Windows\TEMP\dmp2245113459.dmp "
o “Path" : “C o P p224511345
@ “Size" : 34
"Stored . 47853

"sha256

“md5" : "45683

"StoredName” : "C:\Windows\TEMP

n 25 30 50 Showingltolof1 n

Figure. 15. Results of suspicious file displayed

There is an online sharing community that allows users of Velociraptor to get access to other queries that
may assist their needs or allow them to post queries they have created themselves.
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C. PEStudio

In the example below the author was able to safely download a copy of the Wellmess malware used
by the Cozybear group in attack campaigns seen in the wild in 2021. Note, this is done in a controlled
environment using a VPN and TOR browser. PEStudio? is a free tool to allow security professionals to
perform an initial assessment of a malware without infecting a system or studying its code, simply by
drag and dropping the malicious file into the PEStudio window.

file settings about
%
=7 £\953b5Fc88TTe2d50f 3 T2cBcel5e8942883711 engine (70/70) score (58/70) date (dd.mm.yyyy) age (days)
ot “"“” — Bhav W32 AlDetectNet.01 28.07.2022 9
’)’ "”‘"ta G " , Elastic malicious (high confidence) 23.06.2022
os-header (64 bytes MicraWorld-eScan GeniVariant,Razy, 279280 28.07.2022 9
. [B¥ dos-stub (64 bytes) X : e
e FireEye Generic.rmg.flBced8T72e8d 126 28.07.2022 9
+ file-header (Mar.2018) CAT-OuickHeal Trojan. Wellmess 2B.07.2022 9
. aptional-header (GUI) McAfee Generic Trajan.nm 28.07.2022 3
.54 directories (5) Cylance Unsafe 28.07.2022 9
.. > sections (97.62%) VIPRE Gen:Variant.Razy.2 79280 27.07.2022 10
47 libraries (mscoree.dIl) Sangfor Suspicious.Win32.5ave.a 22.07.2022 15
7 functions (145) KTAntiVirus Trojan ( 0056ac501) 28.07.2022 9
W Alibaba Win32/WellMess.fh822752 77.05.2019 1167
a0 KTGW 28.07.2022 9
% NET (v2.0.50727) Cybereason 20.02.2021 494
24 resources (2) Cyren W32/MSIL_Wellmess.AlEldorado 28.07.2022 g
--abe strings (size) * Symantec Trojan.Gen.2 28.07.2022 3
o ESET-NOD32 MSIL/Agent.CVA 28.07.2022 9
o Windows (C:) = [m}
) New o (] =D = Ty Tl Sort = view
< 4 E= s ThisPC > Windows (C3) - O Search Windows (C:)
import Mame Date modified Tyrpe Size
playing | [7] 953b5¢c9aTTe2d50f3T2cheeB5eBO20937...  2/20/2022 2:38 AM File 168 KB
Figure. 16. PEStudio to assess Wellmess malware
Hash: 953b5fc9977e2d503f72c6ce85¢89428937117830c0ed67d468e2d93aa7ec9a
<« c a 6 wevrwvirustotal com/guifi 1f72c6ceB50894 1 674 y 5 T
Zl 953b5(C0077e 2450637 2c6ca85689420037 117030c0ad67d468e2d0 3887 acta [}
58 (1) 58 security vendors and 3 sandboxes flagged this file as malicious

DETECTION DETAILS BEHAVIOR community @)

Security Vendors' Analysis

Ad-Aware a ‘ariant Razy.2792¢ AhnLab.v3

ClamAv 1) Win Trojan Mess.6706033.( Como (D) Malware@ii1x2s0gafod7 08

CrowdStrike Falcon (1) Winmalicious_confidence ) Cybereasor

Figure. 17. Wellmess malware security vendors rating

24 Mirko Zorz, “Pestudio: Initial Malware Assessment Made Simple,” Help Net Security (blog), June 16, 2016,
no. 24, https://www.helpnetsecurity.com/2016/06/16/pestudio-initial-malware-assessment/.
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1) Yara

Yara® is another very useful tool to help in detecting malware. Below is a Yara rule to detect strings
in relation to the Wellmess malware. When run against the version of Wellmess this author was able
to download from the web, you can see in the command prompt window that it does detect 5 out of
the 6 strings used in the Yara rule below.

WY Win11 Test Machine (Snapshat 1) [Running] - Oracle VM VirtualBox — 3
File Machine View Input Devices Help

file settings about
=

ytes)
B dos-stub (64 bytes)

il fil=-header (Mar.2018)

» optional-header (GUI)

sers\User\Desktop! cozybesrayara - Notepad=+ - o x
File Edit Search View Encoding Language Settings Tools Macro
s B s s & m| 2 | a x|EE

| Bl o £ conearyars 3|
= AET_AFTZs_wel

1mess_dotnet_unique_strings

5 .NET (v2.0.50727)
I resources (2)

abe strings (size) *

&l manifest (asinvoker)
wersion (powercfg.exe)
W]

ascii

0) == OxSa4d and Bintlé (UInTle (0x:

o

G)) == 04550 and 3 of them

sha256: 953B5FCO0TTE2D50F3FT2CECES! ET

Figure. 18. Yara rule to run against malware

D. Hayabusa Tool

Hayabusa®® is a Windows event log tool used to allow fast forensics of event logs for threat hunting. It
has over 2400 Sigma rules and 130 built-in detection rules with many more being added on a regular
basis. For this research paper the author ran it locally on a windows 11 machine, but it can also be
used in conjunction with Velociraptor when imported as an artifact and the query ran from there.
Once installed it can be run as below from the command prompt in Windows.

Bl Commisnd Promipt - teegetrelesceihagabursene -d OEVTE-ATTACK-5AMPLES -0 sleris- bk (m} k4

Figure. 19. Launch Hayabusa against Attack samples

Hayabusa can identify 371 unique detections here with 12 labelled critical in a matter of seconds. The
command used above then generates a txt file with the detection records broken down into labels as
shown on the below.

25 “YARA: Effective Tool to Detect Malware,” no. 25, accessed August 14, 2022,
https://www.cyber.nj.gov/informational-report/yara-effective-tool-to-detect-malware.

% “About Hayabusa,” Rust (2020; repr., Yamato Security X1t ¥ 2 !) 7 «, August 14, 2022), no. 26,
https://github.com/Yamato-Security/hayabusa.
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Ef Command Prompt

h detections
st tot d

with most total
th me 1

with most i«

Top 5 computers with IEWIN

PC@4 .example.
wi

high detections: MSEDGEWIN1® (184), LAPTOP-JU4M3IGE (1 PCO1.example.cor

LAPTOP-JL

Figure. 20. Results detected from scan

1) Main Results

As you can see below each of the items detected is then labelled to show the user labels such as
timestamp, computer, event ID, MitreAttack and so on.

@A Win11 Test Machine (Snapshot 1) [Running] - Oracle VM VirtualBox — [m] x
File Machine Wiew Input Devices Help

alerts - Notepad - a *
File Edit View @
himestamp,Cumputer,Channel,EventID,LEvEl,MitrEAttack,RecurdID,RuleTitle,Details,RuleFile,Evthile
2017-86-89 12:21:26.968 -87:00,20816dc.hgcorp.local,Sec,4794,high,Persis,3139859,Password Change on Directory Service Restore Mode (DSRM) Acc
2017-86-12 16:39:43.512 ©,2812r2srv.maincorp. local, Sec,4765,med,Persis | PrivEsc,8075,Addition of SID History to Active Directory Objec
20919-01-19 @5:00:1@.350 9, IEWIN7,Sec,5145,info,Collect,84@38,NetShare File Access,User: IEUser | ShareName: \\*\ADMIN$ | SharePath: \??'
2019-81-19 @5:e@:10.350 90, IEWIN7,Sec,5145,info,Collect, 84039, NetShare File Access,User: IEUser | ShareName: \\*\ADMIN | SharePath: \??
2819-81-19 85:008:10.540 :88,IEWIN7,Sec,5145,high, LatMov,84847,First Time Seen Remote Named Pipe,User: IEUser | ShareMame: \\*\IPC$ | Shart
2019-81-19 @5:80:18.711 88, IEWIN7,Sec,5145,high, LatMov,84@58,First Time Seen Remote Mamed Pipe,User: IEUser | ShareName: \\*\IPC$ | Shar
20919-01-19 @5:ee:10.711 9, IEWIN7,Sec,5145,high,LatMov, 84851 ,First Time Seen Remote Mamed Pipe,User: IEUser | ShareMame: \\*\IPC$ | Shar¢
20819-81-19 85:00:10.711 9, TEWIN7,Sec,5145,high, LatMov, 84858, Suspicious PsExec Execution,User: IEUser | ShareName: \\*\IPC$ | SharePath:
2819-81-19 @5:808:18.711 ©8, IEWIN7,Sec,5145,high, LatMov,84@51,Suspicious PsExec Execution,User: IEUser | ShareName: \\*\IPC$ | SharePath:
2919-01-19 @5:ee:18.711 :88,IEWIN7,Sec,5145,high, LatMov, 84852, Suspicious PsExec Execution,User: IEUser | ShareName: \\*\IPC$ | SharePath:
20919-01-19 @5:ee:10.711 90, IEWIN7,Sec,5145,high,LatMov,B4@52,First Time Seen Remote Mamed Pipe,User: IEUser | ShareName: \\*\IPC% | Shar
20819-81-19 23:00:50.380 88,WIN-77LTAPHIQ1R. example. corp,Sec,1102,high,Evas,32853,Security Log Cleared,User: Administrator,Sec_1182_ Secur:
2019-81-19 23:29:57.863 :08,WIN-77LTAPHIQIR. example. corp,Sec,1102,high,Evas,32958,5ecurity Log Cleared,User: Administrator,Sec_1182_Secur:
20919-02-02 01:16:52.479 ©88,ICORP-DC.internal.corp,Sec,4776,info, ,65966,NTLM Logon To Local Account,User: helpdesk | Comp: ewil.internal.:
2019-82-02 01:17:22.562 9, ICORP-DC.internal.corp,Sec,4776,info, ,65968 ,NTLM Logon To Local Account,User: EXCHANGES | Comp: EXCHANGE | St
2819-82-82 81:17:22.563 ©,ICORP-DC. internal.corp,Sec,4624,info, ,65969,Logon (Type 3 Metwork),User: EXCHANGE$ | Comp: EXCHANGE | IP-Addr
2019-82-82 81:17:22.563 ©88,ICORP-DC.internal.corp,Sec,4624,med, LatMov,65969,Pass the Hash Activity 2,User: EXCHANGE$ | Comp: EXCHANGE | :
2019-82-82 01:17:27.629 :@9,ICORP-DC.internal.corp,Sec,5136,info,,65972,Dir Svc Obj Modified,"Operation: %%14675 | DN: DC=internal,DC=cor|
2019-82-82 81:17:27.629 88,ICORP-DC.internal.corp,Sec,5136,high,Persis, 65972, Powerview Add-DomainObjectfAcl DCSync AD Extend Right,"User:
2819-82-82 81:17:27.629 ©8,ICORP-DC. internal.corp,Sec,5136,info, ,65973,Dir Svc Obj Modified,"Operation: %%14674 | DN: DC=internal,DC=cor
20919-02-02 @1:17:27.629 :@8,ICORP-DC.internal.corp,Sec,5136,high,Persis, 65973, Powerview Add-DomainObjectAcl DCSync AD Extend Right, "User:
2019-82-13 @7:15:04.175 .example.corp,Sec,4624,info, ,5281,Logon (Type @ System),Bootup,Sec_4624 Logon-Type-8-System.yml, .. \EVTX-A
20819-82-13 87:15:88.689 .example.corp,Sec,4624,1low, ,5299,Logon (Type 5 Service),User: sshd_server | Comp: PC@2 | IP-Addr: - | LID
2019-82-13 87:19:51.259 .example.corp,Sec,4624,info,,5308, Logon (Type 2 Interactive) *Credentials stored in memory=,User: IEUser
20919-82-13 @7:26:53.356 .example.corp,Sec,4624,info,,5315,Logon (Type 18 Remotelnteractive (RDP)) *Credentials in memory®,User: II
2019-82-13 87:26:53.356 .example.corp,Sec,4624,high, LatMov,5315,RDP Login from Localhost,User: IEUser | Comp: PC@2 | IP-Addr: 127
2819-82-13 87:29:48.657 .example.corp,Sec,4624,info,,5319,Logon (Type 2 Interactive) *Credentials stored in memory®,User: IEUser
2019-82-13 ©7:31:19.529 .example.corp,Sec,4624,info,,5322,Logon (Type 3 Metwork),User: ANONYMOUS LOGOM | Comp: PC@1 | IP-Addr: 1@
2019-82-13 ©7:31:31.556 .example.corp,Sec,4624,info,,5323,Logon (Type 3 Metwork),User: ANONYMOUS LOGON | Comp: PC@1 | IP-Addr: 1@
2019-82-13 10:01:41.593 .example.corp,Sec,1102,high,Evas, 227693, Security Log Cleared,User: admin@l,Sec_1182 SecuritylogCleared.ym
2819-82-13 18:81:47.562 :@8,PC@1.example.corp,Sec,4688,1info, ,227695,Proc Exec,CmdlLine: | Path: C:\Windows\System32\TSTheme.exe | PID: @x
2019-82-13 10:82:84.426 ©08,PCP1.example.corp,Sec,4624,info, 227701, Logon (Type 11 CachedInteractive) *Credentials in memory*,User: user@®
2019-82-13 10:02:04.426 90,PCO1.example.corp,Sec, 4648, info,PrivEsc | LatMov,227788@,Explicit Logon,SrcUser: PC81% | TgtUser: user®l | IP-
20819-82-13 18:82:84.526 :08,PCO1.example.corp,Sec,4624,info,, 227708, Logon (Type 7 Unlock),User: user®l | Comp: PC@1 | IP-Addr: - | LID: @
2019-82-13 18:082:84.526 ©0,PCO1.example.corp,Sec,4648,info,PrivEsc | LatMov,227787,Explicit Logon,SrcUser: PC81$ | TgtUser: user®l | IP-
20919-082-13 10:92:05.528 9,PCO1.example. corp,Sec,4688,info, ,227712,Proc Exec,CmdLine: | Path: C:\Windows\System32\AtBroker.exe | PID: &
2019-02-13 18:03:28.318 :00.PC@1.example. corp.Sec.4688.info..227714.Proc Exec.CmdLine: | Path: C:\Users\user@l\Desktop\plink.exe | PID: ¢

Ln 1, Col 1 Unix (LF) UTF-8

Figure. 21. CSV file of detections
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Critical alerts extracted from the file above:

Computer

IEWINT

IEWINT
DC1.insecurebank.local
IEVWINT
alice.insecurebank.local
MSEDGEWIN10
MSEDGEWIN10
MSEDGEWIN10
MSEDGEWIN10
MSEDGEWIN10
DESKTOP-PIUSTNG
MSEDGEWIN10

E. Neodj

Level

critical
critical
critical
critical
critical
critical
critical
critical
critical
critical
critical
critical

Rule

Malicious

CobaltStrike

Active Directory Replication
Meterpreter or Cobalt Strike
Dumpert

wWindows Defender
WannaCry

Sticky Key

TrustedPath

Mimikatz

Suspicious

Suspicious

Figure. 22. Critical detections

Title

Mamed Pipe

Service Installations in Registry
from MNon Machine Account
Getsystem Service Installation
Process Dumper

Alert

Ransomware

Like Backdoor Usage

UAC Bypass Pattern

MemSSP Default Log File Creation
LSASS Process Clone

LSASS Process Clone

In the event of thousands of detections being identified it could make searching for critical events slow
and cumbersome. In this lab to combat this the author installed Neo4j desktop?’ is graph database
that can work with Highly connected data to allow users to map, store and traverse networks to reveal
invisible contents and hidden relationships. For this paper it was used to map unique detections that
Hayabusa was able to locate when querying the EVTX-Attack-Samples and provide a graphical
interface to view critical and suspicious files easily and quickly.

The txt alert file generated on the previous page via Hayabusa can now be imported into Neo4j to
allow a user to query it to generate a graphical view of all detections to allow a user a clear view of
any suspicious or critical alerts in a user-friendly database.

AMCREATE Host Contraint
CREATE CONSTRAINT host_name IF NOT EXISTS

FOR (n:Host)

REQUIRE n.name IS UMNIQUE

HNCREATE Alert Contraint
CREATE CONSTRAINT alert_name IF NOT EXISTS

FOR (n:Alert)

REQUIRE n.name IS UMNIQUE

M Load Data

LOAD CSWV WITH HEADERS FROM 'file: //fplaying/alerts—transform 1 _txt" AS row
MERGE (a:Alert{iname.row.RuleTitle}}
MERGE (h:Host{name:row. Computer})
MERGE (a)-[-Serverity{level: row_Level}]-={h)

27 «

Neo4j Desktop - Neo4j Browser,” Neo4j Graph Data Platform, no. 27, accessed August 14, 2022,

https://neodj.com/docs/browser-manual/4.4/deployment-modes/neo4j-desktop/.
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= 0 X | M teotrie - ot

Fie  Ear  View

/CREATE Most Contraint
CREATE CONSTRAINT host_name IF MOT EXISTS
REQUIRE n.name TS UNIQUE
//CREATE Alart Contraint
R alor

CREATE CONSTRAINT alert_name IF WOT EXISTS
«

OR (n:Alert)
REQUIRE n.name 15 UNIQUE

©)-[1Severity(level: "critical”}]-(a: Alert)

Figure. 24. Neo4j graphical results

To narrow the search to only show critical alerts the user can enter the following code into the neo4j
run window at the top of the screen, selecting the run button to get the graphical window below. This
makes Threat hunting for Cozy bear files and similar easier for network defenders.

HCritical Wiew

MATCH (h: Host)-[:Sewverity{level:"critical"}]-(a: Alert)
RETURMN h, a

MATCH (h: Host)-[:Severity{level:“critical”}]-(a: Alert) RETURN h, a

Node Properties 2 >

o [
®
&)

o
& o
e 9 ® Por S a

MATCH (n) RETURN n > & &

2 v L X

§ LOAD CSV WITH HEADERS FROM ‘file:///playing/alerts-transforml.txt’ AS row MERGE (a:Alert{name:row.RuleTitle}) MERGE (h:Host{name:row.Computer}) MERGE (a)-[:Sev.. p @

Figure. 25. Critical detections visible in Neo4;j
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F. Snort Tool

Snort is an intrusion detection system to help detect suspicious or unacceptable system and network
activity and to alert systems administrators of this activity. IDS systems generally use a set of
signatures that define what suspicious traffic is. The aim of the organization that developed Snort is
to identify a way in which it could be developed further by generalising rules to identify novel attacks
according to Aickelin et al?® in 2007. TTPS otherwise known as Tactics, Techniques, and Procedures in
relation to Cozy bear have as stated by the National Cyber Security Centre in the UK? suggest a
number of Snort alert rules to be added to the local.rules files of network defenders Snort
configuration to help detect signatures of Wellmess or Sliver as its also been known attack threats, as
shown below. A Port scanning detection alert is also added to detect NMAP Port scanning.

Aug8 22:30 ®

*local.rules

5# This file intentionally does not come with signatures. Put your local
> 6 # additions here.
g 7 alert tcp 10.0.2.15 any -> $HOME_NET 21 (msg:"FTP connection attempt®: 5id:1000002; rev:1;)
8 alert tcp $HOME NET 21 -> any any (msg:“FTP failed login“; content:“Login or password incorrect"; sid:1000003; rev:1;)
9 alert tcp any any -> any 80 (content:"HTTP": msg:"hTtp test": s5id:10008100; rev:005;)
1@ alert tcp any any -> any 443 (content:"HTTPS"; msg:“https test”; sid:10000101; rev:00s6;)
faxMl11klert tcp any any -> $HOME NET any (msg:"TCP Port Scanning”; detection filter:track by src, count 30, seconds 60; sid:1060006; rev:2;)

Figure. 26. Local.rules file

The author ran an Nmap?® scan from one of the windows machines in this lab targeting the ubuntu
machine, as an example to reflect an attacker’s scan which can be seen on the next page.

28 Uwe Aickelin, Jamie Twycross, and Thomas Hesketh-Roberts, “Rule Generalisation in Intrusion Detection
Systems Using SNORT,” International Journal of Electronic Security and Digital Forensics 1, no. 1 (January
2007): no. 28, https://doi.org/10.1504/1JESDF.2007.013596.

23 “Advisory Further TTPs Associated with SVR Cyber Actors.Pdf,” no. 29, accessed August 14, 2022,
https://www.ncsc.gov.uk/files/Advisory%20Further%20TTPs%20associated%20with%20SVR%20cyber%20acto
rs.pdf.

30 “Chapter 11. Defenses Against Nmap | Nmap Network Scanning,” no. 30, accessed August 14, 2022,
https://nmap.org/book/defenses.html.
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l'_n Win11 Test Machine (Snapshot 1) [Running] - Cracle VM VirtualBox

File Machine View Input Devices Help

= Zenmap

Scan Jools Profile Help

Target: | 10.0.2.16 ~ | Profile:

Command: | nmap -T4 -A -v 10.0.2.16

Hosts Services Mmap Output Ports / Hosts Topelogy Host Details  Scans
05 4 Host «  |nmap-T4-A-v10.0.2.16
- 100215 Starting Nmap 7.92 ( https://nmap.crg ) at 2022-88-88 14:08 Pacific Daylight Time
NSE: Loaded 155 scripts for scanning.
A 10.0.2.16 NSE: Script Pre-scanning.

Initiating MSE at 14:88
Completed NSE at 14:88, ©.80s elapsed
Initiating NSE at 14:28
Completed NSE at 14:88, #.88s elapsed
Initiating NSE at 14:88
Completed NSE at 14:88, 2.88s elapsed
Initiating ARP Ping Scan at 14:83
Scanning 18.0.2.16 [1 port]
Completed ARP Ping Scan at 14:88, @.88s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 14:88
Completed Parallel DNS resolution of 1 host. at 14:88, ©.81ls elapsed
Initiating S¥YM Stealth Scan at 14:88
Scanning 10.6.2.16 [1888 ports]
Discovered open port 445/tcp on 10.0.2.16
Discovered open port 139/tcp con 18.0.2.16
Discovered open port 22/tcp on 10.0.2.16
Discovered open port 111/tcp on 10.0.2.16
Discovered open port 88/tcp on 18.8.2.16
Discovered open port 2849/tcp on 18.8.2.16
Completed SYM Stealth Scan at 14:88, @.18s elapsed (1288 total ports)
Initiating Service scan at 14:88
Scanning & services on 18.8.2.16
Completed Service scan at 14:88, 11.85s elapsed (6 services on 1 host)
Initiating OS5 detection (try #1) against 18.8.2.16
NSE: Script scanning 10.6.2.16.
Initiating NSE at 14:28
Completed NSE at 14:89, 23.19s elapsed
[ Initiating NSE at 14:83

Figure. 27. NMAP scan
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Main Results

Snort detects TCP Port scanning below, 3™ line down after ‘sudo snort -A console -q -c
/etc/snort/snort.conf -1 enp0s3’ command is run which then triggers this alert.

P4 Ubuntu 20.04 [Running] - Oracle VM VirtualBox = X
File Machine Input Help
Activities (3 Terminal » Aug8 22:09 e

View Devices

Gt

hacker

M hacker@hacker-VirtualBox: ~

GYa
a [2]+ Stopped sudo snort -A console -q -c /etc/snort/snort.conf -i enp@s3
:~$ sudo snort -A console -q -c /etc/snort/snort.conf -i 10.0.2.15
ERROR: Can't start DAQ - SIOCGIFHWADDR: No such device!
Fatal Error, Quitting..
sudo snort -A console -q -c /etc/snort/snort.conf -i enp@s3
AC $ sudo snort -A console -q -c /etc/snort/snort.conf -i enp@s3
08/08-22:08:53.572398 [1:16000160:5] http test [**] [Priority: 0] {TCP} 10.0.2.15:50321 10.0.2.
08/08-22:08:53.572587 [1:10000100:5] http test [**] [Priority: ©] {TCP} 10.0.2.15:50323 -> 10.0.2.
08/08-22:08:53.714041 [1:1000006:2] “TCP Port Scanning” [**] [Priority: 0] {TCP} 10.6.2 50321
2.16:80
08/08-22:08:53.789437 [1:10000100:5] http test [**] [Priority: {TCP} 10.
/&_ 08/08-22:08:53.789722 :10000100:5] http test [**] [Priority: {TCcP} 10.
08/08-22:08:54.005017 [1:10000100:5] http test [**] [Priority: {TCcP} 10.

0.2.15:50324 10.
0.2.15:50325 10.
0.2.15:50327 10.
analyser@192.08/08-22:08:54.080581 :10000100:5] http test [**] [Priority: {TCP} 10.0.2.15:50328 10.
68.56.107 ©8/08-22:08:54.246333 :10000100:5] http test [**] [Priority: {TCP} 160.0.2.15:50329 -> 10.
08/08-22:08:54.315382 :10000100:5] http test [**] [Priority: {TCP} 16.0.2.15:50330 -> 16.

0.2

0.2

0.2

{1C

©8/08-22:08:54.696395 :10000100:5] http test [**] [Priority: {TcpP} .15:50333 -> 10.
.15:50335 -> 10.

. ©8/08-22:08:54.455140 :10000100:5] http test [**] [Priority: {Tcp} .15:50332 -> 16.
P} 10.0.2.16:445 -

08/08-22:08:54.907195 :10000100:5] http test [**] [Priority: @] {TcP}
Lab_01-2.malwe8/08-22:09:00.169759 :1000006:2] “TCP Port Scanning” [**] [Priority:
re 15:50338

lexe  Lab_01-3.malwa-
re

& o B Pl@ @ rontcrl

Figure. 28. Snort Results from NMAP TCP Port scan
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IV. DESIGN SPECIFICATION

A. Mitre Attack

For the lab and tools above this author researched a Cozy bear adversary campaign known as
StellarParticle3! which will be an example of a use case here for the design specification of this paper.
According to Crowdstrike this campaign was related to the SUNSPOT implant from the SolarWinds
intrusion in December 2020 and associated with Cozy bear(aka APT29, “The Dukes”). The aim of the
author below is to show how adhering to the Mitre Attack framework that, that it’s possible to detect
each stage of this specific attack with the use of tools used in the lab section of this paper.

Tactic Technigue Observable Detection
Credential Access T1003.006 O5 Threat actor obtained -Hayabusa scan as shown already in
Credential credentials through the above lab can detect Mimikatz as
Dumping domain replication it has inbuilt rule to detect the
protocols using Get- Mimikatz tool used by Cozy bear and
ADReplAccount other Cyber threat groups.
command DSInternal
Credential Access T1003.001 05 Threat actor used a -Again a Hayabusa scan can detect
Credential heavily obfuscated Mimikatz as it has an inbuilt rule to
Dumping: LSASS Powershell script to detect Mimikatz tool used by Cozy
Memory execute the Mimikatz | bear and other Cyber threat groups.
commands Early detection here would allow
‘privileges:debug security  personal to  instigate
sekurlsa::looonpasswords | mitigations early on to stop the
"ISadumg::Ipatch’” in- attack vector.
memory and encrypt the
output
Initial T1078.003: A local account was used | -Snort can be used here to detect SSH
Access/Persistence | Valid Accounts: by the Threat Actorto | tunnel - Sig 1-19559 is by default

Local Accounts

establish a SSH tunnel
into the internal network
environment

disabled and is wsed for SSH
BruteForce detection. An alert rule
can be added to |ocal.rules file “alert
tep any any.--= any 22 (content:"55H-
2.0"; nocase; depth:7;}"

Initial T1133: External The threat actor used -Run & query from  within
Access/Persistence Remote WPMs to gain access to Velociraptor to guery windows event
Services systems and persist in logs to look for Application log
the environment contents, logon session to detect
unusual access patterns. Snort can be
used to monitor network traffic flow
to identify any unusual activity on the

network.
Credential Access T1555.003: The threat actor - Hayabusa scan to monitor executed
Credentials exported saved commands used to search for
from Password passwords from user's common password storage location
Stores: Chrome browser to obtain user credentials, event logs
Credentials installations in relation to file access to identify
from Web browser files that contain credentials

Browsers

31 “stellarParticle Campaign: Novel Tactics and Techniques | CrowdStrike,” crowdstrike.com, January 27, 2022,

no. 31, https://www.crowdstrike.com/blog/observations-from-the-stellarparticle-campaign/.
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such as Google Chrome’s Login Data
database

file:AppData‘\Local\Google\Chrome),
User Data\Default\Login Data

Credential Access | T1539: Steal The threat actor stole - Snort can be used here to monitor
Web Session | web session cookies from | for an attempt by a user to gain
Cookie end user workstations access to network or company
and used them to access | resource L.e. cloud.
cloud resources
- Monitor for attempts by programs
to inject intc or dump browser
process memaory.
Lateral movement T1021.001: The threat actor used - Combination of Hayabusa and snort
Remote both privileged and non- | scans can be used to detect this here.
Services: privileged accounts for Hayabusa to monitor for user
Remote RODP throughout the accounts logged into systems
Desktop environment, depending | associated with ROP
Protocol on the target system
- Snort to monitor network traffic for
uncommon dataflows that may use
technigues to log into a computer
using RDP.
Initial Access, T1078.004: The threat actor used -Velociraptor query to alert on event |

Persistence

Valid Accounts:
Cloud Accounts

accounts with Delegated
Administrator rights to
access other 0365
tenants. The Threat actor
also used valid accounts
to create persistence
within the environment.

patterns of activity can be used to
detect the use of valid and cloud
accounts. If a hacker guesses the
password for a valid account then the
activity pattern is more like multiple
failed logons followed by a successful
logon on and might be easier to
detect with this query in place.

Persistence T1546.003: TrailBlazer was Velociraptor has three specific
Event Triggered configured to execute gueries in place here that could help
Execution: after a reboot via a in relation to WMI eventing visibility
Windows command-line event to help prevent this stage of an
Management consumer attack.
Instrumentation
Event Windows.Sysinternals. Autoruns

Subscription

Windows.Persistence.Permanent\W

MIEvents

Windows,EventLogs. EvtxHunter

(“WNMI Event Consumers: what are
you missing? :: Velociraptor - Digging
deeper!,” n.d.)

WMI Events® Velociraptor to help combat persistence above.

32 “\WMIl Event Consumers: What Are You Missing? :: Velociraptor - Digging Deeper!,” no. 32, accessed August

14, 2022, https://docs.velociraptor.app/blog/2022/2022-01-12-wmi-eventing/.
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Defense Evasion T1036.005: The threat actor -File MetaData — Collect file hashes,
Masquerading: | renamed their utilities to | files not matching their expected

Match masquerade as hash are suspicious. Velocirpator
Legitimate legitimate system artifact
Mame or binaries (AdFind as Generic.Forensic.LocalHashes.Glob —
Location svchost.exe), match the | maintains a local database of file
system’s role (GoldMax), | hashes. You can query this database
or appear legitimate using the
railBlazer as an Generic.Forensic.LocalHashes.Query

apparent Adobe utility). | artifact

Additionally, the threat
actor renamed their

systems prior to
connecting to victim's

VPNs to match the

victim’s system naming

convention

V. IMPLEMENTATION
The implementation stage of this paper will aim to show how mitigations at each stage of the Cyber
Kill Chain framework can help to kill an attack from Cozy bear and other hacking groups.

A. Cyber Kill chain

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals

Figure. 29. Cyber Kill chain
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a)

Reconnaissance — Stage 1

The attacker attempts to gather as much information about the target prior to an attack. This
could be anything from researching an organisation on the web, phone calls or emails to
employees or dumpster diving. Port scanning of organisation endpoints is an example of
another information gathering technique, used here.

Defences:

- Employee cyber awareness, social engineering campaigns including spam email, what
to look out for.

- Evaluate company assets, is there a need for access to certain services, confidential
data available on public-facing assets (websites etc..). Make social media accounts
private.

- Snort - Snort network recon techniques?®® to detect port scanning by alerting on an
unusual number of connection requests within a short period of time you can use
Snort’s detection filter rule below.

“alert tcp any any -> SHOME_NET any (msg:”"TCP Port Scanning”; detection_filter:track
by_src, count 30, seconds 60; sid:1000006; rev:2;)”

By adding the command at the bottom of the local.rules snort file it will limit the alerts
with the sid of 1000006 to 1 per every 60 seconds, this is important in relation to a scan of
a large network.

event_filter gen_id 1, sig_id 1000006, type limit, track by_src, count 1, seconds 60

Results:

As displayed earlier in this paper Snort picks up on the Nmap TCP Port scanning activity see
last line on the grab below. While any endpoint connected to the internet will be subject
to continuous port scanning, there are several mitigations that security professionals can
put in place, with the installation of a firewall being one. A firewall can detect a port scan
and slow it and effectively shut them down.

There are other ways to defend against Nmap scanning, such as:

- Hiding services on obscured ports

- Running own scans to detect vulnerabilities and fixing
- Port knocking

- Honeypots and honey nets

- 0S Spoofing

334

Snort Network Recon Techniques,” Infosec Resources, no. 33, accessed August 14, 2022,

https://resources.infosecinstitute.com/topic/snort-network-recon-techniques/.
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hacker@hacker-VirtualBox: ~

Stopped sudo snort -A console -q -c /etc/snort/snort.conf -i enp@s3
:~$ sudo snort -A console -q -c /etc/snort/snort.conf -i 10.0.2.15
: Can't start DAQ (-1) - SIOCGIFHWADDR: No such device!

Error, Quitting..
:~$ sudo snort -A console -q -c /etc/snort/snort.conf -i enpOs3
:~S sudo snort -A console -q -c /etc/snort/snort.conf -i enp@s3
-22:08:53.572398 [**] [1:10000100:5] http test [**] [Priority: @] {TCP} 10.0.2.15:50321 -> 10.0.2.16:80
-22:08:53.572587 [**] [1:10000100:5] http test [**] [Priority: 0] {TCP} 10.0.2.15:50323 -> 10.0.2.16:80
-22:08:53.714041 [**] [1:1000006:2] “TCP Port Scanning” [**] [Priority: 0] {TCP} 10.0.2.15:50321 -> 10.0.

Figure. 30. TCP Port Scanning alert
b) Weaponization - Stage 2

This stage involves the bad guys preparing malware to deliver to an organisation, which can
be developed on results from the reconnaissance stage.

Defences:
By understanding vulnerabilities and preparing personal in an organisation, companies have
the chance to weaken or eliminate a threat actors’ ability to weaponize data they collect
about their environments.

- Regular Vulnerability scans to detect scripting errors on websites for example

- Annual penetration tests

- Patching all resources and keeping up to date

- Cyber awareness of all employees. Sending fake phishing emails all to lessen sisk of

social engineering attacks.

c) Delivery - Stage 3

Delivery stage is where the attacker will attempt to deliver a malicious payload to an
organisation, with spear phishing email attacks one of the preferred methods used by the Cozy
bear threat group.

Defences:
- User education on top of proper security controls is paramount
- Microsoft Group policy to disable email hyperlinks
- Add Snort rules to alert IT admins of blocked attempts of access for example brute
force attack.

Below is a Snort rule to detect a Hydra attack:

alert fcp SSMTP_SEHUERS 465 -= $EXTERNAL_NET any I:msg:"SMTP AUTH LOGOM brute
force attempt"; flow:from_serverestablished; detection filterstrack by dst, count 5,
seconds 60; metadata: service smtp; classtype:suspicious-login; sid:2278; rev:2;)

d) Exploitation — Stage 4

This stage involves a targeted user clicking on a malicious file or link in a spam email to
unleash malware or direct the victim to bogus url links.

Defences:
- Anti-Malware installed in an environment will help block infected attachments.
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- Web proxy filtering to block access to bogus/malicious websites.

e) Installation — Stage 5

At this stage an infected file such as malware is downloaded onto the targeted users
machine.

Defences:
- Itsimportant users do not have local admin rights on devices to mitigate and
prevent installation of malware on a local networked machine.

f) Command & Control (C2) - Stage 6

This stage is where the hacker/s now have control of a user’s device. From here they can
access an organizations network further, moving laterally and looking for other targets such
as sensitive data and admin accounts to exploit or elevate privileges.

- Endpoint protection software can help detect if a suspicious link has been clicked by
a member of the organization

- Web proxy can help here to detect if malware has been downloaded onto a company
machine

- User and entity behavior analytics (UEBA)3 is a cybersecurity solution that can be
used to help detect anomalies in the behavior of not just users on a network but also
devices connected to it such end points, routers and servers to alert network
defenders if a hacker is lurking on their network.

g) Actions on Objectives — Stage 7

At this stage the bad actor has reached their primary goal to steal data and move it external
to the network they stole it from or unleash malware to lock down an organization’s files.

Defences:
- DLP software could be used here to prevent data been moved external to the
network that has been breached.
- Web proxy control to prevent removal of files
- Block access to website that could be used to transfer data, www.wetransfer.com is
an example of one such site.

B. 15027001 — Monitoring and Measurement

The final part here is how to tie all this back into the continuous monitoring and measurement
according to clause 9.1 of 1SO027001 security framework, by way of implementation. This
clause compares information security performance v ISMS effectiveness. Availability of
information, response time to an event and the costs involved to protect data all have to be
weighed up here.

- What needs to be monitored and measured against
- Tools or methods to be used for monitoring and measurement
- When monitoring and measurement needs to be done

34 “What is UEBA? Definition and use,” FireEye, no. 34, accessed August 14, 2022,
https://www.fireeye.fr/products/helix/what-is-ueba.html.
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- Results to be analysed and evaluated
- Who carries this out

Securing networks and data needs to be the number one goal of any organisation. Although,
there must be a balance in relation to costs of security v ISMS effectiveness. It is worth noting
the security tools and frameworks researched in this paper are all free to use, so costs can be
kept to a minimal when implementing these tools and framewaorks into any size organisation.
With the main costs attributed to the installation, configuration, testing, maintenance, and
monitoring by security professionals whether in-house or vendor related. Satisfying this clause
should be achievable for all organisations using the tools researched and adhering to
frameworks as highlighted in this paper.

Open-Source tools: Hayabusa, Snort, Velociraptor, Pestudio

Free to follow frameworks: Mitre Attack, Cyber Kill chain, 1ISO27001(if certification required
then need to pay for this)

VI. CONCLUSIONS

In this paper, the author performed an analysis of the Cyber hacking group known as Cozy bear, APT29.
Focusing on understanding its attack profile and how to actively defend against its malicious intent.
The author argued throughout this work that the use of threat hunting tools such as Velociraptor,
Hayabusa and PeStudio and security frameworks such as mitre attack, kill chain and I1SO27001 can
help defend against the Cozy bear group. This paper challenged the conventional ideas about how to
protect a network from attack with use of previously well-known frameworks to relatively newly
developed security tools. Yet the fight against these threat actors as they evolve and change their
attack methods should not be underestimated.

Next steps, this paper and tools researched combined could be used in future malware campaigns to
protect against the people behind Cozy bear. As has been seen in recent years, this malicious hacking
group have evolved their techniques and targets so that no organization is safe from their clutches.
But with the research seen in this paper and with further study in this field it is possible to protect
against the Cozy bear hacking group.

Video Presentation link: https://youtu.be/Xgh6xu97sq0
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