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The research study included a configuration Manual presenting a walkthrough of 

methodology that demonstrated a way to prevent Distributed Denial of Service attacks 

by building adaptive Routers to secure Home Automation. The configuration guide 

outlines the features and functioning of the software, devices as it is utilized 

throughout the research. This research will offer a brief overview of each step used in 

order to acquire findings.  

 

1.  System Requirements  

 

To minimize the time consumption when executing the software and to execute the 

results, we must adhere to several critical software and hardware requirements.  

 

 

1.1 Host System Specification 

• Device name: LAPTOP-FJ6H38AB 

• Processor: Intel(R) Core (TM) i7-10750H CPU @ 2.60GHz   2.59 GHz 

• Installed RAM: 16.0 GB 

• Product ID: 00327-35905-95214-AAOEM 

• System type 64-bit operating system, x64-based processor 

 

1.2 Virtual Machines 

• Operating System: Kali-Linux-2021.3 (Debian- 64 bit) 

• Processors: 2 

• Storage: 80 GB 

• RAM: 4GB 

 

 

2. Software’s Used. 

 

The software and technologies that are used in the research implementation process. 

 

• GNS3- Network engineers utilize graphical network stimulators to show network 

architecture, create network topology, test the topology, and debug physical and 

virtual networks.  GNS3 supports Virtual machine deployment to connect with 

virtual networks. As this software is open source, through this stimulator we are 

able to illustrate the actual smart home automation.  (Getting Started with GNS3, 2021) 
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• HPing3 – It is a Network Tool which is used to transmit customizable TCP, ICMP 

and UDP packets in order to perform DOS attack. This tool is use to test the 

network performance in our research.  Through this tool we are able to perform 

DOS attack in cisco router in GNS3 Stimulator.   

 

3. Software Configuration  

 

• The instructions below demonstrate how to deploy GNS3 Stimulator step by 

step.  

The attached link can be used to download GNS3 

[https://www.gns3.com/software/download] 

 

3.1 Installing GNS3 

• The User installing for first time need to registered in GNS3 site and to create an 

account. 

 
 

 

• GNS3 site will prompt user to select the version of GNS3 and to download the 

version for windows.  

 
 

https://www.gns3.com/software/download
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• Installing GNS3-all-in-one package will start automatic download with 85MB file 

in Size. 

 
• Navigating to GNS3 folder file, by clicking on GNS3 setup file the below screen is 

prompt.  

 
• Agreeing to GNS3 License agreement it proceed to further installation.  
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• User can check Start menu folder prompt or user can continue the installation.  

 
 

 

 

• The gns3 component allows user to select need software components or continue.  
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• The next steps are select a proper location to save GNS3. 

 
 

• Once GNS3 software is installed we can Click Next and complete the installation 

process.   
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3.2 Configuring Virtual Box 

 

• Assuming that users have kali Linux already installed in virtual Box.  

 
 
 

• After installing kali Linux, the network adapter should not be Attached to 

Network such as NAT, Bridge Adapter and so on.  
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3.3 Configuring VPCS in GNS3 

 
• In Gns3 there is inbuilt option for choosing End devices, selecting Option end 

devices option prompts. 
 

 
 

• Gns3 enables users to Import Multiple new appliances template file in-order to add 

virtual PC simulator which allow user to add lightweight PC which support DHCP  

       and Ping. 
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• As GNS3 is connected to Virtual Box and VMware to our local host, user can 

choose different installed machine in virtual box using drop down menu. 

 

 
 

 

• Selecting kali Linux will direct appear as VPCS in end devices. 
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3.4 Configuring IP Address to Kali in Order to Ping each other in GNS3 topology.  

(Setting a IP address)  
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4. Installing Command Line tool in kali Linux to perform 

Distributed denial of Service attack. 

 

 
 

 
 

5.  Configuring VRRP Protocol on cisco router. 
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• Checking VRRP Status in order to check priority of master router, 

Authentication, and advertise interval time.   

 
 

 

 

 

 

 

• Configuring Backup router in order to check  VRRP Status to check 

priority of Backup router, Authentication, and advertise interval time.   
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• Setting up IP-route command on main router in order to communicate with 

another virtual router. 
 

 
 
 
 
 

6. Configuring load balancer on virtual router on cisco router. 
 

• IP address is already configured, now setting up static route on master router. 
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• IP address is already configured, now setting up static route on Backup 

router 
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• Checking the load balancer working from transmitting ICMP Packet from Main router to 

backup router.  
 

 
 
 
 
 
 
 

• Again, transmitting ICMP packet from main router in order to check change in interface.  

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

• Configuring load balancer on interface e1/0 
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• Selecting load-sharing per-packet  

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

• Checking the result in order to check load distribution working on per packet  
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• Second result Clearly showcase load balancer working  

 
 
 
 
 
 
 
 

References 
 
• GNS3 Documentation. 2021. Getting Started with GNS3. [online] Available 

at: <https://docs.gns3.com/docs/> [Accessed 15 December 2021]. 
 


