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The research study included a configuration Manual presenting a walkthrough of
methodology that demonstrated a way to prevent Distributed Denial of Service attacks
by building adaptive Routers to secure Home Automation. The configuration guide
outlines the features and functioning of the software, devices as it is utilized
throughout the research. This research will offer a brief overview of each step used in
order to acquire findings.

1. System Requirements

To minimize the time consumption when executing the software and to execute the
results, we must adhere to several critical software and hardware requirements.

1.1 Host System Specification

Device name: LAPTOP-FIJ6H38AB

Processor: Intel(R) Core (TM) i7-10750H CPU @ 2.60GHz 2.59 GHz
Installed RAM: 16.0 GB

Product ID: 00327-35905-95214-AA0OEM

System type 64-bit operating system, x64-based processor

1.2 Virtual Machines

Operating System: Kali-Linux-2021.3 (Debian- 64 bit)
Processors: 2

Storage: 80 GB

RAM: 4GB

2. Software’s Used.
The software and technologies that are used in the research implementation process.

e GNS3- Network engineers utilize graphical network stimulators to show network
architecture, create network topology, test the topology, and debug physical and
virtual networks. GNS3 supports Virtual machine deployment to connect with
virtual networks. As this software is open source, through this stimulator we are
able to illustrate the actual smart home automation. (Getting Started with GNS3, 2021)




e HPing3 — It is a Network Tool which is used to transmit customizable TCP, ICMP
and UDP packets in order to perform DOS attack. This tool is use to test the
network performance in our research. Through this tool we are able to perform
DOS attack in cisco router in GNS3 Stimulator.

3. Software Configuration

e  The instructions below demonstrate how to deploy GNS3 Stimulator step by
step.

The attached link can be used to download GNS3

[https://www.gns3.com/software/download]

3.1 Installing_GNS3
e The User installing for first time need to registered in GNS3 site and to create an
account.

Login to the GNS3
Community

STy YA)\“'MV\"‘,VII‘"-‘\\P -
Crnute Acaunt & Continue

e GNS3 site will prompt user to select the version of GNS3 and to download the
version for windows.

Download GNS3



https://www.gns3.com/software/download

e Installing GNS3-all-in-one package will start automatic download with 85MB file
in Size.

GNS3-2.2.27-all-in-one-regular.exe
—_— hitps://downloads.solarwinds.com/solarwinds/GNS3/v2.2.27/GNS3-2.2.27-allHn-one...

Show in folder

e Navigating to GNS3 folder file, by clicking on GNS3 setup file the below screen is
prompt.
€ GNS3 2.2.27 Setup

Welcome to GNS3 2 2 27 Setup

Setup will guide you through the installation of GNS3 2.2.27.

it is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

e Agreeing to GNS3 License agreement it proceed to further installation.

€ GNS3 2.2.27 Setup =

License Agreement
Please review the license terms before installing GNS3 2.2,27.

Press Page Down to see the rest of the agreement,

| GNU GENERAL PUBLIC LICENSE ~
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <htip://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for
software and other kinds of works. v

If you accept the terms of the agreement, dick I Agree to continue, You must accept the
agreement to install GNS3 2.2.27.

< Back 1 Agree Cancel




e User can check Start menu folder prompt or user can continue the installation.
€ GNS32.2.27 Setup

Choose Start Menu Folder
Choose a Start Menu folder for the GNS3 2.2.27 shortcuts.

Select the Start Menu folder in which you would like to create the program’s shortcuts. You
can also enter a name to create a new folder.

|

Accessibility A
Accessories

Administrative Tools

Anaconda3 (64-bit)

Android Studio

Apache NetBeans

Chrome Apps

Cisco Packet Tracer

Git

GNS3

IBM SPSS Statistics

Java v

<_'Bad§ Next >

e The gns3 component allows user to select need software components or continue.
€ GNS32.2.27 Setup —

Choose Components
Choose which features of GNS3 2.2.27 you want to install.

Check the components you want to install and uncheck the components you don't want to
install, Click Next to continue.

Select the type of install: Local installation v
. T 1 Description
Or, select the opml MSVC Runtime 2017 G cm S
S [¥] GNS3 Desktop S A
--[] GNS3 WebClient see its description

-] GNS3 VM

- Tools
Space required: 327.1MB

GNS3 22,27 1
< Back Next > Cancel




e The next steps are select a proper location to save GNS3.
€ GNS32.2.27 Setup —

Choose Install Location
Choose the folder in which to install GNS3 2.2.27.

Setup will install GNS3 2.2.27 in the following foider. To install in a different folder, dick
Browse and select another folder. Click Next to continue.

Destination Folder
| :\Program Files\GNS 3! Browse...

Space required: 327.1MB
Space available: 52.3 GB

<Back [ MNext> | | cancel |

e Once GNS3 software is installed we can Click Next and complete the installation

process.
o
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3.2 Configuring Virtual Box

e  Assuming that users have kali Linux already installed in virtual Box.

9 Oracie VM VirtualBox Manager

File Machine Help
( :l:- L — $ 2 3
Ry = A
New  Settings
B General
Name:

Operating System

(8 System

Base Marory
Processors:
Soot Order
Ancaleration:

B pisplay

Video Memory:

Graphics Controliar
Remote Deshiop Server

Recorang:

4/ storage
Cootroller: IDE

= O

Kali-Unuoe-2021.3-vboe-
amadsd
Debian (64-ba)

Kali-Linux-2021.3-
vbox-amd64

2048 MU

o

Hard Digk, Optical
VT AMD-V, Nested Faging,
FAE/NX, KVM Paravirtualzation

128 M8

VMSVCA
Drsabied
Disabled

DE Secondary Device 0:
Controfler: SATA

[Optical Deve] Empty

SATA Fort 0: Kok Umupe- 202 1. 3-vbox-amd 64-disk001 vl (Normal, 80.00 €8)
1 Audio
Host Drver:  Windows DirectSound
Controller:  [ICH ACD7
= hatwork
Adapter 1: Intef PRO/1000 MT Desizop (Not attached)
. usa
USB Controber: OHCI
Davice Fiters 0 (0 actwe)

| T Shared foklers

None

¥ Description

a3 Roling (2021.3) x64
2021-09-08

e  Afterinstalling kali Linux, the network adapter should not be Attached to
Network such as NAT, Bridge Adapter and so on.

0 Kali-Linux-2021.3-vbox-amd64 - Settings ? >
B Goneral Network
l__l ] System Adapter 1 Adapter 2 Adapter 3 Adapter|a
Bl Dispiay [~] Enable Network Adapter
J ~ Attached to: |Not attached >
e | Storage
- - Name:
G Audio i Advanced
" Network
T. ¢ Serial Ports
(% uUsB
[ 7] shared Folders
ll | User Interface




3.3 Configuring VPCS in GNS3

. In Gns3 there is inbuilt option for choosing End devices, selecting Option end
devices option prompts.

e New template ? x

New template
Please selact how you want to create a new template

@ Jnstall an appliance from the GNS3 server (recommended)

Jmport sn applance file {,gns3a extenzion)

Manually croate a new template

Hext > Cancel

e Gns3 enables users to Import Multiple new appliances template file in-order to add
virtual PC simulator which allow user to add lightweight PC which support DHCP
and Ping.

& Preterences ? X
General |[VirtualBox VM templates
Server
GNS3 VM B Kali-Linux-2021.3-vbox-amd64 = General R A B LT P2
emplate name ali-Linux-2021,3-vbox-am
Packet capture Template ID: B55e34e6-3224-448b-0a-4283
~ Built-in VirtualBox name Kati-Linux-2021.3-vbox-amds4
Ethernet hubs RAM 2043
Ethernet switches Server LAPTOP-FISH3BAB
| 4 Headless mode enabled: Falsa
Cloud .S On close power_off
~VPCS Uinked base VM: Faise
VPCS nodes Consale type none
~ Dynami Auto star console False
Dy = * Network
10S routers s
Adapers 1
=~ 10S on UNIX Name formar Ethernat{0}
10U Devices Use any adapter Faisa
~QEMU Type Intel PRO/1000 MT Desktop (8254
Qemu VMs
~ VirtualBox
VirtualBox VMs
~VMware
VMware VMs
~ Docker
Docker containers
“ »
o Edit Delota




e As GNS3 is connected to Virtual Box and VMware to our local host, user can
choose different installed machine in virtual box using drop down menu.

e

General
Server
GNS3 VM
Packet captu
~ Built-in
Ethernet hu
Ethernet sw
Cloud node:
~VPCS
VPCS nodes
~ Dynamips
10S routers
~10S on UNIX
10U Devices
~QEMU
Qemu VMs
~ VirtualBox
VirtualBox !
*VMware
VMware VNV
* Docker

| VirtualBox VM templates

B Kali-Linux-2021.3-vbox-amd64 ~ General
Template name:

8 New VirtualBox VM template ?
VirtualBox Virtual Machine
Flease choose & VirtualBox virtual machine from the list.

VM st

Use as a linked base VM (experimental)

Docker containers

[iew Edit

oK

Selecting kali Linux will direct appear as VPCS in end devices.

End devices n

Cloud

D Kali-Linux-2021.3-vhox-amdbd
ey

M \iSEage-Win10-VMware

NAT

parrot
VPCS

n

+ New template

Kali-Linux-2021.3-vbox-amd64
¥ $48b-bdDa-428a

$-vbox-amd64

2.

AT Desktop (8254

Delete

Canced Apply




3.4 Configuring IP Address to Kali in Order to Ping each other in GNS3 topology.
(Setting a IP address)

ﬁ Kali-Linux-2021.3-vbox-amd64 [Running] - Oracle VM VirtualBox

Filee Machine View Input Devices Help

| vmP R "] kali@Kali: ~

kali@kali: ~
File Actions Edit View Help

eth0: flmgs¥4163<UPiBROADCAST;RUNNINGiMULTICAST> mtu 1500
inet 192.168.2.1 netmask 255.255.255.0 broadcast 192.168.2.255
inet6 te80::a00:27tft:te43:73bc pretfixlen 64 scopeid 0x20<link>
ether 08:00:27:43:73:bc txqueuelen 1000 (Ethernet)
RX packets 18 bytes 1832 (1.7 KiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 34 bytes 3010 (2.9 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 8 bytes 400 (400.0 B)
RX errors @ dropped @ overruns @ frame 0
TX packets 8 bytes 400 (400.0 B)
TX errors 0 dropped @ overruns @ carrier @ collisions 0

ing 192.168.2.2
192.168.2.2 (192.

PING
64 bytes from 192.168.
64 bytes from 192.168. icmp_seq=2 ttl=255 time=12.2 ms

8.2.2) 56(84) bytes of data.

2

23
64 bytes from 192.168.2.2: icmp_seq=3 ttl=255 time=6.34 ms

2 .

2

2

icmp_seq=1 ttl=255 time=3.87 ms

64 bytes from 192.168. icmp_seq=4 ttl=255 time=2.39 ms
64 bytes from 192.168. icmp_seq=5 ttl=255 time=9.30 ms
64 bytes from 192.168. icmp_seq=6 ttl=255 time=5.41 ms




4. Installing Command Line tool in kali Linux to perform
Distributed denial of Service attack.

o -

install hping3
Reading package lists... Done
Building dependency tree
Reading state information... Done
hping3 is already the newest version (3.a2.ds2-10).
hping3 set to manually installed.
The following packages were automatically installed and are no longer required:

libpython3.8-dev python3.8-dev

Use 'sudo apt autoremove' to remove them.
0 upgraded, © newly installed, © to remove and 1300 not upgraded.

/home/kali
192.168.2..

5. Configuring VRRP Protocol on cisco router.

Main-Routerl(config)#int e2/1

Main-Routerl(config-if)#ip add 10..254.20 255.255.255.0
Main-Routerl(config-if)#vrrp 1 priority 200
Main-Routerl(config-if)#vrrp 1 authentication text cisco
Main-Routerl(config-if)#vrrp 1 timers advertise 3
Main-Routerl(config-if)#vrrp 1 timers learn
Main-Routerl(config-if)#vrrp 1 ip 10.0.254.10
Main-Routerl(config-if)#no shu
Main-Routerl(config-if)#no shutdown
Main-Routerl(config-if)#

*Mar 1 €0:10:31.723: %VRRP-6-STATECHANGE: Et2/1 Grp 1 st

ate Init -> Backup
Main-Routerl(config-if)#ex
*Mar 1 ©00:10:33.711: %LINK-3-UPDOWN: Interface Ethernet2

/1, changed state to up

*Mar 1 ©00:10:34.711: %LINEPROTO-5-UPDOWN: Line protocol
on Interface Ethernet2/1, changed state to up
Main-Routerl(config-if)#exit

*Mar 1 ©0:10:40.943: %VRRP-6-STATECHANGE: Et2/1 Grp 1 st
ate Backup -> Master »
Main-Routerl(config-if)#exit |

10




e  Checking VRRP Status in order to check priority of master router,
Authentication, and advertise interval time.
Main-Routerl#show vrrp int e2/1

Ethernet2/1 - Group 1
State is Master
Virtual IP address is 10.6.254.10
Virtual MAC address is ©0000.5e¢00.0101
Advertisement interval is 3.000 sec

Preemption enabled

Priority is 2@e@

Authentication text "cisco”

Master Router is 10.0.254.20 (local), priority is 20e
Master Advertisement interval is 3.000 sec

Master Down interval is 9.218 sec

o Configuring Backup router in order to check VRRP Status to check
priority of Backup router, Authentication, and advertise interval time.

Backup-Router(config)#int fe/e
Backup-Router(config-if)#ip add 10.0.254.30 255.255.255.0
Backup-Router(config-if)#vrrp 1 priority 1ee
Backup-Router(config-if)#vrrp 1 authentication text cisco
Backup-Router(config-if)#vrrp 1 timers advertise 3
Backup-Router(config-if)#vrrp 1 timers learn

Backup-Router(config-if)#vrrp 1 ip 10.0.254.10
Backup-Router(config-if)#no shu

Backup-Router(config-if)#no shutdown

Backup-Router(config-if)#

*Mar 1 ©0:21:01.199: %VRRP-6-STATECHANGE: Fa®/@ Grp 1 state I
nit -> Backup

11




Backup-Router#sho vrrp int fo/e
FastEthernete/@ - Group 1
State is Backup
Virtual IP address is 10.0.254.10
Virtual MAC address is ©000.5e©0.0101
Advertisement interval is 3.00@ sec
Preemption enabled

Priority is 100

Authentication text "cisco”

Master Router is 10.0.254.20, priority is 200

Master Advertisement interval is 3.000 sec

Master Down interval is 9.609 sec (expires in 8.645 sec) Lea
rning

o Setting up IP-route command on main router in order to communicate with
another virtual router.

Main-Router(config)#ip route 10.10.12.0 255,255,255,252 10.0.254.10
Main-Router(config)#end

Main-Router#pi

*Mar 1 ©0:34:42.387: %SYS-5-CONFIG_I: Configured from console by console
lain-Router#ping 10.10.12.1

Type escape sequence to abort.

Sending 5, 1@@-byte ICMP Echos to 16.10.12.1, timeout is seconds:
MRS

Success rate_is 80 percent (4/5), round-trip min/avg/max 60/66/76 ms
Main-Router#)

6. Configuring load balancer on virtual router on cisco router.

o [P address is already configured, now setting up static route on master router.

12




Main-Routeri(config)#ip route 2.2.2.2 255. . .255 el/@ 10.10.12.
Main-Routerl(config)#ip route 2.2.2. X > .255 e2/6 l1e.10.13.
Main-Routeri(config)#exit
Main-Routeri#
*Mar 1 ©1:30:22.375: XSYS-5-CONFIG_I: Configured from console by console
Main-Routerl#sho ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

1.8.9.0/30 is subnetted, 1 subnets
1.1.1.0 is directly connected, Loopbackil
2.8.0.8/32 is subnetted, 1 subnets
(1/@e] via 10.10.13.2, Ethernet2/e
[1/0] via 10.10.12.2, Ethernetl/@
16.6.0.8/24 is subnetted, 3 subnets
10.108.12.0 is directly connected, Ethernetl/e
10.1€.13.0 is directly connected, Ethernet2/e
10.0.254.0 is directly connected, Ethernet2/1
Main-Routeris]

e [P address is already configured, now setting up static route on Backup
router

Backup-Router(config)#ip route 1.1.1.1 5.2 . 255, el/e 1e.1e.12.1
Backup-Router(config)#ip route 1.1.1.1 . - . e2/0 1e.10.13.1
ackup-Router(config)#exit
Backup-Router#sh
*Mar 1 21:49:43.811: ASYS-5-CONFIG_I: Configured from console by console
Backup-Router#sho ip route
odes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, " - candidate default, U - per-user static route
© - ODR, P - periodic downloaded static route

ateway of last resort is not set

1.0.2.9/32 is subnetted, 1 subnets
1.1.1.1 [1/©] via 10.10.13.1, Ethernet2/e
[1/8] via 10.10e.12.1, Ethernetl/e
is subnetted, 1 subnets
is directly connected, Loopbackl
10.0.9.0/24 is subnetted, 3 subnets
19.10©.12.0 is directly connected, Ethernetli/e
1©.10.13.2 is directly connected, Ethernet2/e
19.9.254.0 is directly connected, FastEthernete/eo
Backup-Router#

13




e Checking the load balancer working from transmitting ICMP Packet from Main router to

backup router.

repeat 1 source loopback 1
cape sequence to abort.
108-byte ICMP Echos to

with a source address of

2 seconds:

- 2, timeout is
1.1.1.1

L sent

5 rate is 190 percent (1/1), round-trip min/

IP: $210.0.254.20 (local),
IP: tableid=8,
IP: s=l
: IP: loi , $%2
o1 .695: IP: (Ether

Main-Routerl#

(Ethernet2/1), len 4@,

: (Ethernetl/8

sending broad/multica

), routed via RIB
len 10€, sending

pbackl), routed via RIBD

e Again, transmitting ICMP packet from main router in order to check change in interface.

Main-Routerléping 2.2.2 repeat 1 source loopback 1
Type escape sequence to abort,

Sending 1, 188-byte ICMP Echos to timeout is 2
Packet sent with a source address of 1.1.1.1

seconds:

rate 1s 180 percent (1/1), round-trip min
terl#
:55:54.931: IP:
+55:55,315: IP:
+55155. IP:
155155, IP:
:55:55,383: IP:

$=10.0.254,
tableid=e,

e Configuring load balancer on interface e1/0

1), len 48, sending broad/multicast

.

(Ethernet2/@), routed vias RIB

14




Main-Routeri#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Main-Routerl(config)#int el/0

Main-Routerli(config-if)#ip 7

Interface IP configuration subcommands:

ACcess~group Specify access control for packets
accounting Enable IP accounting on this interface
address Set the IP address of an interface

admission Apply Network Admission Control

auth-proxy Apply authentication proxy

authentication authentication subcommands

bandwidth-percent Set EIGRP bandwidth limit

bgp BGP interface commands

broadcast-address Set the broadcast address of an interface
cef Cisco Express Forwarding interface commands
cgmp Enable/disable CGMP

ddns Configure dynamic DNS

dhcp Configure DHCP parameters for this interface
directed-broadcast Enable forwarding of directed broadcasts
dvmrp DVMRP interface commands

flow NetFlow related commands

hello-intarval Configures IP-EIGRP hello interval
helper-address Specify a destination address for UDP broadcasts
hold-time Configures IP-EXGRFP hold time

idle-group Specify inte ing packets for idle-timer
1gmp IGMP interface commands

information-reply Enable sending ICMP Information Reply messages
inapect Apply inspect name

ips Create IPS rule

irdp ICMP Router Discovery Protocol

load-sharing Style of load sharing

e Selecting load-sharing per-packet

Main-Routerl(config-if)#ip lo

Main-Routerl(config-if)#ip load

Main-Routerl(config-if)#ip load-sharing ?
per-destination Deterministic distribution
per-packet Random distribution

Main-Routerl(config-if)#ip load-sharing per -~
Main-Routerl(config-if)#ip load-sharing per-packetL

e Checking the result in order to check load distribution working on per packet

15




Main-

*Mar B2 . 5 IP: 9,254.20 (local), d=224.0.0.18

*Mar : IP: ; : 0. .1 (local), d=2.2

*Mar 1 02 .951: IP: 12,1 ( ) (Ether

*Mar 1 02:10:28. AP blel 2 (Ethernetl/e), d=10,10,12.1

*Mar 1 ©2:10:28.015: IP: s=2.2 ( 1t1/0), d=10.10.12.1 (Ethernetl/@),

Main-Routeri#u .:11.

All possible debugging has been turned off

Main-Routerlsé

*Mar 1 92:10:38.347: IP: $=19.9.254.20 (local), d=224.0.0.18 (Ethernet2/1), len 40, sending broad/multicast

Second result Clearly showcase load balancer working
Main-Routerl#
2:10:46.919: IP: s-‘e 0.254,20 (local), d=224.0.0.18 (Ethernet2/1), len 48, sending broad/multicast
92:10:47.131: IP: tableid=9, s=10.10.13.1 110'37., =2.2.2.2 (Ethernet2/@), routed via RIB
: $=10.10.13.1 ‘lc\a.}, d=2.2.2.2 (Ethernet2/@), len 109, serdlng

(Ethernet2/6), d=10.10.13.1 (Ethernet2/8), routed via RIB
2/0), d=10.10,13.1 (Ethernet2/8), le revd 3
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