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Abstract

Internet of Things (I0T) usage is rising along with wireless technology advancements and
causing a swift growth in adaptation of 10T. IoT is a rapidly growing field with many positive
innovations that are being adopted by a variety of industries. However, because of the nature of
the devices, and in some cases vendor security negligence result in lack of timely updates along
with exposure to Cyberthreats due to the mode of connectivity using traditional networks which
are usually not secure, adequate or scalable. 10T devices and networks are at an increased risk of
Cyberattacks like Botnets, data privacy concerns, and exploitation of lack of updates, always
carrying security risks. Unpatched devices in an unsecure environment are an easy target for these
hostile actors, who are always searching for vulnerabilities. The research that follows has been
developed using Software Defined Networking (SDN), Blockchain (BC) technologies and
Intrusion Detection Systems (IDS) based solutions to address these issues. Throughout the course
of this research, each of these solutions will be thoroughly studied and examined. Each of these
solutions has a distinct feature set that has the potential to improve 10T security.

Keywords: 10T (Internet of Things), patch management, Cyber-attacks, Botnet, DoS, DDoS,
SDN (Software Defined Networking), Blockchain (BC), Data privacy, IDS (Intrusion Detection
System).



1 Introduction

Internet of Things (IoT) can be described as anything that is connected to the internet, connects and
exchanges data. If we look around, we can probably find a device that can connect to the internet, it might be
our phone, a laptop or a TV. 10T is the general term used to describe the collection of all those gadgets, which
can include laptops, smart TVs, and even refrigerators. This has reached millions of users worldwide and
growing further making life amazing with its utility and benefits. The application of 10T is far greater today,
it has reached beyond the smart devices used at homes, 10T is being adapted and used extensively in many
sectors including Healthcare and Industries as well. In the industrial sectors, 10T has gained a lot of traction
and is now widely used to increase productivity, dependability, and monitoring, where it is becoming a driving
force in the industry 4.0 (Boyes et al., 2018) which is an industrial revolution. In Healthcare particularly
(Farahani et al., 2020), 10T has been incorporated in several medical devices and is being used to monitor
critical healthcare and life saving equipment’s and proving quite useful. IoT is being used for development
of autonomous cars (Baliyan et al., 2022) and are projected to be in a widescale operations soon, because of
all this, we could say that we are now living in a future that was thought to be decades away just a few decades
ago. loT could be thought of as a fresh revolution, it is the convergence of physical and informational systems.
The loT's potential appears to be limitless, for example, our refrigerators might remind us of the groceries we
still need to buy (Rajeswari et al., 2022), doctors will be able to check on patients from anywhere in the globe
(Farahani et al., 2020), and cities are expected to have the ability to monitor anything from buses to garbage
cans.

Given the exponential expansion in 10T devices as a result of the swift development of internet and
wireless technologies, there are concerns about the potential of the I0T as well as the security implications for
society, as there are with any technology. According to a recent prediction by Ericsson (Collela, n.d.), there
will be 18 billion 10T devices estimated to be online by the end of 2022, an increase of over 100% from 2020,
and this number will keep growing everyday due to the several advantages of IoT.

loT

(Internet
\f Things) 4

\Agriculture

Figure 1: Examples of applications of 10T (Internet of Things).

10T has a variety of applications, as shown in Fig. 1, and is swiftly gaining popularity in other industries due
to its advantages, simplicity, and usability. The healthcare sector (Farahani et al., 2020) is one of the areas that
is benefiting from the Internet of Things (10T). 10T is cutting expenses and removing geographical boundaries
by enabling video doctor consultations, reducing paperwork, and assisting in the early diagnosis of chronic
diseases through the use of big data analytics created by medical sensors and alarm-based medical 10T devices.



The industrial sector, which is projected to be essential to Industry 4.0 (Boyes et al., 2018), is already
experiencing similar benefits.

10T security concerns: The increase of botnet attacks, data privacy concerns, use of weak passwords, a lack
of secure update mechanisms, a lack of secure storage, and inadequate testing are just a few of the security
challenges brought on by 10T. Although the Internet of Things offers the medical sector numerous benefits,
we must exercise caution because these incredible new biological discoveries may also pose problems. We
also need to consider the fact that computing devices have the ability to run code, which can then be misused
to run harmful programmes. Because they are regularly networked, modern medical devices are vulnerable to
hacking. Owing to the speed at which 10T is expanding and how quickly they are coming up with new ideas,
Businesses typically can forget or ignore to incorporate data security and privacy into new products, cost is a
big factor as well. Release of a technology into the world that you are unable to fully safeguard and that has a
long shelf life is exceedingly dangerous. Our digital selves have evolved into extensions of our real-life selves.
We communicate with our friends on social media. These days, we can use our phones to control our homes.
If you keep your front door unlocked at home, it's unlikely that someone will come to check on you, but in the
online world, many people are constantly checking every door and opportunity. Using a botnet, an attacker
could look for vulnerabilities in them, then infect cameras and DVRs if they were discovered to be freely
accessible. Since end users frequently lack the necessary skills, many devices come pre-configured with
default usernames and passwords, which can lead to hundreds of thousands or even millions of people having
their accounts hijacked. We haven't even touched on weak passwords yet. This leads to other flaws that
attackers may exploit, such as a lack of secure update procedures and device management. One instance of
how botnets can wreak havoc by utilising vulnerable 10T devices is the Mirai botnet attack, where hackers
used a malware to target 10T devices and smart home devices to create a zombie network managed by them
to target attacks towards other organisations and networks by creating a massive DDoS kind of attacks (Borys
etal., 2022).

10T is crucial for many businesses today and has huge potential to help people live and work more intelligently.
10T can flourish more and realise its full potential sooner than anticipated if security is improved. To prevent
end users from being harmed and to protect security of their data, threats concerning loT must be addressed.

The following Thesis report includes sections like Research Question, Literature review, Research
methodology, Design specification, Implementation, Evaluation and Conclusion. I will articulate the detailed
study and analysis conducted throughout this academic research report.

2 Research Question, Motivation and Objectives

Research Question:

What are the possibilities of reducing the risk of improper patch management, botnet attacks and data privacy
issues in loT by using Blockchain solutions, IDS (Intrusion Detection System), SDN (Software Defined
Networking) solutions and how much risk can be reduced by these solutions? Is it possible to patch 10T devices
in a timely, proactive and secure manner using Blockchain solutions, IDS and SDN solutions?

2.1 Motivation and justification:

The enormous growth of 10T devices and their positive effects on daily life served as the motivation and
driving force behind this research project. Our reliance on IoT will only grow as more devices connect to the
Internet. A lot of useful benefits are provided by utilising 10T across a variety of industries, including
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production, dependability, and monitoring. However, it also poses security risks. The fact that many IoT
devices are used by non-IT (information technology) users who are not familiar with IT security threats and
cyber security best practises is one of the disadvantages of the 10T. This could be as simple as adjusting the
10T device's default settings or more complicated privacy and security settings. Regular software patches and
firmware updates are crucial for 10T devices to stay current. Unpatched devices in an environment devoid of
security are easy targets for attackers, who are continuously looking for weak areas. The possibility of Zero
Day vulnerabilities is the next risk, which necessitates quick manufacturer action but is found to be lacking in
a range of 1oT devices for a variety of reasons. Given the 10T's rise and its future importance, notably in
Industry 4.0 (Boyes et al., 2018), Regular danger assessments and staying on top of emerging detection and
prevention techniques are essential. IOT devices are fast expanding and evolving in a variety of societal areas,
including the healthcare industry, aside from home appliances (Djenna and Eddine Saidouni, 2018) and the
industrial sector (110T) (Boyes et al., 2018). The security concerns related to 10T must be solved in order to
make sure that the progress of loT technologies and their use is not hampered. There is a lot of space for
improvement in this area, according to numerous studies on the subject of patch management on IoT devices.
The decentralised nature of 10T device connectivity and the customary cheap cost of goods pose some of the
biggest issues, as they do not encourage manufacturers to prioritise security.

2.2 Research Objectives:

Obijective of this research is to defend and secure 10T devices and networks, | have discovered that the issues
described in the research question can be innovatively solved using SDN (Software Defined Networking),
IDS (Intrusion Detection System), and Blockchain-based solutions. It also appears feasible to create a suitable
solution to reduce the threats and vulnerabilities found.

SDN: The openness and programmability of the network is the primary objective of SDN. An organization
can create or install an application to accomplish its goals if it needs a specific kind of network activity. To
better comprehend SDN, it may be helpful to use an already well-known analogy—in this case, the operating
system of a typical desktop computer. A desktop operating system can be divided into three fundamental
layers at a high level. First, there is the operating system itself, which serves as a middleman, controlling how
applications can access the hardware below. The OS also includes basic services to help with this process.
The operating system is also in charge of system management. The ability to create, add, or move applications
makes a system flexible, allowing it to be tailored to your unique needs. Hardware on the lower level, such as
CPUs, storage, memory, and network interfaces, can also be described as being to the south of the OS above
the operating system or on the north side. Whether it be for engineering or game design. The middle layer for
SDN is the network operating system, which is also known as an SDN controller. The network operating
system will typically have core services to help it in its job of interacting with network nodes and for providing
a programmable interface to the network applications on the south side instead of hardware. The SDN model
will look quite similar to the operating system model just discussed. Sending packets out of a single port or
out of numerous ports are examples of actions, as well as merely deleting the packet and changing the packet
headers. Hardware switches are frequently anticipated to support superior performance, whereas software
switches like the one used in SDN provide more adaptability for novel behaviors. Instructions for packet
handling, notifications of packet arrivals on network nodes, alarms of connection status changes, and statistics
data like flow counters are a few examples of the data that must be sent to network forwarding devices via the
southbound interface of the SDN controller. Everything happens over the southbound interface. The SDN
protocol on the southbound interface with the greatest discussion is open flow for packet handling instructions.

IDS - Snort: Snort, a well-known free and open-source IDS (intrusion detection system) / IPS (intrusion
prevention system) system, can be utilised to do a traffic or protocol analysis, content matching, and to identify
and prevent various attacks based on specified rules. In order to stay up with the most recent attacks and
incursions, snort has been actively developed with the help of thousands of users and contributors. It has the
capability to log traffic at the most fundamental level, or to alert administrators or security analysts to specific
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traffic and vulnerability alerts. One of the best features of snort rules is the capability to perform signature
matching, which enables it to identify a signature from the content of a packet and use that signature to detect
intrusions or attacks.

Blockchain: Blockchain has been proposed as a solution for some of the security issues observed and provide
an end-to-end security and accountability for transactions such as Patch downloads and data transfers. We will
discuss in detail about blockchain, its working methodology and possible solutions applicable. A blockchain
is, as its name suggests, a chain of information-containing blocks. Each block includes some data as well as
its own hash and the hash of the block before it. Depending on the type of blockchain, different types of data
are kept inside blocks. For instance, the sender, receiver, and total quantity of bitcoin for a transaction are all
stored in the Bitcoin blockchain. A block has a hash as well. A hash is comparable to a fingerprint. Similar to
a fingerprint, it uniquely identifies a block and all of its contents and is constantly different. A block's hash is
determined once it is produced. The hash will alter if anything inside the block is modified. Blockchains
safeguard themselves in another way as well, and that is by being distributed.

Smart contracts: Blockchains are likewise undergoing constant change. The development of smart contracts
is one of the more recent innovations. These contracts, which are straightforward scripts stored on the
blockchain, can be used to automatically trade money in accordance with specific criteria. Smart contracts are
essentially the same as contracts in the real world—you know, the paper agreements where you sign—except
that they're digital. Being digital means that smart contracts are stored inside a blockchain, giving them all of
the advantages of the blockchain and making them publicly accessible. Everyone who wants to can view the
contract, which also implies that everyone may interact with it, run it, and check its terms, and there is
agreement on how the smart contract will turn out. Therefore, if | build a smart contract that computes one
plus one, then everyone on the network will concur that one plus one equals two. If someone then says, "Yeah,
but in my case, my computer said one plus one equals four,” then the others will respond, "Yeah, but we
verified ourselves so one plus one is still two." The smart contract can give and receive currencies and
communicate with other smart contracts, but what more can it do? They are stored on the blockchain and are
immutable exactly like a blockchain. In other words, once you've added a smart contract to it, it can't be
changed any longer. Because it's distributed and there is consensus regarding it, no one can force your contract
and claim that you agreed to different terms or that the contract's outcome is now different. As a result, no one
can manipulate the system because everyone knows what the contract is and what the outcome is.

3 Related Work

I have researched a lot about the Internet of Things and read about its possible uses, security concerns,
mitigation options and future applications. | have thought about its benefits and important limitations, as well
as some potential solutions to some of its security concerns. 10T provides a lot of benefits, but due to its
extensive connectivity, it is also open to cyberattacks. Some of the most important security concerns with 1oT
are shown in Figure 2 below.
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Figure 2: Examples of security challenges in 1oT (MediaDSCI, n.d.).

3.1 Subsection 1 - Challenges in 10T — Related research:

The Internet of Things (1oT) is a system with an ever-growing complexity; it is the next breakthrough that will
give everything we use a human face, as well as the next stage of automation. 10T is bringing more and more
objects online on a daily basis, which will probably cause it to become a multi-trillion-dollar industry soon.
Check the number of recent conferences, papers, and research about the internet of things (10T) to get a sense
of how popular it is. However, as the 10T industry is developing further, there will be significant challenges,
chief among them the urgent need for a secure 10T model to carry out typical tasks like sensing, processing,
storing, and communicating. This is because the 1oT market has grown quickly, leading to an increase in the
number and wide range of 10T solutions. By no means will it be simple to develop such model; there are
numerous obstacles and difficulties that must be overcome before a true safe 10T model can be developed.
One of the security issues with 10T is that because of their current computing limitations, the devices cannot
use tools like host-based firewalls. Considering that IoT involves many devices that communicate with one
another, there is a large attack surface, and given that 10T is growing into sectors like healthcare, finance, and
transportation, security is becoming increasingly crucial. Appropriate standardization has not been developed.

Data Privacy: In this paper the authors have highlighted the challenges and concerns related to privacy in loT,
they have proposed a solution accordingly (Solangi et al., 2018). This paper (Boeckl et al., 2019) has been
published with an aim to help organisations and federal agencies to better understand the cybersecurity threat
risks and Related to security challenges, considerations for managing risks related to Cybersecurity and
Privacy in 10T. The authors have observed that the organisations are usually not aware of the scale of 10T
deployment in their infrastructure and discuss extensively on the related risks and need to address these
(Boeckl et al., 2019).

Inadequate patch management: The authors have conducted a detailed research and survey on various security
challenges and aspects covering loT, including inadequate patching capabilities, 10T vulnerabilities,
encryption concerns, access control and authentication issues. The authors have stressed on the fact that these
concerns needs to be addressed appropriately with future work scopes (Neshenko et al., 2019).



Botnet: This paper talks about the impacts of Botnet attacks on 10T Network and potential escalation of threat
emerging from compromise of 10T devices in a large scale. The authors have studied two Botnets (Mirai and
Hajime Botnets) in particular, the authors have stressed on the need for patching the devices adequately and
to take necessary actions for security (Herwig et al., 2019). Another paper (Kolias et al., 2017) has conducted
a detailed study on the impact of Mirai botnet and DDoS attacks which affected 10T and should serve as a
wakeup call for taking necessary precautions and protecting the loT assets.

3.2 Subsection 2 — Solutions — related research:

Over the past few months, | have conducted extensive study to determine whether SDN, IDS, and Blockchain
(BC) technologies combined can secure and defend IoT devices.

SDN solutions related research: | have researched and reviewed several papers related to 10T and SDN,
several researches have contributed to this area and have provided their observations and sometimes solutions
on how SDN has been effective at supporting and enhancing 10T Networks, further scope and possibilities
along with few short comings which can be mitigated in future. Overall SDN seems to be able to provide the
required flexibility and scalability along with security aspects related to 1oT. The summary of few of the
reviewed papers are as following:

SDN based architecture with Security enhancement for 1oT: In this paper the authors have discussed about the
opportunities being introduced by SDN for 10T along with scalable option and have conducted their research
to establish a secured architecture for 10T (Flauzac et al., 2015).

SDN-based management of heterogeneous home networks: The authors have demonstrated how the Home
networks can benefit from the SDN architecture, where differentiating the control plane from the data plane
is a crucial component of SDN. This allows other network devices to now function only as data forwarders
and do not require any intelligence thanks to the introduction of an SDN controller administering the control
plane of the network (Soetens et al., 2015).

Combining Software-Defined Networking with Internet of Things: This paper talks about the traditional
network connectivity for 10T, its limitations, advantages and disadvantages, have demonstrated and conclude
how it is difficult to manage loT using traditional networking. The authors have proposed a SDN based
solution to make IoT networks flexible and scalable along with enhancing its security with help of enhanced
monitoring and security analysis possibilities (Yassein et al., 2017)

Benefits of SDN in IoT: In this paper the authors have conducted a thorough research and presented their
inputs on the possible benefits of SDN in 10T to overcome some of the security challenges, the paper also
talks about the limitations of SDN and future scope (Farris et al., 2019). This paper talks about how 10T has
been evolving rapidly and the compound increase in data traffic related to 10T, the authors have researched
and discussed how SDN can complement the growing demands of loT (Rafique et al., 2020)

IDS related research: Detection of Botnet attacks using IDS: The authors talks about the research
conducted on IDS related tools to detect Botnet attacks on I0T, this paper was able to successfully deploy
IDS rules to detect Botnet attacks with a Novel approach hence proving the utility of IDS to provide a
security aspect to 10T. (Al-Kasassbeh et al., 2020).

In this paper the authors have discussed about the potential cyberattacks on IoT and have proposed a secured
and efficient IDS solution to defend 10T, overall IDS seems to be providing an adequate security benefit in
detecting alerts of potential vulnerability and attacks in 10T (Javaid and Bandekar, 2017).



Blockchain related research: A Distributed Secure Blockchain Based SDN-IoT Architecture: The authors
have introduced SDN and Blockchain in 10T in a secure manner and argue that SDN setup is reliable overall
while there could be few concerns which needs to be addressed in future (Rahman et al., 2019)

Benefits of Blockchain in 10T: In this paper the authors have described the benefits of using Blockchain in
loT and demonstrated with certain examples by proposing an optimised Blockchain and light weight setup
excluding mining process to speed up, conducted few tests to demonstrate the robustness of the proposed setup
and articulated the scope for future work (Dorri et al., 2017)

Blockchains and Smart Contracts in 10T: This paper tries to examine blockchains utility in 10T to see if it can
be a good choice overall, hypothesis is that this Blockchain and 10T combination can be a good solution for
several use cases. Authors have seen successful to an extent to demonstrate the power of their proposed
solution, where Blockchain provides enough resilience to the 10T setup and they encourage its future use
(Christidis and Devetsikiotis, 2016)

Can Blockchain Strengthen the 10T? — The authors have articulated that IoT security can be improved by
utilising identity and access management systems built on blockchain technology. They have provided the
identified challenges and potential solutions along with appropriate solutions (Kshetri, 2017)

File sharing & Data management related: Authors have proposed a blockchain based solution with an aim of
distributed data management for 10T, this is still work in progress as per authors and have faced few overheads
while the initial results and performance are promising.(Shafagh et al., 2017)

Patching — Blockchain ledger usage: The authors have researched and presented their view of the benefits of
Blockchain in securing Patching of devices, using Blockchain distributed ledger for security of complex
software processes (Mylrea and Gourisetti, 2018)

IPFS (InterPlanetary File System): This paper discusses the proposed solution of integrating IPFS Technology
and solution with Blockchain to implement a secured platform for data sharing (Jianjun et al., 2020).

3.3 Timeline of papers researched

& Mininet as Software Defined Can Blockchain Strengthen the & Measurement and Analysis of Blockchain-Based Privacy-
4 SDN Based Architecture for IoT DDoS in the IoT: Miral and A Survey on Emerging SDN and
& SDN-based management of & Towards Blockchain-based 4 DistBlockSDN: A Distributed
Blockchains and Smart g The future of data privacy and Node to Node Performance
# Towards an Optimized Demystifying IoT Security: An
& Combining software-defined ] * Considerations for managing
& Cyber-attack Mitigation and Deployment of Blockchain
4 Blockchain for Supply Chain Detection of IoT-botnet attacks
Complementing IoT Services

4 Research and application of

Figure 3: Timeline based report of papers used in this research project.

4 Research Methodology & Design specification

There is a huge potential of combining SDN, Blockchain and IDS solutions to secure 10T devices and
Network. SDN & IDS combined provides flexibility and a secured layer of Protection, one of the other areas
of focus was blockchain, which apart from being a tradable currency or digital asset, actually serves as a
platform or network for the development of decentralised apps.
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In my research, my objective was to utilise SDN & IDS from Network Layer security perspective and utilise
Blockchain technology to secure File transfer, including relevant transactions.

SDN (Software Defined Networking): Based on the research carried out, it is evident that SDN functionality
is a good addition to any loT based Network for introducing flexibility, scalability and security. | have
leveraged several tools to achieve this objective, notable Mininet and RYU Controller to achieve the SDN
functionality simulation, will discuss further on these tools and their functionalities.

Mininet: Mininet can be described as an Emulator which can be used to deploy massive networks including a
basic single computer or virtual machine. Mininet was developed to facilitate research in OpenFlow and
Software Defined Networking (SDN). On a basic PC, the Mininet emulator enables interactive execution of
unmodified code on virtual hardware. Mininet is an open source tool which is freely available and supports in
emulating an SDN prototype Network setup (Kaur et al., 2014). | have used Mininet tool combined with RYU
controller to simulate SDN based setup in my research project.

RYU: The Ryu Controller is an open-source, software-defined networking (SDN) controller created to
improve network agility by simplifying the management and adaptation of traffic management (Islam et al.,
2020). I have combined RYU controller along with Mininet, where, RYU forms the control plane and Mininet
forms the Data plane of the SDN Prototype network layer for our research.

IDS (Intrusion Detection System): IDS plays a critical role in this research project related setup, where IDS
is being deployed to monitor the network events, analyze traffic, detect security incidents and generate relevant
alerts. We have used Snort based IDS. Snort is a powerful open-source IDS which helps in monitoring and
alerting based on potentially malicious activities. Snort employs a rule-based language that integrates protocol,
and signature inspection techniques.

The following Network Architecture Diagram depicts the Integration of SDN and IDS components in forming
a secure layer in Defending 10T based network and devices.

b |

Kali Linux
Attacker Machine

Y

N (/ Im;ernet /
(/ : via NAT

Setup on VM Host

SDN gICCESS Sxfni}‘{h‘ SDN Access Switch1
Data Plane on Mininet Data Plane on Mininet

Host1-1oT on Mininet Host2 - IoT on Mininet Host 3- loT on Mininet Host4 - loT on Mininet

Figure 4: Network architecture diagram — SDN and IDS based setup for loT.
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Blockchain: Blockchain based solution have a huge potential in securing 1oT network and devices, related
transactions and file transfers. This security feature gets enhanced when we combine it with IDS & SDN Layer
as proposed in the Novel approach of my research project. We have used several Blockchain based platforms
and tools to perform relevant actions and tests in order to try and achieve the objectives. The Following
Network Diagram depicts the Blockchain based solution wherein several Blockchain platforms and tools are
integrated to try and achieve the objectives of securing Patch updates and file transfers in an 0T environment.

' SFTP Server
\ OEM Patches
" y

£ INFURA @REMD(

i Internet

lE :
L S’
BE METAMASK
Blockchain Supporting Tools

e,
Host Laptop

Visual Studio Code j
Node.js scripts i loT - Laptop
G i
Smart Contracts i
Blockchain : ——
Smart Contract setup i
i loT - SmartTV
Blockchain i loT Devices &
LQQ@LDQQQ& Network

Figure 5: Architecture diagram — Blockchain solution for secured file transfer and patch download in 1oT.

5 Implementation

I have created a setup of SDN, IDS and Blockchain to achieve the objectives of my research project. Below
are few samf)Ies of implementation steps carried out to configure the Network setup and installation of
relevant tools to carry out the objectives of this research project. Detailed implementation steps and
screenshots are captured in configuration manual being submitted separately.

System Specifications Table:

Hardware - Specifications

RAM — Host Machine 16 GB
Processor AMD RYZEN 9 5900HX
Graphics card - GPU Nvidia GeForce RTX 3050 - 4GB
Storage 1TB SSD

Software - Specifications

Windows 11, Kali Linux, Virtual Box &
Ubuntu LTS 22.04

OS & Critical Software’s
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SDN: I have utilised Mininet and RYU Controller for configuration for simulation of SDN Prototype network.

e RYU Installation and activation.

:-S pip install ryu
Defaulting to user installation because normal site-packages is not writeable
Requirement already satisfied: ryu in ./.local/lib/python3.10/site-packages (4.
34)
Requirement already satisfied: eventlet!=0.18.3,!=0.20.1,!=0.21.0,!=0.23.0,>=0.
18.2 in ./.local/lib/python3.16/site-packages (from ryu) (0.33.1)
Requirement already satisfied: oslo.config==2.5.8 in ./.local/lib/python3.10/si
te-packages (from ryu) (9.0.0)
Requirement already satisfied: routes in ./.local/lib/python3.168/site-packages
(from ryu) (2.5.1)
Requirement already satisfied: six>=1.4.8 in fusr/lib/python3/dist-packages (fr
om ryu) (1.16.0)

B S PYTHONPATH=. ./bin/ryu-manager ryuj/app/simple_switch_13.py
loading app ryu/app/simple_switch_13.py
loading app ryu.controller.ofp_handler
instantiating app ryu/app/simple_switch_13.py of SimpleSwitchi13
instantiating app ryu.controller.ofp_handler of OFPHandler

e Mininet Installation and activation:

:-$ sudo mn --topo single,3 --mac --switch ovsk --controller remot

e
[sudo] password for Nagraj:
*%* Creating network
#** Adding controller
Connecting to remote centroller at 127.0.0.1:6653
##*# Adding hosts:
h1 h2 h3
*** pAdding switches:
s1
*** adding links:
(h1, s1) (h2, s1) (h3, s1)
*** configuring hosts

X . . h1 h2 h3

:-$ sudo apt-get install mininet #*% Starting controller

[sudo] password for Nagraj: & N
. . *%* Starting 1 switches

Reading package lists... Done ..

Building dependency tre Done [ oaren
N . . mininet> net

Reading state information... Done 1 hi-ethe:si-ethi

mininet is already the newest version (2.3.0-1ubuntul) p2-etho:s1-etha

® upgraded, @ newly installed, @ to remove and 3 not ug lo: si-ethi:hi-ethe si-eth2:hz-ethe si-eth3:h3-ethe

mininet> |

IDS: Snort has been used to configure IDS functionality for relevant testing.
Snort IDS Installation and sample rule creation:

:-$ sudo wget https://www.snort.org/downloads/snort/snort-2.9.20.t
ar.gz
--2022-08-14 20:15:48-- https://www.snort.org/downloads/snort/snort-2.9.20.tar
.9z
Resolving www.snort.org (www.snort.org)... 2606:4700::6812:8b89, 2606:4700::681
2:8a09, 104.18.139.9, ...
Connecting to www.snort.org (www.snort.org)|2606:4700::6812:8b09|:443... connec
ted.
HTTP request sent, awaiting response... 382 Found
Location: https://snort-org-site.s3.amazonaws.com/production/release_files/file
5/0006/025/687/original/snort-2.9.20.tar.qgz?X-Anz-Algorithm. HMAC 2568X-A
mz -Credential=AKIAU7AKSITMIQBIP.
-Amz-Date=20220814T191549Z&X-Amz-Expires=360 Amz-SignedHeader &X-Amz-Si etc/snort/rules/local.rules
gnature=8e01a2c076cdbadd57f623a1faab9233437f4e62f0f53982b93e7ed6cede50ef [follo

wing]
--2022-08-14 20:15:49-- https://snort-org-site.s3.amazonaws.com/production/rel
les/files/000/025/687 /original/snort-2.9.20. tar.gz?X-Amz-Algorithm=AWS4-

IA256&X - Amz -Credential=AKIAU7AKSITMIQBIPARI%2F20220814%2Fus-east- 1%2Fs.
Faws4_request: mz-Date=20220814T191549Z8&X-Amz-Expires=3600 mz-SignedHeader
s=host&X-Amz-Signature=8e01a2c076cdbadd57f623a1faab9233437f4e62f0f53982b93e7ed6
ceBe50ef
Resolving snort-org-site.s3.amazonaws.com (snort-org-site.s3.amazonaws.com)...
54.231.171.165
Connecting to snort-org-site.s3.amazonaws.com (snort-org-site.s3.amazonaws.com) icmp any any -> 192.168.0.221 any (msg:"NMAP ping swe
|54.231.171.105] :443... connected. tcp any any -> SHOME_NET 22 (msg:"NMAP TCP Scan"; sid
HTTP request sent, awailting response... 200 OK tcp any any -> 192.168.8.221 22 (msg:"NMAP XMAS Tree Scan";flags:FP!

Length: 7089894 (6.7M) [binary/octet-strean] e Py : S . eid e
Saving to: ‘snort-2.9.20.tar.gz.1’ tcp any any -> 192.168.0.221 22 (msg MAP FIN Scan";flags:F; sid:100000|
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Blockchain: We will be carrying out various steps to achieve successful implementation of a Smart Contract
from the Host or 10T node, we are using Blockchain network and utilising test Tokens form Ropsten Test
network via Metamask, below are the details of the steps being carried out:

Smart Contract Deployment related steps:

Step 1: Creation of Metamask account and selecting Ropsten Test network for simulation

L d
% METAMASK @ Ropsten TestNetwork v @ B * 2
= - My Accounts (= E @ Ropsten Test Network ~
ettings ) Searchin set| - -
v @ Accountl
& General General 999218641 RopstenETH © Hotconnecied Account1
OX90F..054F 01
= Advanced <+ Create Account
Currency Conversion
B Contocts No Currency Conversion Dote Available

& Import Account

@ secry&Piocy | eum-ewo 3 9.9922 RopstenETH

§ Connect Hardware Wallet

A Aerts
i Primary Currency 9 e o
¥ Networks <
Select native to prioritize volues in the : yq @ Support -
n - displaying values in your selected fiot currency. Buy Send Swap
- . >
Settings
o ® RopstentTH O Fiot # setting
Assets Activity
Current Language
English
@ Contract Deployment -0 RopstenE...
English v Aug § - remix.ethereum.org -0 RopstenETH

Step 2 & 3: Adding Free Faucet Tokens — required to execute smart contracts and simulate tests, and Receipt
of Ropsten Tokens on our Metamask account.

=
METAMASK L —_—
Ropsten testnet faucet Faucet stats = ®
Account! :
93,633,589.3986 rETH available 4“0
Your:Bopsten addresy 10.0000 rETH daily limit per address
S recipients queued
Give me Ropsten ETH! Faucet 07917 _ D368 9.9922 RopstenETH
Sucessfully queued 10,0000 to .
° Ox90€5676487A0371e030d33F 3484681 1E4FBOSAL.
Please expect 1ETH to your address within half an hour.
) Contract Deployment 0 RopstenETH
. - ) Controct Deployment 0 RopstenETH
Need more rETH? Did not receive your rf ot st ocuneri

Step 4 & 5: Etherscan for validation — Validated the Token transaction on Etherscan tool, and Creation of
INFURA account - required for automation

@Et,hepsca_n AllFilters ~  Search by Addrl E

INFURA

Transaction Details

Ovarview

[ This is a Ropsten Testnet fransaction only |

Log In to Your Account

(@ Transaction Hash: 0x5233066549(781719311613848a6b 1cc7 288508451 7dfa173937(7765588f30
_ EMAIL*
(2 Status: © Pending

> nagrajmerala2@gmail.com
@ Block: (Penaing) graj @
(@ Time Last Seen: {7+ 00 days 00 hr 0D min 02 secs ago (Aug-08-2022 06:52:23 PM)

PASSWORD*

@ From: 0x90e5676487a0371e030d331348d68fc1e4b054! | ........... | ‘
@ To: [Contract Creation] [

SUBMIT
@ Value: 0 Ether ($0.00)
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Step 6: Creating and testing Smart Contract in Remix, confirming the transaction through Metamask
extension on browser (Das, 2022).

DEPLOY & RUN
TRANSACTIONS

Rapsten (3) netwoek

0x90E...BOSA( (0 ether)

S 3000000

0

ERC20 - contractshest.sol Estimated gas
o

fe e

0.003082 RopstenETH
Deploy

Max

Step 7: Using Node.js & Visual studio code for automated script on Smart Contract creation

TERMINAL

powershell
bash

" In1.ColB4 Spacesi2 UTFB LF  Markdown f7

lag-10T-SmartContracts-Patches1

~/Nag-TO0T-SmartContracts-Patches1
$ npm run deploy

> simple-smart-contracts@l.e.e deploy
> node deploy.js

Using account @x90E5676487A0371e030d33F348d68fc1EAFBOSAT for deployment....
Contract Inbox deployed to address : @x362c872D71129BEEE74D125073fc9a2D@@a37Aas
Contract Lottery deployed to address : @x88828h724455A0aRE8eT04A341dF8528288d069
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Step 9: Verifying transaction on Etherscan for the deployed Smart contract

@Ethersca.n AllFillers v | Search by Address / Txn Hash / Block / Token / Ens n

Ropsien Testnet Network Home  Blockchain -  Tokens -  Misc « Rapston
@ Address 0x90E5676487A0371e030d33F348d68/c1EAFBO54f © 2

Overview More Info More v

Balance: 9,988589952468051867 Ether My Name Tag: Not Avallable

Token: $0.00 @ v
Transactions Internal Txns Erc20 Token Txns
IF Latest 6 from a total of 6 transactions 1
Txn Hash Method D Block Age From T To T Value Txn Fee
@  0x28b48b7351126814139 0x60806040 12790876 22 mins ago 0x90e5676487a0371e03. our B Contract Creation 0 Ether 0.00273368 ¥
@  0x98131656/e5c5tde1101... 0x60B0G040 12790874 22 mins ago 0x90e5676487a0371e03... our (@ Contract Creation 0 Ether 0.00086277 ®
@  0x45a03d5(1848027f6ce 0x6DBOG0A0 12754153 5 days 7 hrs ago 0x80e5676487a0371e03. our [ED Contract Creation 0 Ether 0.0011355 @
@  Ox4ababebeSl9b300812, 0x60806040 127538561 5 days 8 hrs ago 0x80e5676487a0371e03. our (@ Contract Creation 0 Ether 0.00273368 ¥

Smart Contracts: We were able to successfully demonstrate the deployment of Smart contracts using
Blockchain platforms and solutions, this was the major part of the Blockchain solution planned to be deployed
to achieve the objective of this research to involve Blockchain solution with the aim of addressing improper
patch management capabilities. We are utilising Blockchain for two aspects, first is to utilise the ledger feature
where the transactions are recorded and will help in root cause analysis or pure tracking purpose, this objective
has been achieve with the above listed steps of deploying smart contracts. Second aspect was to trigger Patch
download or file download post the smart contract deployment, but there is a limitation in Blockchain to
handle large files or pay load transfers on blockchain networks and this requires another solution to be
deployed, one of the possible solutions is using IPFS which will be discussed further.

IPFS (InterPlanetary File System): Integrating IPFS with Blockchain would have been the ideal next step to
achieve an end-to-end secured File Transfer platform which can help achieve the objective and hypothesis of
using Blockchain for secured Patch updates. We have been able to complete the first objective of deploying
smart contract and maintaining a ledger of transaction for tracking and future root cause analysis purpose, we
attempted at deploying an IPFS solution but needs more work in future to achieve this in a real-world scenario.
We have looked at few research papers and found it to be a feasible option to deploy IPFS for achieving Patch
downloads post Smart contract step.

6 Evaluation

6.1 Simulate attacks and validation of alerts
e Kali Linux virtual machine is being used as an external attacker to simulate penetration testing and for
evaluation of security testing on configured network.

ing Nmap ( http
scan report for 19

Host is up (0. ncy
Nmap done: 1 IP ss (1 host up) scanned in ©.83 seconds

e Using mininet SDN on Ubuntu machine we have set up two host h1 and h2. To know the ip address of the
node h1l first use following command which will open terminal of host 1.
xterm hl
e Once the terminal is up use command ifconfig to know the ip address of it

14



"Node: s1" (root) _ o %

We have set rules on Snort-IDS to alert the administrator, we will test the rules using nmap on kali linux.
We will use below command to send icmp packages to host machine to know whether the host is up or
not: nmap -sP 192.168.0.221 —disable -arp-ping

-14 19:38 EDT

Host 1s up
Nmap done:

We have set the rule for icmp packet to alert the administrator when coming from any external network

to our home network. Following is the rule for icmp alert.
GNU nano 6.2 etc/snort/rules/local.rules

alert icmp any any -> 192.168.0.221 any (msg:"NMAP ping sweep Scan";dsize:@:si!
alert tcp any any -= SHOME_NET 22 (msg:"NMAP TCP Scan"; sid:10000005; rev:2;)

alert tcp any any -=> 192.168.0.221 22 (msg:"NMAP XMAS Tree Scan";flags:FPU; sii
alert tcp any any -> 192.168.0.221 22 (msg:"NMAP FIN Scan";flags:F; sid:100000g

Alert captured on Snort-IDS terminal

;% sudo snort -A console -q -u snort -g snort -c Jfetc/snortfsnort
.conf -1 enpBs3
[sudo] password for Nagraj:
08/15-01:00:34.644089 [**] [1:10000004:1] NMAP ping sweep Scan [**] [Priority:
0] {ICMP} 192.168.0.130 -> 192.168.0.221

Refer to below screenshot for wireshark logs related to snort, capturing the icmp packets

*ethl

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

N e NG QewEFICEaaal
[Wip.addr==192.168.0.221 [X] -]+
No. Time Source Destination Protocol Lengtt Info -

8747 3260.0881811.. 192.168.8.138 221 TCcP 58 33847 -~ 443 [SYN] Seq=€

8748 3260.0882109.. 192.168.0.130 TCP 54 33847 - B@ [ACK] Seq=1

8749 3260.0882500.. 192.168.0.130 ICMP 54 Timestamp request ic
1

ICHP 60 Echo (ping) reply  ic
8753

Frame 10: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ethi, id @
Ethernet II, Src: PcsCompu 6c:ee:Of (08:00:27:6c:ee:@f), Dst: PcsCompu_48:05:76 (08:00:27:48:05:16)
Internet Protocol Version 4, Src: 192.168.0.130, Dst: 192.168.0.221

Internet Control Message Protocol

B8 @@ 27 48 05 6 08 B0 27 6C ee Of B8 8O 45 @O 'H "1 E
0816 00 1c 92 c2 00 00 27 01 7e 6T SENEENEENEH cO a8 ' ~ofEER
00 dd 08 00 Tb 40 fc be 00 09 ]
O 7 wireshark_eth1D61JQ1 pcapng Packets: 9071 - Displayed: 69 (0.8%)  Profile: Default
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e Following screenshots demonstrates the alerts for tcp packets alert coming from any external network
using nmap tcp scan

B-14 21:@02 EDT
Nmap scan
Host is up

ORT STATE SERVICE
'tcp closed ssh
MAC Address: 7 E 3:F6 (Oracle VirtualBox wvirtual NIC)

Nmap done: 1 IP address (1 host up) scanned in ©.11 seconds

e We were able capture the TCP packet related Nmap scan alert on Snort-1DS terminal
:-% sudo snort -A console -q -u snort -g snort -c Jetc/snort/snort
.conf -1 enpBs3
©8/15-01:13:00.675804 [**] [1:10000005:2] NMAP TCP Scan [**] [Prierity: 8] {TcC
P} 192.168.0.130:60810 -> 192.168.0.221:22

e Using Wireshark for validating the TCP packets.

File Edit View Go Capture Analyze Statistics Telephony

TeE=aaaF

mae RO R e&=E
[WTip.addr==192.168.0.221 BE -] +

No. Time Source Destination Protocol

< ; 7]
6@
=]
68

60
6@
60 1027 -

Frame 18: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ethl, id @
v Ethernet II, Src: PcsCompu Go:ee:Of (€8:00:27:6c:ee:@f), Dst: PcsCompu_48:05:T6 (08:00:27:48:85:T6)

» Internet Protocol Version 4, Src: 192.168.0.130, Dst: 192.168.0.221
» Internet Control Message Protocol

08 0B 27 43 @5 T6 @8 00 27 6Cc ee OFf 08 QU 45 Q0 "H "1 E
08 1c 92 c2 @0 B0 27 61 Te 6F cO aB 0O B2 cd aB ' ~0
0020 080 dd 68 B8 b 40 fc be [JONEL R - |
O 7 Frame (frame), 42 bytes Packets: 15987 - Displayed: 4069 (25.5%)  Profile: Default

e Below screenshot captures alert for XMAS Scan in which the attacker manipulates the TCP header

S — [ -

[sudo] password for
Starting Nmap 7
Nmap scan

Host is up (

85:F6 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in @.16 seconds

e Refer below screenshot for Snort-IDS terminal capturing the XMAS Scan:
:-$ sudo snort -A console -gq -u snort -g snort -c fetc/snort/snort
.conf -i enpBs3
©8/15-01:37:29.632256 [**] [1:10000005:2] NMAP TCP Scan [**] [Priority: @] {TC
P} 192.168.08.130:39865 -> 192.168.0.221:22

©8/15-01:37:29.632256 [**] [1:1000006:1] NMAP XMAS Tree Scan [**] [Priority: ©
{TCP} 192.168.0.130:39865 -> 192.168.0.221:22




e Analyzing the wireshark output:

[W[ip.addr==192.168.0.221 [X] -] +

No. Time Source Dest|nat|on Protocol Length Info =

1> [ gy iy gy g gy gy gy
B 15 RO PO PRI R RS PRI PRI RO R 1A 1D
o g gy gy Y

.0.251 MDNS Standard query Gx@@@@ PTR ipp. tcp.local, "OM“ qui ™
L3

Frame 18: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ethl, id @
» Ethernet II, Src: PcsCompu_6c:ee:0f (08:80:27:6c:ee:@f), Dst: PcsCompu_4B8:85:T6 (08:00:27:48:05:16)
v Internet Protocol Version 4, Src: 192.168.0.130, Dst: 192.168.9.221
» Internet Control Message Protocol

192.168.6.22 224.

e Getting alert for FIN Scan which is used to terminate TCP connection after completion of the data
transfer.

Nmap scan r
Host is up

PORT STATE SERVICE

irtualBec yirtual NIC)

Nmap done: 1 IP address (1 host up) scanned in @ seconds

:§ sudo snort -A console -q -u snort -g snort -c fetc/snort/snort
.conf -1 enpBs3
08/15-01:46:35.425250 [**] [1:10000005:2] NMAP TCP Scan [**] [Priority: 0]
P} 192.168.0.130:56883 -> 192.168.0.221:22
08/15-01:46:35.425250 [**] [1:1000008:1] NMAP FIN Scan [**] [Priority: 0] {TcP
192.168.0.130:56883 -> 192.168.0.221:22

e Validating using Wireshark

(W [ip.addr==192.168.0.221 BED -]+

Time Source Destlnat|on Protocol Lengtt Info =

Standard quer).r Gx@@@@ PTR :Lpp tcp.local, "QM" gus
54 398656 —~ 22 [FIN, ] & Win=1024 Urg =8 Le
- 398 ]

Frame 15668: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ethl, id @
v Ethernet II, Src: PcsCompu_48:85:76 (08:00:27:48:05:T6), Dst: PcsCompu_6c:ee:@T (08:00:27:6c:ee:lf)
v Internet Protocol Versionm 4, Src: 192.168.0.221, Dst: 192.168.8.130
» Transmission Control Protocol, Src Port: 6112, Dst Port: 60818, Seq: 1, Ack: 1, Len: @
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Capturing packets forwarded by the attacker are without flags

NULL Scan where the

-14 20:56 EDT
Nm a
Host is up (

PORT STATE
F6 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in @.18 seconds

e Getting the alert message on Snort-1DS terminal

:- 5 sudo snort -A console -q -u snort -g snort -c fetc/snort/snort
.conf -1 enp@s3
08/15-01:56:17.663552 [**] [1:10000005:2] NMAP TCP Scan [**] [Prierity: @] {TC
P} 192.168.0.130:35854 -> 192.168.0.221:22
08/15-01:56:17.663552 [**] [1:1000009:1] NMAP NULL Scan [**] [Priority: @] {TC
P} 192.168.0.130:35854 -> 192.168.0.221:22

e Simulating DoS attack and replication a simple botnet attack: Getting alert for DOS Ping-Flood attack.
For this, first using following command on attacker machine to send packets to victim machine : sudo
hping3 -1 —fast 192.168.0,221

icmp_seq
icmp_seq=1

icmp_seq
icmp_seqg=

Commencing packet processing (pid=36080)

08/15-02:39:49.098958 [**] [1:10000004:1] NMAP ping sweep Scan [**] [Priority:
0] {ICMP} 192.168.0.130 -> 192.168.0.221

©8/15-02:39:49.098958 [**] [1:469:3] ICMP PING NMAP [**] [Classification: Atte
mpted Information Leak] [Priority: 2] {ICMP} 192.168.0.130 -> 192.168.0.221 I
08/15-02:39:49.098958 [**] [1:384:5] ICMP PING [**] [Classification: Misc acti
vity] [Priority: 3] {ICMP} 192.168.0.130 -> 192.168.0.221

08/15-02:39:50.099722 [**] [1:10000004:1] NMAP ping sweep Scan [**] [Priority:
0] {ICMP} 192.168.0.130 -> 192.168.0.221

08/15-02:39:50.099722 [**] [1:469:3] ICMP PING NMAP [**] [Classification: Atte

mpted Information Leak] [Priority: 2] {ICMP} 192.168.0.130 -> 192.168.08.221

08/15-02:39:50.099722 [**] [1:384:5] ICMP PING [**] [Classification: Misc acti

vity] [Priority: 3] {ICMP} 192.168.0.130 -> 192.168.0.221

®8/15-02:39:51.100530 [**] [1:10000004:1] NMAP ping sweep Scan [**] [Priority:
®] {ICMP} 192.168.0.130 -> 192.168.0.221

Using Wireshark showing packet transfer

[F[ip.addr==192.168.0.221

No. Time Source Destination Protocol Length Info
34097 9516.0655328.. 192.168.8.221 132.168.8.138 ICHMP 60 Echo (ping) reply id
34098 9516.1655202.. 192.168.0.130 192.168.0.221 ICHMP 42 Echo (ping) request id
34099 9516.1658601.. 192.168.0.221 192.168.0.1308 ICMP 6@ Echo (ping) reply id
34100 9516.2662249.. 192.168.0.130 192.168.0.221 ICMP 42 Echo (ping) request id
34191 9516.2666090.. 192.168.0.221 192.168.8.138 ICMP 6@ Echo (ping) reply id
34182 9516.3671508.. 192.168.08.138 192.168.8.221 ICMP 42 Echo (ping) request id
34103 9516.3674554.. 192.168.0.221 192.168.0.1308 ICHMP 60 Echo (ping) reply id
34104 9516.4675007.. 192.168.0.130 192.168.0.221 ICMP 42 Echo (ping) request id
34105 9516.4679374.. 192.168.0.221 192.168.0.130 ICMP 66 Echo (ping) reply id
34106 9516.5711100.. 192.168.0.138 192.168.8.221 ICMP 42 Echo (ping) request id
34187 9516.5715135.. 192.168.8.221 192.168.8.138 ICMP 6@ Echo (ping) reply id
34108 9516.6714561.. 192.168.0.130 192.168.0.221 ICHMP 42 Echo (ping) request id
34109 9516.6717904.. 192.168.0.221 192.168.0.1308 ICMP 6@ Echo (ping) reply id
34110 9516.7951995.. 192.168.0.130 192.168.0.221 ICMP 42 Echo (ping) request id
34111 9516.7955832.. 192.168.08.221 192.168.09.130 ICHMP 6@ Echo (ping) reply id

1

0B Frame 25192: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface ethl, id @

v Ethernet II, Src: PcsCompu_6c:ee:0f (B8:00:27:6c:ee:8f), Dst: PcsCompu_48:05:T6 (08:00:27:48:05:76)

» Internet Protocol Version 4. Src: 192.168.0.130. Dst: 192.168.0.221
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6.3 Discussion: | have conducted several tests during the course of these implementations and evaluations
to review the functionality of the deployed tools and services, same time have conducted Penetration testing
to evaluate the security capability and alert mechanisms, based on the observations I can state that the proposed
solutions have tremendous potential to secure 10T in a Novel way and these solutions are scalable in nature as
well hence applicable to wide variety of use cases starting from Home based 10T Network to Industrial,
Healthcare and other similar setups.

7 Conclusion and Future Work

Conclusion: This work was aimed at securing and defending IoT using SDN, IDS and Blockchain capabilities
and solutions. | have explored several possible solutions using these technologies and researched extensively,
based on my research | have been able to establish that it is possible to achieve the objectives outlined in this
research paper and research question.

I have used Mininet Tool to demonstrate an SDN based connectivity and combined it with Snort based IDS
tool to provide a layer of security where Cyberthreats like Botnet attacks and Data privacy issues can be
mitigated. This setup was tested using Penetration testing methodologies and we could observe the results
where there is an enhanced level of protection provided by this setup compared to the standard home based
I0T connectivity without any such security layer. Snort based IDS played a critical role in monitoring,
analysing and detecting the potential security incidents.

I have used Blockchain based Smart contract solution and relevant tools to address the improper patch
management capability and file download or transactions related security concerns. This particular objective
has been achieved partially where we were able to demonstrate the deployment of Smart contract but could
not utilise Blockchain as a standalone solution to transfer files, instead as per research we could observe other
solutions or DAPP for achieving the final part of File transfer trigger.

These demonstrations were able to answer the maximum percentage of the Research question of security
issues in 10T by using Blockchain, IDS and SDN solutions. The only pending part of transferring the Files
using blockchain solution can be addressed using integration of Tools like IPFS as observed in some of the
research papers and needs to be conducted as a future scope of work.

Future work: There is a scope to package all these components in a single VM or a lightweight tool etc. with
an SOP which will make it easier for a layman or non-tech savvy people as well to utilise the security benefits
of SDN, IDS and Blockchain in securing 10T Networks which includes Home IoT, Industrial 1oT and
Healthcare among others. Another future scope of work is to deploy a suitable IPFS (InterPlanetary File
System) solution integrated with Blockchain to trigger a successful Patch download and File transfer
mechanism for 10T.
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