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Abstract 
Internet of Things (IoT) usage is rising along with wireless technology advancements and 

causing a swift growth in adaptation of IoT. IoT is a rapidly growing field with many positive 

innovations that are being adopted by a variety of industries. However, because of the nature of 

the devices, and in some cases vendor security negligence result in lack of timely updates along 

with exposure to Cyberthreats due to the mode of connectivity using traditional networks which 

are usually not secure, adequate or scalable. IoT devices and networks are at an increased risk of 

Cyberattacks like Botnets, data privacy concerns, and exploitation of lack of updates, always 

carrying security risks. Unpatched devices in an unsecure environment are an easy target for these 

hostile actors, who are always searching for vulnerabilities. The research that follows has been 

developed using Software Defined Networking (SDN), Blockchain (BC) technologies and 

Intrusion Detection Systems (IDS) based solutions to address these issues. Throughout the course 

of this research, each of these solutions will be thoroughly studied and examined. Each of these 

solutions has a distinct feature set that has the potential to improve IoT security. 

 

Keywords: IoT (Internet of Things), patch management, Cyber-attacks, Botnet, DoS, DDoS, 

SDN (Software Defined Networking), Blockchain (BC), Data privacy, IDS (Intrusion Detection 

System). 
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1 Introduction 
 

Internet of Things (IoT) can be described as anything that is connected to the internet, connects and 

exchanges data. If we look around, we can probably find a device that can connect to the internet, it might be 

our phone, a laptop or a TV. IoT is the general term used to describe the collection of all those gadgets, which 

can include laptops, smart TVs, and even refrigerators. This has reached millions of users worldwide and 

growing further making life amazing with its utility and benefits. The application of IoT is far greater today, 

it has reached beyond the smart devices used at homes, IoT is being adapted and used extensively in many 

sectors including Healthcare and Industries as well. In the industrial sectors, IoT has gained a lot of traction 

and is now widely used to increase productivity, dependability, and monitoring, where it is becoming a driving 

force in the industry 4.0 (Boyes et al., 2018) which is an industrial revolution. In Healthcare particularly 

(Farahani et al., 2020), IoT has been incorporated in several medical devices and is being used to monitor 

critical healthcare and life saving equipment’s and proving quite useful.  IoT is being used for development 

of autonomous cars (Baliyan et al., 2022) and are projected to be in a widescale operations soon, because of 

all this, we could say that we are now living in a future that was thought to be decades away just a few decades 

ago. IoT could be thought of as a fresh revolution, it is the convergence of physical and informational systems. 

The IoT's potential appears to be limitless, for example, our refrigerators might remind us of the groceries we 

still need to buy (Rajeswari et al., 2022), doctors will be able to check on patients from anywhere in the globe 

(Farahani et al., 2020), and cities are expected to have the ability to monitor anything from buses to garbage 

cans. 
 

 Given the exponential expansion in IoT devices as a result of the swift development of internet and 

wireless technologies, there are concerns about the potential of the IoT as well as the security implications for 

society, as there are with any technology. According to a recent prediction by Ericsson (Collela, n.d.), there 

will be 18 billion IoT devices estimated to be online by the end of 2022, an increase of over 100% from 2020, 

and this number will keep growing everyday due to the several advantages of IoT. 

 
Figure 1: Examples of applications of IoT (Internet of Things). 

 

IoT has a variety of applications, as shown in Fig. 1, and is swiftly gaining popularity in other industries due 

to its advantages, simplicity, and usability. The healthcare sector (Farahani et al., 2020) is one of the areas that 

is benefiting from the Internet of Things (IoT). IoT is cutting expenses and removing geographical boundaries 

by enabling video doctor consultations, reducing paperwork, and assisting in the early diagnosis of chronic 

diseases through the use of big data analytics created by medical sensors and alarm-based medical IoT devices. 

IoT 
(Internet 
of Things)

Smart 
Home

IIoT 
(Industrial 

IoT)

Smart 
Cities

Agriculture

Supply 
Chain

Medical / 
Healthcare



3 
 

The industrial sector, which is projected to be essential to Industry 4.0 (Boyes et al., 2018), is already 

experiencing similar benefits. 

 

IoT security concerns: The increase of botnet attacks, data privacy concerns, use of weak passwords, a lack 

of secure update mechanisms, a lack of secure storage, and inadequate testing are just a few of the security 

challenges brought on by IoT. Although the Internet of Things offers the medical sector numerous benefits, 

we must exercise caution because these incredible new biological discoveries may also pose problems. We 

also need to consider the fact that computing devices have the ability to run code, which can then be misused 

to run harmful programmes. Because they are regularly networked, modern medical devices are vulnerable to 

hacking. Owing to the speed at which IOT is expanding and how quickly they are coming up with new ideas, 

Businesses typically can forget or ignore to incorporate data security and privacy into new products, cost is a 

big factor as well. Release of a technology into the world that you are unable to fully safeguard and that has a 

long shelf life is exceedingly dangerous. Our digital selves have evolved into extensions of our real-life selves. 

We communicate with our friends on social media. These days, we can use our phones to control our homes. 

If you keep your front door unlocked at home, it's unlikely that someone will come to check on you, but in the 

online world, many people are constantly checking every door and opportunity. Using a botnet, an attacker 

could look for vulnerabilities in them, then infect cameras and DVRs if they were discovered to be freely 

accessible. Since end users frequently lack the necessary skills, many devices come pre-configured with 

default usernames and passwords, which can lead to hundreds of thousands or even millions of people having 

their accounts hijacked. We haven't even touched on weak passwords yet. This leads to other flaws that 

attackers may exploit, such as a lack of secure update procedures and device management. One instance of 

how botnets can wreak havoc by utilising vulnerable IoT devices is the Mirai botnet attack, where hackers 

used a malware to target IoT devices and smart home devices to create a zombie network managed by them 

to target attacks towards other organisations and networks by creating a massive DDoS kind of attacks (Borys 

et al., 2022). 

 

IoT is crucial for many businesses today and has huge potential to help people live and work more intelligently. 

IoT can flourish more and realise its full potential sooner than anticipated if security is improved. To prevent 

end users from being harmed and to protect security of their data, threats concerning IoT must be addressed. 

 

The following Thesis report includes sections like Research Question, Literature review, Research 

methodology, Design specification, Implementation, Evaluation and Conclusion. I will articulate the detailed 

study and analysis conducted throughout this academic research report. 

 

 

2 Research Question, Motivation and Objectives 
 

Research Question:  

What are the possibilities of reducing the risk of improper patch management, botnet attacks and data privacy 

issues in IoT by using Blockchain solutions, IDS (Intrusion Detection System), SDN (Software Defined 

Networking) solutions and how much risk can be reduced by these solutions? Is it possible to patch IoT devices 

in a timely, proactive and secure manner using Blockchain solutions, IDS and SDN solutions? 

 

2.1 Motivation and justification:  

The enormous growth of IoT devices and their positive effects on daily life served as the motivation and 

driving force behind this research project. Our reliance on IoT will only grow as more devices connect to the 

Internet. A lot of useful benefits are provided by utilising IoT across a variety of industries, including 
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production, dependability, and monitoring. However, it also poses security risks. The fact that many IoT 

devices are used by non-IT (information technology) users who are not familiar with IT security threats and 

cyber security best practises is one of the disadvantages of the IoT. This could be as simple as adjusting the 

IoT device's default settings or more complicated privacy and security settings. Regular software patches and 

firmware updates are crucial for IoT devices to stay current. Unpatched devices in an environment devoid of 

security are easy targets for attackers, who are continuously looking for weak areas. The possibility of Zero 

Day vulnerabilities is the next risk, which necessitates quick manufacturer action but is found to be lacking in 

a range of IoT devices for a variety of reasons. Given the IoT's rise and its future importance, notably in 

Industry 4.0 (Boyes et al., 2018), Regular danger assessments and staying on top of emerging detection and 

prevention techniques are essential. IOT devices are fast expanding and evolving in a variety of societal areas, 

including the healthcare industry, aside from home appliances (Djenna and Eddine Saidouni, 2018) and the 

industrial sector (IIoT) (Boyes et al., 2018). The security concerns related to IoT must be solved in order to 

make sure that the progress of IoT technologies and their use is not hampered. There is a lot of space for 

improvement in this area, according to numerous studies on the subject of patch management on IoT devices. 

The decentralised nature of IoT device connectivity and the customary cheap cost of goods pose some of the 

biggest issues, as they do not encourage manufacturers to prioritise security. 

 

2.2 Research Objectives: 

Objective of this research is to defend and secure IoT devices and networks, I have discovered that the issues 

described in the research question can be innovatively solved using SDN (Software Defined Networking), 

IDS (Intrusion Detection System), and Blockchain-based solutions. It also appears feasible to create a suitable 

solution to reduce the threats and vulnerabilities found.  

 
SDN: The openness and programmability of the network is the primary objective of SDN. An organization 

can create or install an application to accomplish its goals if it needs a specific kind of network activity. To 

better comprehend SDN, it may be helpful to use an already well-known analogy—in this case, the operating 

system of a typical desktop computer. A desktop operating system can be divided into three fundamental 

layers at a high level. First, there is the operating system itself, which serves as a middleman, controlling how 

applications can access the hardware below. The OS also includes basic services to help with this process. 

The operating system is also in charge of system management. The ability to create, add, or move applications 

makes a system flexible, allowing it to be tailored to your unique needs. Hardware on the lower level, such as 

CPUs, storage, memory, and network interfaces, can also be described as being to the south of the OS above 

the operating system or on the north side. Whether it be for engineering or game design. The middle layer for 

SDN is the network operating system, which is also known as an SDN controller. The network operating 

system will typically have core services to help it in its job of interacting with network nodes and for providing 

a programmable interface to the network applications on the south side instead of hardware. The SDN model 

will look quite similar to the operating system model just discussed. Sending packets out of a single port or 

out of numerous ports are examples of actions, as well as merely deleting the packet and changing the packet 

headers. Hardware switches are frequently anticipated to support superior performance, whereas software 

switches like the one used in SDN provide more adaptability for novel behaviors. Instructions for packet 

handling, notifications of packet arrivals on network nodes, alarms of connection status changes, and statistics 

data like flow counters are a few examples of the data that must be sent to network forwarding devices via the 

southbound interface of the SDN controller. Everything happens over the southbound interface. The SDN 

protocol on the southbound interface with the greatest discussion is open flow for packet handling instructions. 

 
IDS – Snort: Snort, a well-known free and open-source IDS (intrusion detection system) / IPS (intrusion 

prevention system) system, can be utilised to do a traffic or protocol analysis, content matching, and to identify 

and prevent various attacks based on specified rules. In order to stay up with the most recent attacks and 

incursions, snort has been actively developed with the help of thousands of users and contributors.  It has the 

capability to log traffic at the most fundamental level, or to alert administrators or security analysts to specific 
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traffic and vulnerability alerts. One of the best features of snort rules is the capability to perform signature 

matching, which enables it to identify a signature from the content of a packet and use that signature to detect 

intrusions or attacks. 

 

Blockchain: Blockchain has been proposed as a solution for some of the security issues observed and provide 

an end-to-end security and accountability for transactions such as Patch downloads and data transfers. We will 

discuss in detail about blockchain, its working methodology and possible solutions applicable. A blockchain 

is, as its name suggests, a chain of information-containing blocks. Each block includes some data as well as 

its own hash and the hash of the block before it. Depending on the type of blockchain, different types of data 

are kept inside blocks. For instance, the sender, receiver, and total quantity of bitcoin for a transaction are all 

stored in the Bitcoin blockchain. A block has a hash as well. A hash is comparable to a fingerprint. Similar to 

a fingerprint, it uniquely identifies a block and all of its contents and is constantly different. A block's hash is 

determined once it is produced. The hash will alter if anything inside the block is modified. Blockchains 

safeguard themselves in another way as well, and that is by being distributed. 

 

Smart contracts: Blockchains are likewise undergoing constant change. The development of smart contracts 

is one of the more recent innovations. These contracts, which are straightforward scripts stored on the 

blockchain, can be used to automatically trade money in accordance with specific criteria. Smart contracts are 

essentially the same as contracts in the real world—you know, the paper agreements where you sign—except 

that they're digital. Being digital means that smart contracts are stored inside a blockchain, giving them all of 

the advantages of the blockchain and making them publicly accessible. Everyone who wants to can view the 

contract, which also implies that everyone may interact with it, run it, and check its terms, and there is 

agreement on how the smart contract will turn out. Therefore, if I build a smart contract that computes one 

plus one, then everyone on the network will concur that one plus one equals two. If someone then says, "Yeah, 

but in my case, my computer said one plus one equals four," then the others will respond, "Yeah, but we 

verified ourselves so one plus one is still two." The smart contract can give and receive currencies and 

communicate with other smart contracts, but what more can it do? They are stored on the blockchain and are 

immutable exactly like a blockchain. In other words, once you've added a smart contract to it, it can't be 

changed any longer. Because it's distributed and there is consensus regarding it, no one can force your contract 

and claim that you agreed to different terms or that the contract's outcome is now different. As a result, no one 

can manipulate the system because everyone knows what the contract is and what the outcome is. 

  
 

3 Related Work 
 

I have researched a lot about the Internet of Things and read about its possible uses, security concerns, 

mitigation options and future applications. I have thought about its benefits and important limitations, as well 

as some potential solutions to some of its security concerns. IoT provides a lot of benefits, but due to its 

extensive connectivity, it is also open to cyberattacks. Some of the most important security concerns with IoT 

are shown in Figure 2 below. 
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Figure 2: Examples of security challenges in IoT (MediaDSCI, n.d.). 

 

 

3.1 Subsection 1 – Challenges in IoT – Related research: 
 

The Internet of Things (IoT) is a system with an ever-growing complexity; it is the next breakthrough that will 

give everything we use a human face, as well as the next stage of automation. IoT is bringing more and more 

objects online on a daily basis, which will probably cause it to become a multi-trillion-dollar industry soon. 

Check the number of recent conferences, papers, and research about the internet of things (IoT) to get a sense 

of how popular it is. However, as the IoT industry is developing further, there will be significant challenges, 

chief among them the urgent need for a secure IoT model to carry out typical tasks like sensing, processing, 

storing, and communicating. This is because the IoT market has grown quickly, leading to an increase in the 

number and wide range of IoT solutions. By no means will it be simple to develop such model; there are 

numerous obstacles and difficulties that must be overcome before a true safe IoT model can be developed. 

One of the security issues with IoT is that because of their current computing limitations, the devices cannot 

use tools like host-based firewalls. Considering that IoT involves many devices that communicate with one 

another, there is a large attack surface, and given that IoT is growing into sectors like healthcare, finance, and 

transportation, security is becoming increasingly crucial. Appropriate standardization has not been developed. 

 

Data Privacy: In this paper the authors have highlighted the challenges and concerns related to privacy in IoT, 

they have proposed a solution accordingly (Solangi et al., 2018). This paper (Boeckl et al., 2019) has been 

published with an aim to help organisations and federal agencies to better understand the cybersecurity threat 

risks and Related to security challenges, considerations for managing risks related to Cybersecurity and 

Privacy in IoT. The authors have observed that the organisations are usually not aware of the scale of IoT 

deployment in their infrastructure and discuss extensively on the related risks and need to address these 

(Boeckl et al., 2019). 

 

Inadequate patch management: The authors have conducted a detailed research and survey on various security 

challenges and aspects covering IoT, including inadequate patching capabilities, IoT vulnerabilities, 

encryption concerns, access control and authentication issues. The authors have stressed on the fact that these 

concerns needs to be addressed appropriately with future work scopes (Neshenko et al., 2019). 
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Botnet: This paper talks about the impacts of Botnet attacks on IoT Network and potential escalation of threat 

emerging from compromise of IoT devices in a large scale. The authors have studied two Botnets (Mirai and 

Hajime Botnets) in particular, the authors have stressed on the need for patching the devices adequately and 

to take necessary actions for security (Herwig et al., 2019). Another paper (Kolias et al., 2017) has conducted 

a detailed study on the impact of Mirai botnet and DDoS attacks which affected IoT and should serve as a 

wakeup call for taking necessary precautions and protecting the IoT assets. 

 

3.2 Subsection 2 – Solutions – related research: 
 

Over the past few months, I have conducted extensive study to determine whether SDN, IDS, and Blockchain 

(BC) technologies combined can secure and defend IoT devices.  
 

SDN solutions related research: I have researched and reviewed several papers related to IoT and SDN, 

several researches have contributed to this area and have provided their observations and sometimes solutions 

on how SDN has been effective at supporting and enhancing IoT Networks, further scope and possibilities 

along with few short comings which can be mitigated in future. Overall SDN seems to be able to provide the 

required flexibility and scalability along with security aspects related to IoT. The summary of few of the 

reviewed papers are as following: 

 

SDN based architecture with Security enhancement for IoT: In this paper the authors have discussed about the 

opportunities being introduced by SDN for IoT along with scalable option and have conducted their research 

to establish a secured architecture for IoT (Flauzac et al., 2015). 

 

SDN-based management of heterogeneous home networks: The authors have demonstrated how the Home 

networks can benefit from the SDN architecture, where differentiating the control plane from the data plane 

is a crucial component of SDN. This allows other network devices to now function only as data forwarders 

and do not require any intelligence thanks to the introduction of an SDN controller administering the control 

plane of the network (Soetens et al., 2015).  

 

Combining Software-Defined Networking with Internet of Things: This paper talks about the traditional 

network connectivity for IoT, its limitations, advantages and disadvantages, have demonstrated and conclude 

how it is difficult to manage IoT using traditional networking. The authors have proposed a SDN based 

solution to make IoT networks flexible and scalable along with enhancing its security with help of enhanced 

monitoring and security analysis possibilities (Yassein et al., 2017) 

 

Benefits of SDN in IoT:  In this paper the authors have conducted a thorough research and presented their 

inputs on the possible benefits of SDN in IoT to overcome some of the security challenges, the paper also 

talks about the limitations of SDN and future scope (Farris et al., 2019). This paper talks about how IoT has 

been evolving rapidly and the compound increase in data traffic related to IoT, the authors have researched 

and discussed how SDN can complement the growing demands of IoT (Rafique et al., 2020) 

 
 

IDS related research: Detection of Botnet attacks using IDS: The authors talks about the research 

conducted on IDS related tools to detect Botnet attacks on IoT, this paper was able to successfully deploy 

IDS rules to detect Botnet attacks with a Novel approach hence proving the utility of IDS to provide a 

security aspect to IoT. (Al-Kasassbeh et al., 2020). 

 

In this paper the authors have discussed about the potential cyberattacks on IoT and have proposed a secured 

and efficient IDS solution to defend IoT, overall IDS seems to be providing an  adequate security benefit in 

detecting alerts of potential vulnerability and attacks in IoT (Javaid and Bandekar, 2017). 
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Blockchain related research: A Distributed Secure Blockchain Based SDN-IoT Architecture: The authors 

have introduced SDN and Blockchain in IoT in a secure manner and argue that SDN setup is reliable overall 

while there could be few concerns which needs to be addressed in future (Rahman et al., 2019) 

 

Benefits of Blockchain in IoT: In this paper the authors have described the benefits of using Blockchain in 

IoT and demonstrated with certain examples by proposing an optimised Blockchain and light weight setup 

excluding mining process to speed up, conducted few tests to demonstrate the robustness of the proposed setup 

and articulated the scope for future work (Dorri et al., 2017) 

 

Blockchains and Smart Contracts in IoT: This paper tries to examine blockchains utility in IoT to see if it can 

be a good choice overall, hypothesis is that this Blockchain and IoT combination can be a good solution for 

several use cases. Authors have seen successful to an extent to demonstrate the power of their proposed 

solution, where Blockchain provides enough resilience to the IoT setup and they encourage its future use 

(Christidis and Devetsikiotis, 2016) 

 

Can Blockchain Strengthen the IoT? – The authors have articulated that IoT security can be improved by 

utilising identity and access management systems built on blockchain technology. They have provided the 

identified challenges and potential solutions along with appropriate solutions (Kshetri, 2017) 

 

File sharing & Data management related: Authors have proposed a blockchain based solution with an aim of 

distributed data management for IoT, this is still work in progress as per authors and have faced few overheads 

while the initial results and performance are promising.(Shafagh et al., 2017) 

 

Patching – Blockchain ledger usage: The authors have researched and presented their view of the benefits of 

Blockchain in securing Patching of devices, using Blockchain distributed ledger for security of complex 

software processes (Mylrea and Gourisetti, 2018) 

 

IPFS (InterPlanetary File System): This paper discusses the proposed solution of integrating IPFS Technology 

and solution with Blockchain to implement a secured platform for data sharing (Jianjun et al., 2020).  

 

3.3 Timeline of papers researched 

 
Figure 3: Timeline based report of papers used in this research project. 

 

4 Research Methodology & Design specification 
 

There is a huge potential of combining SDN, Blockchain and IDS solutions to secure IoT devices and 

Network. SDN & IDS combined provides flexibility and a secured layer of Protection, one of the other areas 

of focus was blockchain, which apart from being a tradable currency or digital asset, actually serves as a 

platform or network for the development of decentralised apps.  
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In my research, my objective was to utilise SDN & IDS from Network Layer security perspective and utilise 

Blockchain technology to secure File transfer, including relevant transactions.  

 

SDN (Software Defined Networking): Based on the research carried out, it is evident that SDN functionality 

is a good addition to any IoT based Network for introducing flexibility, scalability and security. I have 

leveraged several tools to achieve this objective, notable Mininet and RYU Controller to achieve the SDN 

functionality simulation, will discuss further on these tools and their functionalities. 

 

Mininet: Mininet can be described as an Emulator which can be used to deploy massive networks including a 

basic single computer or virtual machine. Mininet was developed to facilitate research in OpenFlow and 

Software Defined Networking (SDN). On a basic PC, the Mininet emulator enables interactive execution of 

unmodified code on virtual hardware. Mininet is an open source tool which is freely available and supports in 

emulating an SDN prototype Network setup (Kaur et al., 2014). I have used Mininet tool combined with RYU 

controller to simulate SDN based setup in my research project. 

 

RYU: The Ryu Controller is an open-source, software-defined networking (SDN) controller created to 

improve network agility by simplifying the management and adaptation of traffic management (Islam et al., 

2020). I have combined RYU controller along with Mininet, where, RYU forms the control plane and Mininet 

forms the Data plane of the SDN Prototype network layer for our research.  

 

IDS (Intrusion Detection System): IDS plays a critical role in this research project related setup, where IDS 

is being deployed to monitor the network events, analyze traffic, detect security incidents and generate relevant 

alerts. We have used Snort based IDS. Snort is a powerful open-source IDS which helps in monitoring and 

alerting based on potentially malicious activities. Snort employs a rule-based language that integrates protocol, 

and signature inspection techniques.  

 

The following Network Architecture Diagram depicts the Integration of SDN and IDS components in forming 

a secure layer in Defending IoT based network and devices. 

 
Figure 4: Network architecture diagram – SDN and IDS based setup for IoT. 
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Blockchain: Blockchain based solution have a huge potential in securing IoT network and devices, related 

transactions and file transfers. This security feature gets enhanced when we combine it with IDS & SDN Layer 

as proposed in the Novel approach of my research project. We have used several Blockchain based platforms 

and tools to perform relevant actions and tests in order to try and achieve the objectives. The Following 

Network Diagram depicts the Blockchain based solution wherein several Blockchain platforms and tools are 

integrated to try and achieve the objectives of securing Patch updates and file transfers in an IoT environment. 

 
Figure 5: Architecture diagram – Blockchain solution for secured file transfer and patch download in IoT. 

 

5 Implementation 
 
I have created a setup of SDN, IDS and Blockchain to achieve the objectives of my research project. Below 
are few samples of implementation steps carried out to configure the Network setup and installation of 
relevant tools to carry out the objectives of this research project. Detailed implementation steps and 
screenshots are captured in configuration manual being submitted separately.  
 
System Specifications Table: 
 

Hardware - Specifications 

RAM – Host Machine 16 GB 

Processor AMD RYZEN 9 5900HX 

Graphics card - GPU Nvidia GeForce RTX 3050 – 4GB 

Storage 1 TB SSD 

Software - Specifications 

OS & Critical Software’s 
Windows 11, Kali Linux, Virtual Box & 

Ubuntu LTS 22.04 
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SDN: I have utilised Mininet and RYU Controller for configuration for simulation of SDN Prototype network. 

 

• RYU Installation and activation. 

 

 

 
 

 

• Mininet Installation and activation: 

  
 

 

IDS: Snort has been used to configure IDS functionality for relevant testing. 

Snort IDS Installation and sample rule creation: 
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Blockchain: We will be carrying out various steps to achieve successful implementation of a Smart Contract 

from the Host or IoT node, we are using Blockchain network and utilising test Tokens form Ropsten Test 

network via Metamask, below are the details of the steps being carried out: 

Smart Contract Deployment related steps: 

 

Step 1: Creation of Metamask account and selecting Ropsten Test network for simulation  

 

  
 

Step 2 & 3: Adding Free Faucet Tokens – required to execute smart contracts and simulate tests, and Receipt 
of Ropsten Tokens on our Metamask account. 

 

 
 

Step 4 & 5: Etherscan for validation – Validated the Token transaction on Etherscan tool, and Creation of 

INFURA account - required for automation 
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Step 6: Creating and testing Smart Contract in Remix, confirming the transaction through Metamask 
extension on browser (Das, 2022). 

 

 
 

Step 7: Using Node.js & Visual studio code for automated script on Smart Contract creation 

 

 
 

 

Step 8: Deploying Smart Contract – Base code has been sourced from Github repository (Das, 2022) 
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Step 9: Verifying transaction on Etherscan for the deployed Smart contract 

 
 

Smart Contracts: We were able to successfully demonstrate the deployment of Smart contracts using 

Blockchain platforms and solutions, this was the major part of the Blockchain solution planned to be deployed 

to achieve the objective of this research to involve Blockchain solution with the aim of addressing improper 

patch management capabilities. We are utilising Blockchain for two aspects, first is to utilise the ledger feature 

where the transactions are recorded and will help in root cause analysis or pure tracking purpose, this objective 

has been achieve with the above listed steps of deploying smart contracts. Second aspect was to trigger Patch 

download or file download post the smart contract deployment, but there is a limitation in Blockchain to 

handle large files or pay load transfers on blockchain networks and this requires another solution to be 

deployed, one of the possible solutions is using IPFS which will be discussed further.  

 

IPFS (InterPlanetary File System): Integrating IPFS with Blockchain would have been the ideal next step to 

achieve an end-to-end secured File Transfer platform which can help achieve the objective and hypothesis of 

using Blockchain for secured Patch updates. We have been able to complete the first objective of deploying 

smart contract and maintaining a ledger of transaction for tracking and future root cause analysis purpose, we 

attempted at deploying an IPFS solution but needs more work in future to achieve this in a real-world scenario. 

We have looked at few research papers and found it to be a feasible option to deploy IPFS for achieving Patch 

downloads post Smart contract step. 

 

 

6 Evaluation 
 

6.1 Simulate attacks and validation of alerts 

• Kali Linux virtual machine is being used as an external attacker to simulate penetration testing and for 

evaluation of security testing on configured network. 

 
 

• Using mininet SDN on Ubuntu machine we have set up two host h1 and h2. To know the ip address of the 

node h1 first use following command which will open terminal of host 1. 

xterm h1 

• Once the terminal is up use command ifconfig to know the ip address of it 
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• We have set rules on Snort-IDS to alert the administrator, we will test the rules using nmap on kali linux. 

• We will use below command to send icmp packages to host machine to know whether the host is up or 

not: nmap -sP 192.168.0.221 –disable -arp-ping 

 
 

• We have set the rule for icmp packet to alert the administrator when coming from any external network 

to our home network. Following is the rule for icmp alert. 

 
 

• Alert captured on Snort-IDS terminal 

 
 

• Refer to below screenshot for wireshark logs related to snort, capturing the icmp packets 
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• Following screenshots demonstrates the alerts for tcp packets alert coming from any external network 

using nmap tcp scan 

 
 

• We were able capture the TCP packet related Nmap scan alert on Snort-IDS terminal 

 
• Using Wireshark for validating the TCP packets. 

 
 

• Below screenshot captures alert for XMAS Scan in which the attacker manipulates the TCP header  

 
 

• Refer below screenshot for Snort-IDS terminal capturing the XMAS Scan: 
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• Analyzing the wireshark output: 

 
 

• Getting alert for FIN Scan which is used to terminate TCP connection after completion of the data 

transfer. 

 
 

• Getting the alerts for FIN Scan 

 
 

• Validating using Wireshark 
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• Capturing NULL Scan where the packets forwarded by the attacker are without flags 

 
 

• Getting the alert message on Snort-IDS terminal 

 
 

• Simulating DoS attack and replication a simple botnet attack: Getting alert for DOS Ping-Flood attack. 

For this, first using following command on attacker machine to send packets to victim machine : sudo  

hping3 -1 –fast 192.168.0,221 

 
 

• Snort_IDS capturing the packets and giving alert on its terminal 

 
 

• Using Wireshark showing packet transfer 
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6.3 Discussion: I have conducted several tests during the course of these implementations and evaluations 

to review the functionality of the deployed tools and services, same time have conducted Penetration testing 

to evaluate the security capability and alert mechanisms, based on the observations I can state that the proposed 

solutions have tremendous potential to secure IoT in a Novel way and these solutions are scalable in nature as 

well hence applicable to wide variety of use cases starting from Home based IoT Network to Industrial, 

Healthcare and other similar setups. 
 
 
 

7 Conclusion and Future Work 
 

Conclusion: This work was aimed at securing and defending IoT using SDN, IDS and Blockchain capabilities 

and solutions. I have explored several possible solutions using these technologies and researched extensively, 

based on my research I have been able to establish that it is possible to achieve the objectives outlined in this 

research paper and research question.  

 

I have used Mininet Tool to demonstrate an SDN based connectivity and combined it with Snort based IDS 

tool to provide a layer of security where Cyberthreats like Botnet attacks and Data privacy issues can be 

mitigated. This setup was tested using Penetration testing methodologies and we could observe the results 

where there is an enhanced level of protection provided by this setup compared to the standard home based 

IoT connectivity without any such security layer. Snort based IDS played a critical role in monitoring, 

analysing and detecting the potential security incidents. 

 

I have used Blockchain based Smart contract solution and relevant tools to address the improper patch 

management capability and file download or transactions related security concerns. This particular objective 

has been achieved partially where we were able to demonstrate the deployment of Smart contract but could 

not utilise Blockchain as a standalone solution to transfer files, instead as per research we could observe other 

solutions or DAPP for achieving the final part of File transfer trigger. 

 

These demonstrations were able to answer the maximum percentage of the Research question of security 

issues in IoT by using Blockchain, IDS and SDN solutions. The only pending part of transferring the Files 

using blockchain solution can be addressed using integration of Tools like IPFS as observed in some of the 

research papers and needs to be conducted as a future scope of work. 

 

Future work: There is a scope to package all these components in a single VM or a lightweight tool etc. with 

an SOP which will make it easier for a layman or non-tech savvy people as well to utilise the security benefits 

of SDN, IDS and Blockchain in securing IoT Networks which includes Home IoT, Industrial IoT and 

Healthcare among others. Another future scope of work is to deploy a suitable IPFS (InterPlanetary File 

System) solution integrated with Blockchain to trigger a successful Patch download and File transfer 

mechanism for IoT. 
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