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1 Introduction 
This document is the configuration manual submitted as the supporting document for the 

project Quantitative security assessment of power-grid cyber-physical system (CPS) using 

Common Vulnerability Scoring System (CVSS) method. Documentation of all the steps 

taken to setup the environment, the analysis and the hardware-software configuration is 

detailed in this document. 

 

2 System Configuration 

2.1 Hardware Configuration 

The environment was setup on a Windows laptop, with the details of the hardware 

configuration listed in Table 1. 

 

Feature Description 

Operating System Windows 11 version 21H1, 

Patched up to August 2022 

Processor AMD Ryzen 7 5700U @ 1.80 GHz with Radeon 

Graphics 

System Information 64-bit OS 

Memory 16 GB 

Storage 150 GB OS drive; 300 GB Data drive 
 

Table 1: Hardware Configuration 

2.2 Software Configuration 

The coding platform was setup on Jupyter Notebook at version 3.4.3 (Project Jupyter, no 

date). The coding was performed in Python version 3.10.5 (Welcome to Python.org, no date). 

Python libraries used are Pandas, Numpy, Matplotlib, and CVSS (Security, no date). 
 

3 Data Selection 
Network based attacks were chosen for the analysis. The attack methods selected were a 

DoS attack attempted through SYN packet flooding and PortMap attack for port scanning. 

The datasets for attack traffic were obtained from the DDoS Evaluation Dataset (CIC-

DDoS2019)1 research conducted by the Canadian Institute of Cybersecurity based in 

University of New Brunswick, Canada. This data was statistically analysed with respect to 

ideal traffic expected during a day-to-day Smart Meter operation. The ideal traffic dataset 

 
 
1 https://www.unb.ca/cic/about/index.html  

https://www.unb.ca/cic/about/index.html
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was obtained from Firewall Dataset2 collated by University of California Irvine (UCI) 

Machine Learning Repository. 
 

4 Implementation 

4.1 Baseline for vulnerabilities selected 
 

a. CVSS3 module is imported in Jupyter Notebook. 

 
Figure 1: Import CVSS3 module 

 

b. The CVSS score and severity of selected CVEs is baselined using the CVSS module 

and the CVSS vector published by the vendor. 

 
Figure 2: CVSS baseline for CVE-2021-27713 

  

  
Figure 3: CVSS baseline for CVE-2017-6048 

 

4.2 Analysis of attack datasets 

a. Import the Pandas module for statistical analysis and read the data from CSV files. 

 

 
 
2 https://archive.ics.uci.edu/ml/datasets/Internet+Firewall+Data  

https://archive.ics.uci.edu/ml/datasets/Internet+Firewall+Data
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Figure 4: Import modules and read data 

 

b. Select attributes of interest which are the Sent and Received packets (Total Fwd 

Packets and Total Backward Packets) columns. 

 
Figure 5: Selection of attributes of interest 

 

c. Data cleaning performed by identifying any missing values. Missing values identified 

only in expected places. 

 
Figure 6: Missing zero values in Ideal traffic dataset 

 

 
Figure 7: Missing zero values in SYN attack dataset 

 

 
Figure 8: Missing zero values in PortMap attack dataset 
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d. Descriptive statistics are generated. 
 

 
Figure 9: Descriptive statistics of Ideal traffic dataset 

 

 
Figure 10: Descriptive statistics of SYN attack dataset 
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Figure 11: Descriptive statistics of PortMap attack dataset 
 

e. Scatter plot is plotted, and Pearson’s correlation is calculated for Ideal traffic dataset. 

 
Figure 12: Scatter plot and Pearson’s coefficient of Ideal traffic dataset 

 

f. Scatter plot is plotted, and Pearson’s correlation is calculated for SYN flood attack 

traffic dataset. 
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Figure 13: Scatter plot and Pearson’s coefficient of SYN attack dataset 

 

g. Scatter plot is plotted, and Pearson’s correlation is calculated for PortMap traffic 

dataset. 
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Figure 14: Scatter plot and Pearson’s coefficient of PortMap attack dataset 

 

4.3 Final CVSS score using updated Environmental Metrics 

The ordinally weighted values are updated in the CVSS vector and CVSS module 

command is used to identify the updated CVSS severity and score. This is performed 

for below combinations. 

 
 

a. CVE-2021-22713 with SYN attack 

 
Figure 15: Updated CVSS score for CVE-2021-22713 with SYN attack 
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b. CVE-2021-22713 with PortMap attack 

 
Figure 16: Updated CVSS score for CVE-2021-22713 with PortMap attack 

 

c. CVE-2017-6048 with SYN attack 

 
Figure 17: Updated CVSS score for CVE-2017-6048 with SYN attack 

 

 

d. CVE-2017-6048 with PortMap attack 

 
Figure 18: Updated CVSS score for CVE-2017-6048 with PortMap attack 
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5 Conclusion 
The steps enumerated above were successfully implemented to perform the baseline 

CVSS score calculation, analyse attack traffic datasets, and calculate the updated CVSS score 

according to the proposed methodology in the research. 
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