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Configuration Manual

Janius Christabel Joseph
X20112408

1. Introduction

This configuration document was created to outline the steps for executing the research
project and to specify the configuration of the system used to run the models. The stages
involve downloading and installing the essential software and packages, as well as the
minimal setup required for the project to work well.

2. System Configuration

Processor: Intel(R) Core (TM) i7 —5500U CPU @ 2.40GHz
RAM: 16 GB

Storage: 500 GB HDD

Operating System: Windows 10 64-bit operating system

3. Setup

Python Libraries version:
Numpy 1.19.5

Pandas 1.1.15

Seaborn 0.11.2
Mathplotlib 3.2.2

Sklearn 1.0.2

Google Colaboratory:

It is a service that allows users to run Python code in a browser online while requiring
little resources and essentially no configuration which needsto be done locally.

Only the following requirements for writing code using Google Colab. A browser such
as Chrome or Firefox and a google account.




P Welcome To Colaboratory

e share €& J
File Edit View Insert Runtime Tools Help
+ Code + Text & Copy to Drive Connect ~ * Editing
Table of contents x P s J
+ Code + Text
Q Getting started .
) O What is Colaboratory?
Data science
<
Machine learning Colaboratory, or "Colab" for short, allows you to write and execute Python in your browser, with

1 More Resources « Zero configuration required

Machine Learning Examples « Free access to GPUs

e Section * Easy sharing
Whether you're a student, a data scientist or an Al researcher, Colab can make your work easier. Watch Introduction to Colab to learn

more, or just get started below!

- Getting started

The document you are reading is not a static web page, but an interactive environment called a Colab notebook that lets you write and
execute code.

For example, here is a code cell with a short Python script that computes a value, stores it in a variable, and prints the result:

Fig 1. Google Colab

4. Implementation

Step 1. Importing necessary python libraries for dataset preprocessing

~ [4] # Importing the reguired libraries and modules
import numpy as np # linear algebra
import pandas as pd # data processing, CSV file I/0 (e.g. pd.read csv)
import pickle
import seaborn as sns
import matplotlib.pyplot as plt
from sklearn.ensemble import RandomForestClassifier
from sklearn.model selection import train_test split
from sklearn.metrics import classification_report, confusion_matrix

Fig 2. Libraries required for models




Step 2. Loading and Preprocessing of the dataset

~ [18] # Explore Dataset

printi{data.dtypes)

print{ "Dimensions:{}"’

~ Data Pre-processing

-.format{data.shape))

Dimensions: {19611, 79)

MName object
e _magic intea
e_cblp inte4s
e _cp intea
e_crlc intea
ImageDirectoryEntryExport intea
ImagelDirectoryEntryImport intea
ImageDirectoryEntryResource intea
ImagelirectoryEntryException intea
ImageDirectoryEntrySecurity intea

Length: 79, dtype: object

Fig 3. Data Preprocessing

[12] missing_data = pd.DataFrame({ total_missing': data.isnull().sum(),
missing_data

total missing perc_missing

‘perc_missing’:

(data.isnull().sum()/82798)*1e0})

79 rows x 2 columns

Name 0 0.0

e _magic 0 0.0

e cblp 0 0.0

e cp 0 0.0

e_cric 0 0.0
ImageDirectoryEntryExport 0 0.0
ImageDirectoryEntrylmport 0 0.0
ImageDirectoryEntryResource 0 0.0
ImageDirectoryEntryException 0 0.0
ImageDirectoryEntry Security 0 0.0

Fig 4.

Checking for missing data in the dataset




v [17] #Statistical description for the data
data.describe()

count

mean

std

min

25%

50%

5%

max

e_magic
19611.0
23117.0
0.0
23117.0
23117.0
23117.0

23117.0

e_cblp
19611.000000
178.615726
987.200729
0.000000
144.000000
144.000000

144.000000

e_cp

19611.000000

71.660752

1445192977

0.000000

3.000000

3.000000

3.000000

e_crlc

19611.000000

49.146938

1212.201919

0.000000

0.000000

0.000000

0.000000

23117.0 59448.000000 63200.000000 64613.000000

e_cparhdr
19611.000000
37.370710
664.515405
0.000000
4.000000
4.000000
4.000000

43690.000000

e_minalloc
19611.000000
37.032635
915.833139
0.000000
0.000000
0.000000

0.000000

43650.000000

e_maxalloc
19611.000000
64178.739687
9110.755873
0.000000
65535.000000
65535.000000

65535.000000

e_ss

19611.000000

10.418430

637.116265

0.000000

0.000000

0.000000

0.000000

65535.000000 61436.000000

Fig 5. Analysis of data in statistical terms

¥ [19] # converting the non-numeric data into numeric data.
fron sklearn.preprocessing import LabelEncoder
encoded = data.apply(lambda x: LabelEncoder().fit_transform(x) if x.dtype == 'object’ else x)
encoded. head()

Name e magic e cblp e cp e crlc e cparhdr e minalloc e maxalloc e ss e sp e csum

0 7037

1 1957

2 11448

3 9367

4 3489

217

2317

217

2117

217

43
3
443
3
3

0

4

0

65535

63535

63535

65935

65535

0

184

184

164

164

184

0

e ip e cs e lfarlc e ovno

0 0
0 0
0 0
0 0
0 0

64

64

64

64

64

0

Fig 6. Converting nonnumeric to numeric
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Fig 7. Correlation plot before encoding
CONVErting the non-numeric data 1nto NUmeric data.
from sklearn.preprocessing import LabelEncoder
encoded = data.apply(lambda x: LabelEncoder().fit_transform(x) if x.dtype ‘object’ else x)
encoded.head()
Name e _magic e_cblp e_cp e_crlc e_cparhdr e_minalloc e_maxalloc e_ss e_sp e_csum e_ip e_cs e lfar]
0 7037 2317 144 3 0 4 0 65535 0 184 0 0 0
1 11957 2317 144 3 0 4 0 65535 0 184 0 0 0

2 11448 2317

3 9367 2317

4 3489 2317

144

144

144

65535 0
65335 0

65335 0

184

184

184

Fig 8. Non numeric to numeric data conversion
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Fig 9. Correlation after label encoding




Step 4. Feature Selection

[24] rfc = RandomForestClassifier(n_estimators=108, random_state=8,
oob_score = True,
max_depth = 16)
rfc.fit(X_train, y_train)

fusr/local/lib/python3.7/dist-packages/sklearn/base.py:446: UserWarning: X does not have valid feature names, but RandomForestClassifier

"X does not have valid feature names, but"
RandomForestClassifier(max_depth=16, oob_score=True, random state=8)

[25

importance = rfc.feature_importances_

importance_dict = {data_usage.columns.values[i]: importance[i] for i in range (len(importance))}
sorted_dict = {k: v for k, v in sorted(importance_dict.items(), key=lambda item: item[1])}
plt.figure(figsize=(18, 2@))

sns.barplot(y=1list(sorted_dict.keys())[::-1], x=list(sorted_dict.values())[::-1])
plt.title('Features importance')

Text(@.5, 1.8, 'Features importance')
Features importance

MinarOperatingSystemVersion
MajorSubsystemVersion
SizeOfStackReserve
MajaorLinkerVersion
MajorOperatingSystemversion
MinarimageVersion

Subsystem
MinorSubsystemVersion
Characteristics

Imansace

Fig 9. Feature selection

Step 5. Splitting the dataset into Training and Testing in the
ratio of 80:20

# Splitting the data into training and testing data subset into 86% and 28% respectively
X_train, X_test, y_train, y_test = train_test_split(data_usage, data['Malware'], test _size=8.2, random_state=8)

print(f'Number of used features is {X_train.shape}")
print(f'Number of used features is {X_test.shape}')
print(f'Number of used features is {y train.shape}’)
print(f'Number of used features is {y test.shape}')

Number of used features is (15688, 75)
Number of used features is (3923, 75)
Number of used features is (15688,)
Number of used features is (3923,)

Fig 10. Dataset split into training and test




Step 6. Model building for Binary Classification

Random forest model with binary labelled data

[ ] rfc = RandomForestClassifier(n_estimators=188, random_state=8,
oob_score = True,
max_depth = 16)
rfc.fit(¥X_train, y_train)

[ 1 # Classification report
y_pred = rfc.predict(X_test)
print{classification_report(y_test, y_pred, target_names=['Benign', 'Malware’'])})

precision recall fl-score  support

Benign .99 .96 .97 lead
Malware .99 1.08 .99 2919
accuracy 8.99 3923
macro avg 8.99 8.98 g8.98 3823
weighted avg 8.99 8.99 8.99 3923

Fig 11. Random Forest Binary Model and evaluation metrics

Decision Tree model with binary labelled data

[29] from sklearn.tree import DecisionTreeClassifier
classifier_dt = DecisionTreeClassifier(criterion = 'entropy’, random_state = 42)
classifier dt.fit(X train, y_train)

DecisionTreeClassifier(criterion="entropy', random_state=42)
[38] # Classification report

y_pred = classifier dt.predict(X test)
print(classification_report(y_test, y_pred, target_names=['Benign’, 'Malware']))

precision recall fl-score  support

Benign 8.96 8.99 8.96 lead
Malware 8.99 8.99 8.99 2919
accuracy 8.98 3923
macro avg a.98 a.98 8.98 3923
weighted avg 8.98 .98 .98 3523

Fig 12. Decision Tree Binary Model and evaluationmetrics




Support Vector Machine (SVM) model with binary labelled data

o #Import swvm model
from sklearn import swvm
svm = svm.SWC(kernel="rbf"',random_state=1,C=1,gamma="auto")
svm.fit(X_train, y_train)

SVWC({C=1, gamma='auto’, random_state=1)

[33] # Classification report
y_pred = svm.predict(X_test)

print{classification_report(y_test, y_pred, target_names=[ 'Benign’, 'Malware’]))
precision recall Fl-score support
Benign a.92 a.e1 @.82 laaa
Malware a.75 1.08 @.85 2919
accuracy @.75 3923
macro avg @.83 .51 @.44 3923
weighted avg 8.79 8.75 a.54 3823

Fig 13. SVM Binary Model and evaluation metrics

Naive Bayes Model with binary labelled data

[35] from sklearn.naive bayes import GaussianNB
Gmodel=GaussianhB()
Gmodel.fit(X train, y train)

GaussianlB()

[36] # Classification report
y_pred = Gmodel.predict(X test)
print(classification_report(y test, y pred, target names=[ 'Benign’, 'Malware']))

precision recall fl-score support

Benign 8.27 1.68 8.43 lae4
Malware @.99 @.89 8.17 2019
accuracy 8.32 3023
macro avg @.63 8.54 8.3a 3023
weighted avg 8.81 8.32 @.24 3823

Fig 14. Naive Bayes Binary Model and evaluation metrics

9




K-Nearest Neighbour model with binary labelled data

[38] from sklearn.neighbors import KNeighborsClassifier
knn = KNeighbeorsClassifier(n _neighbors=1)
knn.fit(X train,y train)

KNeighborsClassifier(n neighbors=1)

[39] # Classification report
y_pred = knn.predict(¥ test)
print({classification_report(y test, y pred, target names=['Benign', 'Malware']))

precision recall fil-score  support

Benign @8.93 g.94 a.94 16a4
Malware @.98 8.98 8.98 2919
accuracy a.97 3923
macro avg @.95 @8.96 a.96 3923
weighted avg 8.97 a.97 8.97 3823

Fig 15. KNN Binary Model and evaluation metrics

Step 7: Model building for Multi classification

Model Building for Multi Classification

[41] # class distribution for original data
print({data.groupby( Subsystem")}.size())

Subsystem

1 438
2 15451
3 3711
o 4
1a 4
16 3

dtype: inte4

[42] # sample distribution print in markdown table format
#label = [Adware, Virus, Spyware, Trojan, kWorm, Ransomware]
label = 'Subsystem’
1b1Types = set(data[label])
for 1bl in 1blTypes:
print("| {} | {} | -format(1lbl, len{data[data[label] == 1bl].index)))

Fig 16. Labels for malware classification
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43]

44]

# Splitting the data into training and testing data subset into 88% and 28% respectively
¥ _train, X_test, y_train, y_test = train_test_split(data_usage, data[ 'Subsystem'], test_size=8.2, random_state=2)

print
print
print
print

f'Number of used features is {X_train.shape}')
f'Number of used features is {X_test.shape}’)
f'Number of used features is {y_train.shape}')
f'Number of used features is {y_test.shape}’)

Number of used features is (15688, 75)
Number of used features is (3923, 75)
Number of used features is (15688,)
Number of used features is (3923,)

Fig 17. Dataset split for Multi classifier models

Random forest model with multi class data

(45]

(45]

rfc = RandomForestClassifier(n_estimators=18@, random_state=8,
oob_score = True,
max_depth = 16)

rfc.fit(X_train, y_train)

Jusr/local/lib/python3.7/dist-packages/sklearn/base.py:446: UserWarning: X does not have valid feature names, but RandomForestClassi
"X does not have valid feature names, but"
RandomForestClassifier(max_depth=16, oob_score=True, random_state=8)

# Classification report
#"1": "Adware", "2": "Virus", "3": “"Spyware", "9": "Trojan”, *10": "Worm", "16" : "Ransomware"}, inplace=True)

y_pred = rfc.predict(X_test)
print(classification_report(y_test, y_pred, target_names=['Adware’, 'Virus', 'Spyware’, 'Trojan’, 'Werm', "Ransomware'])})

precision recall fl-score  support

Adware 8.09 8.938 @.98 24
Virus 1.08 1.08 1.08 3044
Spyware 1.0@ 1.2@ 1.0@ 786
Trojan 1.06 1.88 1.ea 1
Worm 1.08 1.08 1.08 1
Ransomware 1.6@ 1.08 1.e@ 1

Fig 18. Multi classifier model using Random Forest and evlauation metrics
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Decision Tree model with multi class data

[48]

[49]

from sklearn.tree import DecisionTreeClassifier
classifier_dt = DecisionTreeClassifier(critericn = 'entropy’, random_state = 42)
classifier_dt.fit(X_train, y_train)

DecisionTreeClassifier({criterion="entropy', random_state=42)
# Classification report
y_pred = classifier dt.predict(X_test)

print(classification_report(y_test, y_pred, target_names=['Adware’, 'Virus', 'Spyware’', 'Trojan', 'Worm’, 'Ransomware’]))

precision recall fl-score  support

Adware 1.86 1.60 1.88 98

Virus 1.08 1.00 1.88 3844
Spyware 1.08 1.80 1.88 786
Trojan 1.08 1.e@ 1.8@ 1

Worm 1.0@ 1.a@ 1.a@ 1
Ransomware 1.08 1.68 1.8 1
accuracy 1.88 3023
macro avg 1.08 1.00 1.88 3023
weighted avg 1.88 1.0@ 1.08 3023

Fig 19. Multi classifier model using Decision Tree and evlauation metrics

SVM model for multi class data

[51]

[52]

#Import svm model

from sklearn import swvm

svm = svm.SVC(kernel="rbf',random_state=1,C(=1,gamma="auto")
svm.fit(X_train, y_train)

SVC(C=1, gamma='auto’, random_state=1)

# Classification report

y_pred = svm.predict(X¥_test)

print(classification_report(y_test, y_pred, target_names=['Adware’, 'Virus', 'Spyware', 'Trojan’, 'Worm", 'Ransomware’]))

precision recall fl-score  support

Adware 1.e8 8.80 a.16 98

Virus a.78 1.88 a8.88 el L
Spyware 1.08 .83 g.a5 786
Trojan a.88 8.88 a.88 1

Worm a.88 8.88 a.88 1
Ransomware a.68 a.ea @.88 1
accuracy 8.78 3923
macro avg .46 @8.19 8.18 3823
weighted avg .83 8.78 8.7@ 3023

Fig 19. Multi classifier model using SVM and evlauation metrics
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Naive Bayes model with multi class data

54] from sklearn.naive_bayes import GaussianNB
Gmodel=GaussianhB()
Gmodel.fit(X_train, y_train)

GaussianhB()
55] # Classification report
y_pred = Gmodel.predict(X_test)
print{classification_report(y_test, y_pred, target_names=['Adware’, 'Virus', 'Spyware’, 'Trojan’, 'Werm', 'Ransomware’]))

precision recall fl-score suppert

Adware a8.17 .81 8.a2 98

Virus 1.08 .88 8.15 3844
Spyware 8.49 8.69 a8.58 786
Trojan @8.e6 .08 .86 1

Worm a8.08 1.06 .80 1
Ransomware é.08 1.e8@ @.28 1
accuracy a.28 3823
macro avg @8.28 .46 8.13 3823
weighted avg 8.88 8.28 8.23 3923

Fig 20. Multi classifier model using Naive Bayesand evlauation metrics

K-nearest Neighbour model with multi class data

[57] from sklearn.neighbors import KNeighborsClassifier
knn = KNeighborsClassifier(n_neighbors=1)
knn.fit(X_train,y_train)

KNeighborsClassifier(n_neighbors=1)
[58] # Classification report
y_pred = knn.predict(X test)
print(classification_report(y_test, y_pred, target_names=['Adware’, 'Virus', 'Spyware’, 'Trojan’, 'Worm', 'Ransomware']})

precision recall fl-score  support

Adware 8.93 8.92 8.93 9@

Virus 8.94 8.95 08.94 344
Spyware a8.78 8.75 8.77 786
Trojan 8.0q 6.088 8.00 1

Worm 1.00 1.08 1.00 1
Ransomware 1.e0 1.08 1.e8 1
accuracy 8.91 3923
macro avg a.77 a.77 8.77 3923
weighted avg 2.90 8.91 28.91 3923

Fig 21. Multi classifier model using KNN and evlauation metrics

13




