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Configuration Manual

Controlling vulnerabilities in open-source libraries through
different tools and techniques

The features, tools, and capabilities implemented in this project are entailed in the configuration
manual. This provides understanding of the experiments done in the project so far.

The stages below described the installation process in Windows 10 operating system.

1. Preinstallation Security Onion 1SO

In this section, the preinstallation process of Security Onion in Windows Operating system is
discussed. Security onion include different tools for security such as intrusion detection, log
management, and enterprise security monitoring.

1. At first, the latest version of Security Onion 2 (version: 2.3.90) is downloaded from
https://securityonionsolutions.com/software

Security Onion 2

Latest version: 2.3.90

Download Now
Documentation

Overview


https://securityonionsolutions.com/software

2. Asitis installed in a Windows 10 OS, create a virtual machine for which download VM
player from
https://customerconnect.vmware.com/downloads/info/slug/desktop _end_user _computin
g/windows_os_optimization_tool for vmware horizon/1 0

3. Play the virtual machine and check for the hardware requirement to install Security Onion as

below.
Device Summary Memory
W Memory 1GB Specify the amount of memory allocated to this virtual
[ Processors 1 machine. The memory size must be a multiple of 4 MB.

& JNew CD/DVD (S... Using file \\vmware-host\Shared Fol...
MNetwork Adapter NAT
USB Controller  Present

Hmfwmisvkmﬂmad\he:: 3072 | Mg

@isound Card  Auto detect sice
= Printer Present =
B Display Auto detect 16G8
8GB Maximum recommended memory
4GB (Memory swapping may
occur beyond this size.)
2GB 4
i1B& o 1536 MB
512 MB d R jed
256 M8 1024 MB
128 MB
64 MB [J Guest OS recommended minimum
32 M8 512 MB
16 MB
8 MB
4 MB
‘p The virtual machine will use up to 768 MB of this memory
for graphics memory. You can change this amount in the
Display settings page.
-y Add... _ Remaove

2. Installation and system update

1. Booting up the VM player and the light blue screen of security onion is shown.
2. Check the boxes as shown below.


https://customerconnect.vmware.com/downloads/info/slug/desktop_end_user_computing/windows_os_optimization_tool_for_vmware_horizon/1_0
https://customerconnect.vmware.com/downloads/info/slug/desktop_end_user_computing/windows_os_optimization_tool_for_vmware_horizon/1_0

L Install + 3 X

Preparing to install SecurityOnion

For best results, please ensure that this computer:

@ has atleast 7.1 GB available drive space
. is connected to the Internet

¥ Download updates while installing

SecurityOnion uses third-party software to play Flash, MP3 and other media, and to work with some graphics and wi-
fi hardware. Some of this software is proprietary. The software is subject to license terms included with its
documentation.

& Install this third-party software
Fluendo MP3 plugin includes MPEG Layer-3 audio decoding technology licensed from Fraunhofer IS and Technicolor SA.

[’ Quit & Back Continue

3. Select type of installation as shown and select “Install Now” option after that.

Install * X

Installation type

This computer currently has no detected operating systems. What would you like to do?

(@) Erase disk and install SecurityOnion
Warning: This will delete all your programs, documents, photos, music, and any other files in all operating systems.

| Encrypt the new SecurityOnion installation for security
You will choose a security key in the next step.

|_J Use LVM with the new SecurityOnion installation
This will set up Logical Volume Management. It allows taking snapshots and easier partition resizing.

Something else
You can create or resize partitions yourself, or choose multiple partitions for SecurityOnion.

B-ouit @ Back Install Now

4. Conduct the change as per requirement like Keyboard changes and select continue.



Keyboard layout

Choose your keyboard layout:

English (Ghana) m

English (Nigeria) English (US) - Cherokee

English (South Africa) English (US) - English (Colemak)

English (UK) English (US) - English (Dvorak alternative in

EXEXE N co:ich US) - Engiish (Dvorak)

Esperanto English (US) - English {Dvorak, international
Estonian English (US) - English {Macintosh)

Faroese English {(US) - English {(US, alternative intern
Filipino

Enalich (11€) __Ennlich (11€_intarnatinnal witk

Detect Keyboard Layout

5. Set Username and Password
e

Who are you?

Your name:  so

€]

Your computer's name

Pick a username

Choose a g

oo Short password

oo @

Log in automatically

Confirm your passwor

© Require my password to log in

Encrypt my home folder

6. Login and Update the system as per requirement by writing command in the terminal
emulator

Terminal - so@so-virtual-machine: —
File Edit View Terminal Tabs Help
Reading state information... Done
The following packages were automatically installed and are no longer required

girl.2-json-1.0 girl.2-timezonemap-1.0 girl.2-xkl-1.0 libtimezonemapl
Use 'apt-get autoremove' to remove them.
The following extra packages will be installed:
mysql-client-5.5 mysql-common
Suggested packages:
tinyca mailx
The following packages will be upgraded:
mysql-client-5.5 mysql-common mysql-server mysql-server-5.5
mysql-server-core-5.5
5 upgraded, © newly installed, © to remove and 221 not upgraded.
Need to get 7,243 kB of archives.
After this operation, 42.0 kB of additional disk space will be used.
:1 http://us.archive.ubuntu.com/ubuntu/ trusty-updates/main mysql-common al
.57-0ubuntuf.14.04.1 [13.0 kB]
http://us.archive.ubuntu.com/ubuntu/ trusty-updates/main mysql-server al
.57-0ubuntuf.14.04.1 [11.3 kB]
Get:3 http://us.archive.ubuntu.com/ubuntu/ trusty-updates/main mysql-server-5.
5 amd64 5.5.57-0ubuntu@0.14.04.1 [1,866 kB]
Get:4 http://us.archive.ubuntu.com/ubuntu/ trusty-updates/main mysql-client-5.
5 amd64 5.5.57-0ubuntu®.14.04.1 [1,588 kB]
37% [4 mysql-client-5.5 789 kB/1,588 kB 50%]




7. Provide password when asked and press enter when after unsuccessful upgrade or finish of
updates

Terminal - so@so-virtual-machine: —
View Terminal Tabs Help
g up
gupl :3.28.4-0ubuntud.14.04.2) ...
up - 4-0ubuntuf.14.04.2) ...
) i
) u ata (
config fil
config fil
f config file /etc/
config fil
of config file /

of config file /et m/rules/tls-even rules ...
config file /etc/nsm/templates/suricata/suricata.yam|

4.lubuntu3) .
(2.19

gers for ureadahead (0.100.0-16) ...
e
JALL updates have been installed.

Press Enter to reboot or Ctrl-C to cancel.

3. Configuration and setup completion

1. Open the software and click on setup
2. Configure the network interface by clicking on DHCP as shown below.

= Security Onion Setup (so-virtual-machine) + 0 X

Should ethD use DHCP or static addressing?

Static addressing is highly recommended for production deployments.

static

@) DHCP

@ Cancel &5 oK

3. Create seguil username and password and the below message prompt on success

Security Onion Setup (so-virtual-machine) + 00X

Security Onion Setup is now complete!

- Setup log can be found here:
/varflog/nsm/sosetup.log

You may view IDS alerts using Sguil, Squert, or ELSA (if enabled)

Bro logs can be found in ELSA (if enabled) and the following location
/nsm/bro/



4. Click Ok till Sgert included in the system (five times)

?1'\

5. Jupyter Notebook Installation

Jupyter Notebook is installed by following the documents from: https://jupyter-docker-
stacks.readthedocs.io/en/latest/index.html

The Jupyter user is created from stack management from where the permission of a particular users
can be set as shown in the figure below.

o jupyter

Profile Username

Full name

Email address

Privileges



https://jupyter-docker-stacks.readthedocs.io/en/latest/index.html
https://jupyter-docker-stacks.readthedocs.io/en/latest/index.html

However, It could be done by writing commands as shown below.

es = Elasticsearch(['https://192.168.6.100:9200"'],
ca_certs=False,verify certs=False, http_auth=('jupyter', "password'))
searchContext = Search(using=es, index='x:so-*', doc_type='doc')

6. Analysis

1. Following commands are ran to import packet capture
apnic@apnic-virtual-machine:~$% cd /opt/samples
apnic@apnic-virtual-machine:/opt/samples$ ls

evidence®3.pcap ip-fragment-attack.pcap

example.com-1.pcap

example.com-3.pcap
best_malware_protection.pcap example.com-4.pcap readme.txt

bredolab-sample.pcap example.com-5.pcap
example.com-6.pcap zeus-sample-1l.pcap
onfickerBShrs.pcap example.com-7.pcap zeus-sample-2.pcap
emerging-all.pcap fake_av.pcap zeus-sample-3.pcap
2. Alerts are shown as below with severit‘
# Overview Alerts Options - Total Found: 1,897
A Alerts
< Hunt Q ~ Group By Name, Module <O D Last 2a days -
& Downloads
© Administration Count -« ruls.name svent.module avant.severity lakel
o s0
~ o
& Kibana o as stage Downlos
- az
= @ 2 4
2 CyberChef a o a0
F Playbook a i a0
G5 Flaacois L n o port 2221
& TheHive a N a0 t - Possible Trojan Downloader (verl8/verls etc)
£ Navigator o
a N
a on 3z ET MALWARE Tibs/Harnig Downloader Activity suricata high

3. Inthe Squert’s filter can be set for specific IP addresses

S O w = 3 (@ T [in663211938 a
| »
E 1 RED BY 0B, R [ oo [ —T—
1
o 1 o . p P 1 P s
™ e uRE o pROT A TOTAL
034356 ET POLICY SUSPICICUS * doc.xe in HTTP URL 2013475 6 00425
034358 ET INFO Execuable Dowrioad rom Galleg-quad HOsE 06041 6 00425%
k 034356 ET POLICY PE EXE o DLL Wingows Me cownload HTTP 2016959 6 0.254%
ot 034356 ET INFO SUSPICIOUS Doned Quad Host MZ Responsa 2021078 & 02545

4. Jupyter Note helps to apply machine learning and python libraries to analyse the results better.

7



response

5. For example, the code below converts the results into python dict.

s.execute ()

if response.success():

df

df

2 'EBE732EE-504F-61A5...
3 {'pid": 3956, 'entity_id":
'EBE732EE-504F-61A5...
a {'pid": 3956, 'entity_id":
'EBE732EE-504F-61A5...
{'pid": 3224, "entity_id":
3190 'EBE732EE-6DD6-61A5...
{'parent": {"entity_id":

3191

response

df
df

-

® ® N O @ & W N

6. The result of this code is given below.

0 {'pid’
'EBE732EE-504F-61A5...

{'pid": 3956, 'entity_id":
'EBE732EE-504F-61A5...

{'pid": 3956, "entity_id":

process

: 3956, 'entity_id":

winlog

{'execution': {'ThreadID":
4400, 'ProcessID": ...

{'execution’: {'ThreadID":
4400, 'ProcessID": ...

{"execution': {'ThreadID":
4400, 'ProcessiD": ...

{"execution': {'ThreadID":
4400, 'ProcessID": ...

tags

velociraptor

velociraptor

velociraptor

velociraptor

{"execution’: {'ThreadID":
4400, 'ProcessiD": ...

{'execution’: {'ThreadID":
4400, 'ProcessID": ...

'EBE732EE-511E-61A5-
9.

{'execution': {'ThreadID":
4400, 'ProcessID": ...

velociraptor

velociraptor

velociraptor

30T04:22:45.357Z

@timestamp

2021-11-
30T04:22:45.357Z

2021-11-
30T04:22:45.357Z

2021-11-
30T04:22:45.357Z

2021-11-
30T04:22:45.357Z

2021-11-

2021-11-
30701:00:55.162Z

file

{'target’: 'C:\Program
Files\WindowsApps\Micro...

{'target": 'C:\Program
Files\WindowsApps\Micro...

{'target": 'C:\Program
Files\WindowsApps\Micro...

{'target": 'C:\Program
Files\WindowsApps\Micro...

{'target": 'C:\Program
Files\WindowsApps\Micro...

{'target":

'C:\Wir

Do...

2021-11-

30T01:00:55.162Z

NaN

@version

1

pd.DataFrame ((d.to_dict () for d

in s.scan()))

{'code': "11', 'module':

event

user

NaN

'sysmon’, ‘category'...

{'code": "11, 'module":

NaN

'sysmon', ‘category'...

{'code: 17, 'module':

NaN

‘sysmon', ‘category'...

{'code': "11', 'modul
'sysmon', 'category

NaN

{'code': "11', 'module":
'sysmon', ‘category":...

{'code": "', 'module":
‘sysmon’, 'category": '...

{'code': "', 'module':
'sysmon’, ‘category": \...

NaN

NaN

{'name': 'NT
AUTHORITY\SYSTEM')

7. However, this result can be simplified by selecting the cells of interest using the following
code.

df

'target']]

s.execute ()
if response.success|():
pd.DataFrame (([d['event'] ['dataset'],
for d in s))
.columns=['Dataset', "Executable',

'Target ']

d['process'] ['executable'],

8. After applying these commands, the results look like:

Dataset
file_create
file_create
file_create
file_create
file_create
tile_create
file_create
file_create
file_create

file_create

Executable
C:A\WINDOWS\system32\svchost.exe
C:AWINDOWS\system32\svchost.exe
C:\WINDOWS\system32\svchost exe
C:\WINDOWS\system32\svchost exe
C:AWINDOWS\system32\svchost exe
C:AWINDOWS\system32\svchost exe
C:AWINDOWS\system32\svchost.exe

C:AWINDO! 3

\ exe

C:\WINDOWS\system32\svchost exe
C:\WINDOWS\system32\svchost exe

d['file'][

Target

C:\Program Files\WindowsApps\Microsoft.YourPhone_1.21102.134.0_x64__Bwekyb3d8bbwe\YourPhoneServer\Microsoft. AspNetCore.SignalR.Protocols.Json.dll

Ci\

A

Files\Wir

ft.YourPhone_1.21102.134.0_x64__

ver\Micr

ft.Bel.Asyncinterfaces.dll

\Microsoft.YourPhone_1.21102.134.0_x64__Bwekyb3d8bbwe\YourPhoneServer\Microsoft. AspNetCore.SignalR.Protocols MessagePack dll

C4\Program Fi

icrosoft YourPhone_1.21102.134.0_x64__8wekyb!

eServer\Microsoft

Caching. di

C:\Program Files\WindowsApps\Microsoft YourPhone_1.21102.134.0_x64__Bwekyb3dBbbwe\YourPhoneServer\Microsoft. AspNetCore, SignalR Client.dll

s

C:\Prograi

A ft.YourPhone_1.21102.134.0_x64__Bwekyb.

C:A

our ver

ft.AspNetCore.SignalR.Common.dil

‘osoft.YourPhone_1.21102.134.0_x64__Bwekyb

C:\Program F

.1.21102.134.0_x64__8wekyb

YourPhoneServer

ver\Micr

C:\Program Files\WindowsApps\Microsoft.YourPhone_1.21102.134.0_x64__8wekyb!

CAProg Fil

Caching.Memory.dil

L. AspNetCore.SignalR.Client.Core.dll

ver\Microsoft. AspNetCore Http. Features dil

ind \Microsoft.YourPhone_1.21102.134.0_x64__8wekyb!

This showed the target file dataset and executable file in the system director as well.

9. NIDS/HIDS method

Your

dil

ver\t

1. The first network-based Intrusion detection method is NIDS-1 for which Suricata is used
in this case. This helps to identify the malicious traffic and fingerprint anomalies. The event
module column showed it



= Security®nion 2

A Overview Alerts Options “ Total Found: 1,897
A Alerts

© Hunt Q ~ Group By Name, Module o D Last 24 days - m
= PCAP gk )

& Grid

& Downloads

© Administration

A 50 ET INFO EXE - Served Inline HTTP
A 48 ET ADWARE_PUP User-Agent (Mozilla) - Possible Spyware Related
@ Kibana A 48 ET INFO Executable Retrieved With Minimal HTTP Headers - Potential Second Stage Download
A A a2 ET USER_AGENTS Unknown - Java Request - gt 60char hex-ascii suricata high
[ Grafana
A A 40 ET INFO Hiloti Style GET to PHP with invalid terse MSIE headers suricata high
[ CyberChef A A 40 ET INFO JAVA - Java Archive Download By Wulnerable Client suricata high
© Playbook A A 40 ET MALWARE Fareit/Pony Downloader Checkin 2 suricata high
9 G A A 40 ET MALWARE Trickbot Checkin Response suricata high
A 40 ET SCAN Suspicl o Oracle SQL port 1521 suricata medium
& Thetive A A ET USER_AC User-Agent - Possible Trojan Downloader (ver18/ver19 etc) suricata high
£ Navigator A 35 System Aus low
A A 33 ET POLICY Outdated Flash Version M1 suricata high
A A 32 ET MALWARE Tibs/Hamig Downloader Activity suricata high

2. The second NIDS method is analysis-driven which used bro system especially for Zeek alert

so-bro - REQ - Zeek app

3. Host Intrusion Detection System or HIDS is built by Wazuh which performs log activities,
integrity checking of files, real-time alerts, and detection of rootkits. The process to conduct this is
shown below.

First, find the existing rule in /opt /so/rules/hids/ruleset/rules/.

Copy therule to /opt /so/rules/hids/local_rules.xml.
Put the rule inside <group> </group> tags and give it a name.
Update the <rule> section to include noalert="1" along with overwrite="yes".

Finally, restart Wazuh with sudo so-wazuh-restart.
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