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Configuration Manual 

 
Controlling vulnerabilities in open-source libraries through 

different tools and techniques 

 
The features, tools, and capabilities implemented in this project are entailed in the configuration 

manual. This provides understanding of the experiments done in the project so far. 

 

The stages below described the installation process in Windows 10 operating system. 

 

1. Preinstallation Security Onion ISO 
In this section, the preinstallation process of Security Onion in Windows Operating system is 

discussed. Security onion include different tools for security such as intrusion detection, log 

management, and enterprise security monitoring. 

 
1. At first, the latest version of Security Onion 2 (version: 2.3.90) is downloaded from      

https://securityonionsolutions.com/software 

 
 

 

https://securityonionsolutions.com/software
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2. As it is installed in a Windows 10 OS, create a virtual machine for which download VM 

player from 

https://customerconnect.vmware.com/downloads/info/slug/desktop_end_user_computin

g/windows_os_optimization_tool_for_vmware_horizon/1_0 

3.  Play the virtual machine and check for the hardware requirement to install Security Onion as 

below. 

 

 
 

 

2. Installation and system update 
         

1. Booting up the VM player and the light blue screen of security onion is shown. 

2. Check the boxes as shown below. 

https://customerconnect.vmware.com/downloads/info/slug/desktop_end_user_computing/windows_os_optimization_tool_for_vmware_horizon/1_0
https://customerconnect.vmware.com/downloads/info/slug/desktop_end_user_computing/windows_os_optimization_tool_for_vmware_horizon/1_0
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3. Select type of installation as shown and select “Install Now” option after that. 

 
 

4. Conduct the change as per requirement like Keyboard changes and select continue. 
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5. Set Username and Password 

 
 

6. Login and Update the system as per requirement by writing command in the terminal 

emulator 
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7. Provide password when asked and press enter when after unsuccessful upgrade or finish of 

updates 

 

3. Configuration and setup completion 
1.  Open the software and click on setup 

2.  Configure the network interface by clicking on DHCP as shown below. 

 

 

 

3.  Create seguil username and password and the below message prompt on success 
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4. Click Ok till Sqert included in the system (five times) 

 

 

 

5. Jupyter Notebook Installation 
 

Jupyter Notebook is installed by following the documents from: https://jupyter-docker-

stacks.readthedocs.io/en/latest/index.html 

 

The Jupyter user is created from stack management from where the permission of a particular users 

can be set as shown in the figure below. 

 
 

https://jupyter-docker-stacks.readthedocs.io/en/latest/index.html
https://jupyter-docker-stacks.readthedocs.io/en/latest/index.html
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However, It could be done by writing commands as shown below. 

 
 

 

6. Analysis 

 

1. Following commands are ran to import packet capture 

 
 

2.  Alerts are shown as below with severity 

 
 

 

3.   In the Squert’s filter can be set for specific IP addresses 
 

 
 

 

4. Jupyter Note helps to apply machine learning and python libraries to analyse the results better. 
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5. For example, the code below converts the results into python dict. 
 

 
 

6. The result of this code is given below. 
 

 
 

 

7. However, this result can be simplified by selecting the cells of interest using the following 

code. 
 

 
 

8. After applying these commands, the results look like:  

 
 

This showed the target file dataset and executable file in the system director as well. 

 

 

9. NIDS/HIDS method 
 

1. The first network-based Intrusion detection method is NIDS-1 for which Suricata is used 

in this case. This helps to identify the malicious traffic and fingerprint anomalies. The event 

module column showed it 
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2. The second NIDS method is analysis-driven which used bro system especially for Zeek alert 

 
3. Host Intrusion Detection System or HIDS is built by Wazuh which performs log activities, 

integrity checking of files, real-time alerts, and detection of rootkits. The process to conduct this is 

shown below. 
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