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1 Overview 

This document presents all the necessary steps to create a secure and anonymous malware 

virtual lab, ad-hoc tailored for studying the Conti ransomware and its interaction (impact) 

with a modern virtual environment.  

2 Requirements 

2.1 Functional Requirements 

The main requirement is to establish a secure tunnel that will protect the researcher during 

their study in two different cases. The first is during dynamic analysis (when the Conti 

ransomware is running), and the second is in the worst-case scenario if the malware finds a 

way to communicate with its C&C server. The Conti Group is a large criminal organization, 

and it is vital to use all possible precautions to avoid revealing personal information. The idea 

is to enforce a secure tunnel with the internet respecting all the C.I.A. (Confidentiality, 

Integrity, Availability) principles. The tunnel will be made secure using an encrypted channel 

through a VPN connection to encrypt all the packets. The T.O.R. Network will hide the 

actual I.P. address. The Malware Analyst workstation will automatically get a local I.P. 

address, transparently routed in the background to the internet through a Linux Gateway. 

 

Figure 1 Conceptual Diagram 
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2.2 Workstation Operating System 

Linux Distribution Ubuntu 18.04.6 LTS  

• Stability 

• Open Source/Free 

• Long Term Support 

• Immune from Windows-based Malware 

 

 

Figure 2 Workstation O.S. 

 

2.3 Software  

Hypervisor (type 2) VMware Workstation 16 Pro (Linux vers.)  

Table 1 - Hypervisor Software 

2.4 Hardware 

Platform Intel NUC 

CPU i5 (8 threads) 

RAM 64 G.B. 
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Drives 500 NVME SSD + 1TB SATA SSD 

Network 1Gbit ethernet adapter 

Mobile Device  Samsung Note 10 Lite  

Network Adapter USB-C Ethernet Adapter 

Table 2 – Hardware 

3 Environment Setup 

This section highlights the installation process of each part composing the virtual lab 

specifically designed to analyze the Conti ransomware. The description starts from the most 

external device (the mobile connection) to the most internal (Test Virtual Machines).  

3.1 Overview 

The conceptual diagram below illustrates an overall picture of the project architecture and 

how anonymous-encrypted connectivity has been achieved. 

 

Figure 3 Conceptual Diagram 
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3.2 Installation 

3.2.1 Mobile Device 

The use of a mobile phone for dedicated internet connectivity ensures two things: 

• The network is not part of a home/organization (enforcing even more isolation) 

• The mobile connection is less oriented to be geolocated and traced 

The android mobile device (Samsung Note 10 Lite) relates to a USB-C ethernet adapter to 

share through DHCP the internet connection to the physical machine that will share with 

N.A.T. to the virtual environment. 

  
 

Table 3 – Tethering, Note 10 Lite, Ethernet USB-C Adapter 

3.2.2 Physical Machine 

VMware Workstation Pro 16 can run several V.M.s thanks to the massive amount of RAM 

(64 G.B.) and up to 20 different virtual networks crucial for this project. 

 

Figure 4 Hypervisor type 2 
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3.2.3 VPN-TOR Server 

 

 

Figure 5 VPN-TOR Server (Janus VM) 

 

The VPN server needs to be set up with a valid user and password for the client. 

3.2.4 Gateway Linux 

The Linux gateway (Ubuntu 16 L.T.S.) acts as an intermediary between the external VPN-

TOR server and the malware analysis workstation Virtual Machine. The gateway will be a 

client for the VPN-TOR server and a server that will route all the packets for the malware 

analysis workstation and all the potential Virtua Machines in that subnet.  

 

Figure 6 Gateway Linux V.M. 
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To enable the routing in the Linux Gateway V.M. is necessary to change the value from 0 to 

1 as shown in the below file /etc/sysctl.conf. (for ipv4 requests to be forwarded from the 

internal vmnet3 to the newly created VPN interface). 

 

Figure 7 Code snippet to enable routing 

 

Enabling the VPN connection can be done via G.U.I.: 

 

Figure 8 VPN GUI setting 

 

The previous step will create the new VPN interface where the packets will be routed. 

 

Figure 9 Newly created VPN interface 

 

To redirect all the traffic to the new interface is necessary to use N.A.T.: 

 

Figure 10 Code snippet – How to redirect traffic to VPN interface 

 

Note: To verify that the change has been applied successfully (command: iptables –t nat -list-rules). 
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3.2.5 Remnux 

Remnux is a tailored Linux Ubuntu 18 based distribution with embedded malware analysis 

tools. 

 

 

Figure 11 Remnux network interfaces 

 

Figure 12 Remnux T.O.R. IP 
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Figure 13 Malware analysis tools 

It has one network interface connected to the Linux Gateway and another to the same 

subnet of the Test V.M.s and the N.A.S. The previous step makes the network capture easier 

because here, the traffic is isolated, and there is no VPN encryption, so the packets are 

exchanged in clear text. It is possible to see how the Linux gateway provides internet 

connectivity, but the T.O.R. network automatically hides the I.P. 

 

3.2.6 Test V.M.s 

These are the Windows virtual machines chosen to be infected by the Conti ransomware 

because they are the most used at the time of writing and will produce more reliable data to 

be analyzed. 

 

Test V.M. Network Address Description 

Windows Server 2019 192.168.30.5 Windows Server release 

Windows 10 Pro 192.168.30.3 Most common client version 

Windows 7 64bit 192.168.30.4 Old client version still in use 

Table 3 – Test V.M.s 
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The main V.M. used for the test is the one with Windows 10 Pro. This operating system is 

the most commonly used among all virtual infrastructures as a client or workstation to 

manage servers. The Flare V.M1. has been installed in the Windows 10 PRO V.M. 

Flare V.M. integrates all the tools that a Malware Analyst requires both for static and 

dynamic analysis. 

 

Figure 14 Flare V.M. and tools 

The installation is performed using a Powershell installer that requires admin privileges and 

will automatically install and reboot the operating system a few times. In addition, there are 

hundreds of tools and utilities for reverse engineering the code and network captures, such as 

Fakenet, Wireshark, and PeStudio. 

3.2.7 Virtual N.A.S. 

OpenMediaVault is a Linux distribution developed to provide a reliable N.A.S. (Network 

Attached Storage) for sharing files in a network. It is an excellent solution to store files from 

the test V.M.s because it is immune to Windows malware like Conti. 

 
 
1 https://github.com/mandiant/flare-vm 
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3.3 Networking Configuration 

The network configuration has been designed to maintain all the C.I.A. principles, 

especially confidentiality. It is of vital importance that the researcher's identity is not 

compromised and remains not known to the members of the Conti group. 

The network is composed of four subnets. The most external subnet gets internet access 

with N.A.T. (Network Access Translation), chosen over bridging because this ensures that 

the internal network is not browsable from the outside, augmenting the overall security. 

 

 

Figure 15 Virtual Lab subnets 

 

Figure 16 Virtual Lab subnets 

The design enhances the network isolation; it is possible to shut down a node to block the 

connectivity to the external. The Linux gateway is a different virtual machine than the 

malware workstation; therefore, a researcher can continue working and doing tests with the 

most external nodes powered off. The encryption ensures that cryptography is used in the 

packet. This action protects the information from being leaked if the traffic is intercepted. On 

the other hand, in the most internal subnet (192.168.30.0/24), the VPN encryption has not 

been applied yet. Thus the researchers will conduct experiments with plain text packets 

efficiently. Anonymity is achieved using the T.O.R. network by hiding the real internet I.P. 

so that the Conti group can not trace the geographical location of the virtual lab. In addition, 

the internet connection is established using a mobile operator to exclude infection in the local 

area network of the house/company. 
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4 Using the System 

4.1 Conti Sample 

In order to experiment, the Conti sample must be downloaded from a trusted website and 

executed safely. 

Even though the website has a good reputation, it is always best practice to verify the 

sample's integrity by comparing the two hash values. First, the one advertised on the website, 

and second, the one gathered from the sample downloaded. 

Details collected with PeStudio: 

 

Figure 17 – Conti Sample Hash Value 

 

SHA256 hash from MalwareBazaar by Abuse.ch 

 

 
 

As it is possible to see above, the hash values match. 
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4.2 Virtual Lab Utilization 

Before experimenting, taking a snapshot of each virtual machine and backups to an external 

storage is good practice. Then, in case of mistakes or hardware failures, it will be possible to 

revert quickly to a valid previous state.  

 

Figure 18 Virtual Lab V.M.s 

 

Figure 19 Virtual Lab in use 

 
 



13 
 

 

5 Data Sets 

5.1 Experiment 1 

5.1.1 Virtual Machines configuration files 

Each VMware virtual machine has a .vmx in its folder with the specific configuration. 

Therefore, it is essential to use these files to reproduce the virtual lab configuration. 

An example of the file below structure specifies the V.M. name, the hardware version and 

other important features: 

#!/usr/bin/vmware 

.encoding = "windows-1252" 

displayName = "Infected_ Windows 10 Pro" 

config.version = "8" 

  virtualHW.version = "16" 

5.1.2 Encrypted Connection network capture pcap file 

This file contains the capture of the network traffic from the gateway Linux machine to the 

external, showing that the connection is encrypted with the VPN and the packets are not 

readable. 

5.2 Experiment 2 

5.2.1 Kill Switches check output file 

This file contains the output of the pestr command launched against the conti.exe, showing 

all the strings found. 

5.2.2 I.D.A. Pro Disassembler files 

The folder contains the files gathered with I.D.A. Pro when reverse engineering the 

conti.exe sample. 

5.3 Experiment 3 

5.3.1 Openshares vs. Protectedshares network capture pcap file 

The pcap file contains the capture of the network traffic showing the attempts made by the 

conti.exe sample when encrypting the open share on the OMV NAS and the failure in 

encrypting the Windows Server share protected by authentication. 


