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Configuration Manual for A Deep Learning Phishing
Email Classifier Combined with NLP

EBONG, MAURICE A.
20148127

1 Introduction

This document presents the step-by-step guide to creating the code implementation of the
research topic “A Deep Learning Phishing Email Classifier Combined with NLP”. The
research aims to classify emails as either legitimate emails or phishing emails by applying
NLP processes and using machine learning and deep learning techniques in this
classification. The Jose Nazario phishing email corpus and the Enron email dataset were used
to carry out this research work.

The remainder of this report is organized as: Section 2 discusses the system specification in
terms of hardware requirement and software requirement, Section 3 will the software
installation guide and the development environment with the Python libraries. Section 4 will
present code implementation and evaluation as carried out by this research work and Section
5 conclude the report.

2 System Specification

2.1 Hardware Requirement

The hardware used for carrying code implementation had a RAM of 16GB, the processor
type was Intel core i7 with the processing speed of 1.99GHz, and a storage type of SSD with
a 512GB capacity.

2.2 Software Requirement

Microsoft Windows 10 Operating System is used to carry out the code implementation with a
stack of other software solutions. These software solutions include

e Anaconda Navigator — This is an open-source software used for creating and managing a
working environment for different Python programming language versions packed with a
set of libraries for that environment. Note that multiple work environments can be created
for different Python versions on a PC with anaconda navigation.

e Jupyter Notebook — This software is an interactive Python integrated development
environment (IDE) that executes Python code in blocks or cells. This IDE runs on a web
browser.

e Web Browser (Microsoft Edge Browser) — This software is used to render Jupyter
Notebook input IDE for executing code blocks or cells.



3 Software Installation Guide, Python Libraries and

Environment Setup
This section will the installation of Anaconda Navigator software, list all Python libraries to
be installed to successfully implement the proposed solution for this project, and create the
virtual Python environment Anaconda then install all libraries listed earlier.

3.1 Installation Guide

To install Anaconda on your windows 10 OS, download the Anaconda installer for Windows
from the Anaconda website. After a successful download of the installer file, locate the file
on your PC and follow the instruction listed below:

e Double click on the installer file to run the installer application. Once the installer
wizard is launched as shown in figure 1 below, click “Next” to continue with the
installation.
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) ANACONDA.

Figure 1: Install Anaconda wizard startup window

e Figure 2 below is the License Agreement window, click “I Agree” to continue with
the installation

) ANACONDA. o

Press Page Down to ses

zzzzzz

Figure 2:  License agreement window

e Figure 3 below is the Select Installation Type window, click “Next” to continue
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Figure 3:  Select installation type window

Figure 4 below is the Choose Install Location window, click “Next” to select the
default installation path to proceed to the next stage in the installation
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Figure 4:  Set the path for anaconda installation

Figure 5 below is the Advance Installation Options window, click “Install” to
continue with the installation
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Figure 5: Advance installation options window

Figure 6 below is the Installation Complete window, click “Next” to continue with the
setup
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Figure 6:  Anaconda installation in progress window

e Figure 7 below is the Install Options window for PyCharm installation, click “Next”
to skip installation of PyCharm IDE

Figure 7:  PyCharm IDE install window

e Figure 8 below is the Completing Anaconda3 Setup window, click “Finish” to
complete the setup

Completlng Anaconda3 2021.11
(64-bit) Setup

for installing Anaconda Indiidual Edition.

() ANACONDA.

W

Figure 8:  Complete anaconda installation window

3.2 Development Environment

After installing the Anaconda software, launch the anaconda command line. By default, an
environment called base was created. To set up a new environment where Python’s
Tensorflow libraries and other Python libraries used to successfully implement this project
will be installed. The following instruction will guide the creation of a new Anaconda
environment

e On Windows open the Start menu, scroll to the Anaconda folder, expand the folder,
and select Anaconda Command Prompt from the options to launch the command line
utility for Anaconda.




Figure 9:  Anaconda command prompt utility window

e Toinstall the current release of CPU-only TensorFlow and Python 3.6 interpreter, run
the following command on the open Anaconda command prompt

conda create -n tfenv tensorflow python=3.6
conda activate tfenv

Figure 10:  Setting up anaconda environment with Python version 3.6 and Tensorflow
dependencies

Figure 11:  Completed anaconda environment setup and environment activation to enable
installation of Python dependencies

3.3 Python Libraries

In the previous section, Anaconda environment “tfenv” was created and activated. Before
proceeding to create a new project, the table below shows the list of Python’s libraries and
their installation command used to install the libraries on the Anaconda command prompt in
the newly created environment

Python Library Anaconda Installation Command
nltk conda install -c anaconda nitk
pandas conda install -c anaconda pandas
seaborn conda install -c conda-forge seaborn
scikit-learn conda install -c intel scikit-learn
scikit-learn-intelex conda install nitk scikit-learn-intelex




imbalanced-learn conda install -c conda-forge imbalanced-learn

bs4 conda install -c conda-forge bs4

Figure 12:  Python libraries and their anaconda installation command

4 Implementation and Evaluation
4.1 Start a new project

To start the project coding implementation, click on the Start menu, scroll to the Anaconda
folder, expand the folder, and select Anaconda Navigator to launch the software.

) ANACONDA NAVIGATOR

Figure 13:  Anaconda navigator startup window

Figure 13 above is the start-up window of Anaconda Navigator, from the dropdown labelled
as 1, select the “tfenv” environment on which to launch the Jupyter notebook and click the
launch button labelled 2.
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|

Figure 14:  Jupyter notebook start up view on the browser

Figure 14 above is the start-up window on the browser for Jupyter notebook, click the
dropdown button marked 1 to open the option menu for creating new project and click on
menu option labelled “Python 3 marked 2 to start a new project.




4.2 Install Python Libraries using the PIP command

In [1]: M !pip install wordninja
Ipip install pyenchant
1pip install wordcloud

Requirement already satisfied: wordninja in /home/zkrosoft/anaconda3/env
s/deep-learn/1ib/python3.6/site-packages (2.0.8)

Requirement already satisfied: pyenchant in /home/akrosoft/anaconda/env
s/deep-learn/1ib/python3.6/site-packages (3.2.2)

Requirement already satisfied: wordcloud in /home/akrosoft/anaconda3/env
s/deep-learn/1lib/python3.6/site-packages (1.8.1)

Requirement already satisfied: numpy>=1.6.1 in /home/akrosoft/anacondaz/e
nvs/deep-learn/1ib/python3.6/site-packages (from wordcloud) (1.18.2)
Requirement already satisfied: matplotlib in /home/akrosoft/anaconda3/env
s/deep-learn/1ib/python3.6/site-packages (from wordcloud) (3.1.3)
Requirement already satisfied: pillow in /home/akrosoft/anaconda3/envs/de
ep-learn/lib/python3.6/site-packages (from wordcloud) (8.4.8)
Requirement already satisfied: pyparsing!-2.0.4,1-2.1.2,1-2.1.6,>=2.0.1 i
n /home/akrosoft/anacondas/envs/deep-learn/lib/python3.6/site-packages (f
rom matplotlib->wordcloud) (3.8.4)

Requirement already satisfied: cycler»-@.10 in /home/akrosoft/anaconda2/e
nvs/deep-learn/1ib/python3.6/site-packages (from matplotlib->wordcloud)
(6.11.0)

Requirement already satisfied: python-dateutil

.1 in /homefakrosoft/ana

Figure 15: Code block use to install Python dependencies using PIP install command

4.3 Import Python’s Dependencies

import os
impart re
import time
import string
import nltk
import wordninja
import enchant
import math

import pandas as pd
import numpy as np

import seaborn as sns
import matplotlib.pyplot as plt
atplotlib inline

from nltk.corpus import stopwords
from nltk.tokenize import RegexpTokenizer
from nltk.stem.snowball import Snowballstemmer
from nltk.stem.porter import Forterstenmer

from sklearn.festure_extraction.text import Countvectorizer, TfidfTransformer
from sklearn.model sslection import GridsearchCv, stratifisdkFold, train_test split

from sklearn.ensemble import RandomForestClassifier

from sklearn import svm

from sklearn.metrics import classification_report, confusion_matrix, precision_score, roc_auc_score

from imblearn.over_sampling import SMOTE
#rom imblearn.under_sampling import Randomundersampler

import tensorflow as tf
from tensorflow.keras.models import Sequential, Model

from tensorflow.keras.callbacks import £arlystopping, ModelCheckpoint, ReduceLRenFlateau
from tensorflow.keras.layers impert =

from tensorflow.keras.wrappers.scikit_learn import kerasclassifier

from bs4 import BeautifulSoup
from html.parser import HTMLParser

from wordcloud import WordCloud, ImageColorGenerator, STOPHORDS
from PIL import Image

nltk.dewnload( ' stopuords’)

[nltk_data] Downloading package stopuords to
[nltk_data] /home/akrosoft/nltk_data. .

[nltk_data] Package stopwords is already up-to-date!

out[2]: True

Figure 16:  Code block use to import Python dependencies

4.4 Declared Variables, custom data type and functions



In [3]: M dataset_directory = "dataset/extraction/"

legitinate_emails - "emails.csv"
phishing_emails_1 = "phishing3.txt"
phishing_emails_2 = "private-phishingd.txt"

label_l =
label_2 =
label 2 = "file”

data = None
process_phishing_emails = None
model_scores = dict()
base_model_scores = dict()

ps = Porterstemmer()

stemmer = Snowballstemmer("english”)

d - enchant.Dict("en_Us")

v = Countvectorizer()

oversampling = SMOTE()
tfidf_transformer = TfidfTransformer()

loss_type egorical_crossentropy”
kernel_init ='random_uniforn®
activate_relu = 'relu’

activate_sig = 'sigmoid’
activate_soft = 'softmax’

sum_label ="
rfc_label ="RFC"
dnn_label ="DHN"

accuracy_lab
auc_label =
precision_label = "Precision”

Figure 17:  Code block use for variables declaration

In [4]: M class GetPageContent{HTMLParser):
def __init_ (self):
super().__init_ ()
self.page_content = "

def handle_data(self, data):
if data:
self.page_content <= data

def get_content(self):
return self.page_content

def error(self, message):
pass

Figure 18: Code block showing class definition for parsing html string and retrieve the
content of as string

In [5]: M| def split_concatenated_words{cencatenated_word):
return wordninja.split{concatenated_word)

In [6]: M| def generate_np_array_with_default_value and_fixed_size(word, length)
initial_list = list()
for i in range(length):
initial_list.append{word)
return np.array(initial list, dtype-cbject)

Figure 19:  These code blocks show the functions (i) to split group of words joined together as
a single word and (ii) to generate a NumPy array of a given length and default string

In [71: M def process_raw_email_data(raw_data):
processing_emails = list()
email_list - raw_data.split("</html>"}

for email in email list:
email _fragments - email.split("<html>"}
if len(email_fragments) — 2:
html = email_fragments[1
eautifulsoup(ntml, 'ntml.parser')
soup.get_text()
email_text.replace(”
email_text.replace
email_text.replace
email_text.replace(”

email_text

email_header - email fragments[e]

- Beautifulscup(email_header, ‘nhiml.parser’)
1l _header = soup.get_text()
h, email_header.replace(”
email_header.replace(”
email_header.replace(’
email_header - email_header.replace("sp:", ")
corrected_email - email_header + " \nin " + email_text

processing_emails.append{corrected_email)

return processing_emails




Figure 20: Code block showing the function used to convert email string to processed email list
removing HTML tags and other special characters

In [8]: M def read_email_data_from file(file_path):
try:
with open(file_path, "r") as f:
data - f.read()
except:
with open(file_path, 'rb') as f:
data = f.read().decode{errors="replace')
return data

In [2]: M def process_word_as_english_werd(werd):
return stemmer.stem(word)

Figure 21: These code blocks showing the functions (i) to read the content of a file and return
a string of the content of the file (ii) to stem a word to its root word using SnowballStemmer
modules

In [18]: M |def process_text(text):
tokens = tokenizer.tokenize(text)
message = ' ‘.join{tokens).lower()

words_bag = message.split(" ")
for i in range(@, len{words_bag}-1):
try:
if (len(words_bag[i]) » 15):
if (len{words_bag[i]) <= 58):
word_list = split_concatenated_words{words_bag[i])
phrase = ' . join(werd_list)
words_bag.pop(i}
words_bag.insert(i, phrase)
else:
words_bag.pop(i)
except:
pass

message = ' ' . join(words_bag)

token = message.split()
teken = [process_word_as_english_word(word) for word in tecken if mot (word in stepwords.words(

return token

3

Figure 22:  Code block showing the function use to tokenize the content of an email

In [11]: M |def generated_mest_common_words(ls):
word_list = 1ist()
allwordpist = nltk.Freqoist(w for w in 1s)
most_common= allWordDist.most_common(18)
for item in most_common:
word_list.append(item[@])
return word_list

In [12]: M def build_deep_learning_model({train_x, train_y):

DLNN_Model = sequential()
DLNN_Model.add (Dense(train_x.shape[1], input_dim=train_X.shape[1], activatiocn = activate_relu,
DLNN_Model.add (Dense(l,activaticn=activate_sig, kernel_initializer=kernel_init)})
DLNM_Model.add (Dense(2,activation-activate_soft))
DLHN_Model.compile(

loss = loss_type,

optimizer = opt_adam,

metrics = [

‘accuracy’
1

Y

}
DLNN_Model. summary ()
return DLNN_Model

3

Figure 23: These code blocks showing the functions (i) to generate the list 10 most common
words in a given email tokens and (ii) to build an instance of DNN model used in analyzing the
phishing email corpus



In [13]: M def generate_wordcloud_plot{text, mask, max_words, plot_title, image_color}:
stopwords = set{STOPWORDS)
we = WordCloud(
background_coler="white',
stopwords stopwords,
max_words max_words,
max_font_size = 128,
random_state = 42,
mask = mask
)
wc .generate (text)
plt.figure(figsize=(25.8, 15.8)}
if image_coler:
image_colers = ImagecColorGenerator(mask);

plt.imshew(wc.recolor(color_func-image_ceclors), interpolation="bilinear"};
plt.title(plot_title, fontdict-{'size': s@,
‘verticalalignment': 'bottom'})
else:

plt.imshow(wc);
plt.title(plot_title, fontdict={'size': 5@, 'col
“verticalalignment':

red",
ttom®})

plt.axis('off");
plt.tight_layout()

Figure 24:  Code block showing the function use to generate wordcloud plot list of words

In [14]: M |def to_percentage(number):
number = number * 1ee
factor = 18 ** 2
return math.floor{number * facter) / factor

Figure 25:  Code block showing the function use to convert number to its percentage
equivalent

45 Load datasets into IDE

In [15]: M file_path_1 = os.path.join{es.getcwd(), dataset_directery, phishing_emails_1)
file_path_2 = os.path.join(os.getcwd(), dataset_directery, phishing_emails_2)

temp_data_1 = read_email_data_from_file(file_path_1)
temp_data_2 = read_email_data_from_file(file_path_2)

data = temp_data_1 + "\n" + temp_data_2

In [16]: MW process_phishing emails = np.array{process_raw_email data(data))
phishing_label = generate_np_array_with_default_value_and_fixed_size('phishing®, process_phishing_g
3
In [17]: W phishing_email_cerpus = np.array({[precess_phishing_emails, phishing_label])
phishing_email = pd.DataFrame(np.transpose(phishing_email_corpus), columns=[label_1, label_2], inde
3

Figure 26:  These code blocks showing the code use (i) to read phishing email corpus as string
data, (ii) to convert email string data to email list using numpy arrays and generating column
label for marking email as a phishing email, and (iii) convert the generate NumPy arrays to
panda’s data frame used for analyzing the algorithm to be implemented

In [18]: M legitimate_email = pd.read_csv(os.path.jein(os.getcwd(), dataset_directery, legitimate_emails))
legitimate_email.columns = [label_z, label_1]
legitimate_email[label 2] = legitimate email[label 1].apply(lambda x: "legitimate™ if x!="" else ""

legitimate:email.drup([]abel_a], axis=1, inplace=True}
legitimate_email = legitimate_email.sample(n=5e2a)

Figure 27:  Code block showing the code used to read legitimate emails from a CSV file

4.6 Data pre-processing and data visualization

In [1%]: W phishing_email_df - pd.concat([legitimate_email, phishing_email], ignore_index-True)
In [28]: W tokenizer - RegexpTokenizer(r'[4-Za-z]+')
In [21]: W phishing_email_df[ 'tokenized_text'] - phishing_email_df[ 'email'].apply{process_text)

In [22]: W phishing_email df['sent_email'] = phishing_email df['tckenized text®].map(lambda 1s: ' '.join(1s))

10



Figure 28:  These code blocks show the code use (i) to merge phishing email data frame and
legitimate email data frame, (iii) to create an instance of the RegexpTokenizer module used in
the tokenizing email string, (iii) to generate a token from email text and (iv) to generate sent
email from the email token

In [23]: M phishing_email df
out[23]: email label tokenized_text sent_email

o Message-iD: <11143390, 107555921258 Jmvabda e legimate | [T5520. e, care.  messag trym
4 Message-ID: <30174830. 1075857502088 JavahaiLe. . legiimate
2 Message-ID: <B375331.1075853850005, Jevalai.ev. . legitmate
3 Message ID: <28830835.1075843180100. JavaMaie... lagitimate
1 sage-1D: <15000008. mamaie.. iegitmate  lmessag tyme date.

cazs 0412387542 rom nowply@geogiatossersca.  phishing 9998 F3T. B2 orge,

€429 400 TBEACF31000FEA40BISS IE4CIEDN42250105CCF. . PIshing

8430 o0 - T phishing

6421 05102015 12:4€:14From g2sThdy@server.pixels... phishing

6432 5/1D/2015 04:40:41From prys172175a345p0stmast phishing [ th. SRR

Snain. 168in. monkey. . onigin 55in mankey 551
5433 rows x 4 columns

Figure 29:  Code block showing the summary phishing email dataset used to analyze the
algorithms to implemented

1, 1gs.
PLT.pie(depandent_variabl
plt.title("\ninLegitimate

PLt . showut)

Legitimate Emails to Phishing Emails Ratio

Legitimate Email

Phishing Email

Figure 30: Code block showing the pie plot binary class distribution of the phishing email
corpus

In[25]: MW legitimate_emails_group = phishing_email _df[phishing_emall df[label 2] == 'legitimate’]
phishing_emails_group = phishing_email df[phishing_email df[label 2] == 'phishing']

Figure 31:  Code block showing the division of the dataset into phishing email and legitimate
emails class
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Figure 32:  Code block showing the wordcloud plot for legitimate email class
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Figure 33: Code block showing the wordcloud plot for phishing email class

4.7 Models’ implementation and Analysis of result

In [28]: M X = cv.fit_transform{phishing_email_df['sent_email'])
y = pd.get_dummies(phishing_email_df[label_2])
y = y.iloc[:, 1].values

In [29]: MW X, ¥y = oversampling.fit_resample(X, y)

In [38]: M |X_train, X test, y train, y_test = train_test_split(x, y, test_size = 8.3, random_state = @)
print("Train X: ", X_train.shape)
print("Train y: ", y_train.shape)

Train X: (708, 11333)
Train y: (7002,)

12



Figure 34:  These code blocks show the code use (i) to generate independent variables labelled
X and dependent variables labelled y, (ii) to eliminate the imbalance in the dataset, and (iii) split
the dataset into training set and testing set

In [31]: M| SWM_medel = sum.SVC()
training_start_time = time.time()
SVM_model  Fit(X_train, y_train)

training_end_time - time.time()
training_svm_time_diff = training_end_time - training_start_time

=

In [32]: testing_start_time - time.time()

SM_model ,score(X_test, y_test)

testing_end_time - time.time()

testing_svm_time_diff - testing_end_time - testing_start_time

Figure 35:  These code blocks showing the code use (i) to create SVM model and train the
SVM model and (i) to evaluate the performance trained SVM model

In [33]: M | print(’\n‘nBASE SVM MODEL SUMMARY REPORT')
print({’ )
print(’ wnnt)
print('Training Time :', training_svm_time_diff, " seconds")

print{'Testing Time :', testing_svm_time_diff, " seconds")

print(’\nTraining
print('Testing Accuracy :', SvM_model.score(X_test, y_test))
y_pred - SvM_model.predict(X_test)

confusion mat = confusicn_matrix(y_test, y_pred)

uracy :°, SVM_model.score(X_train, y_train})

print('\nCLASSIFICATION REPORT\n')
print{classification_report(y_pred, y_test, target_names —[‘Phishing',’'Legitimate']))

print( ' \nCONFUST!
plt.figure(figsi:

ax.set_xlabel( "\
ax.set_ylabel('actual valu
ax.xaxis.set_ticklabels(['
ax.yaxis.set_ticklabels(['
plt.shou()

'Phishing® 1)
»'Phishing” 1}

print("\nYynMODEL EVALUATION SCORES\n"™)

base_model_scores[svm_label] - dict()

base_model_scores[svm_label][accuracy_label] = to_percentage{accuracy_score(y_test, y_pred))
base_model_scores[svm_label][auc_label] - to_percentage(roc_auc_scere(y_test, y_pred))
base_model_scores[svm_label][precision_label] = to_percentage(precision_score{y_test, y_pred))

print("acc Score: " + str(base_model_scores[svm_label][accuracy_label]))
print("a str(base_model_scores[svm_label][auc_label]))
i ion score: " + str(base_model_scores[svm_label][precisicn_label]))

print()

Figure 36:  Code block showing the code use to display SVM model analysis and results

BASE SvM MODEL SUMMARY REFORT

Trainlng Time : 3.367E5117492ET7STE  seconds
Testing Time : 1.1377753979757363 seconds

: e.sssssriazssriaas
: ®.9s==333zz=z33zEz

recision recsll fil-score  support
1.2 1.20 .20 1518
1.e0 1,20 .20 1aza
1.e0 P

100 1.e0 1.e0 zeoe
1.ee 1.0 1.ee ze0e

CONFUSION MATRIX

Seaborn Confusion Matrix with labels

MODEL EVALUATIOM SCORES

as.83

re: 100.0

Figure 37:  Code block showing details of the execution of code block in figure 36
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In [34]: W tuned_parameters = {'kernel': ['linear', 'rbf'], 'gamma': [1e-3, le-4], 'C": [1, 18, 1ee, Sea]}

In [35]: M SvM_tuned_model = Gridsearchcv(svm.Sve(), tuned_parameters)
training_start_time - time.time()
SVM_tuned_medel. fit(x_train, y_train)

training_end_time - time.time()
training_tuned_svm_time_diff - training_end_tine - training start_time

In [38]: W testing start_time = time.time()
SWM_tuned_medel.score(X_test, y_test)
testing_end_time = time.time()

testing_tuned_svm_time diff - testing_end time - testing_start_time

Figure 38:  These code blocks showing the code use (i) to create tune parameter SVM model,
(ii) to perform hyperparameter tuning for SVM model using GridSearchCV module and
training SVM model, and (iii) to evaluate the performance trained tuned SVM model

In [37]: M print('\n\nHYPERPARAMETER TUNED SWM MODEL SUMMARY REPORT®)

print(* It
print(* An\n')
print('T :*, training tuned svm_time diff

print('Te » testing_tuned_svm_time diff,
y ', SVM_tuned_model.score(X_train, y_train))
print('Testing ', SWM_tuned_model.score(X_test, y_test))
y_pred = svi_tuned_model.predict(x_test)

confusion_mat = confusion_matrix(y_test, y_pred)

print(*\nTr

print('\nCLASSIFICATION REPORT\n'})
print(classification_report(y_pred, y_test, target_names -['Phishing’,'Legitimate']))

print(*\n
plt.figure(figs:
ax = sns.hestmap(confu
ax.set_title('Seaborn
ax.set_xlabel(’
ax.set_ylabel(" :
ax.xaxis.set_ticklabels(['Legitimate’,'Phishing']}
ax.yaxis.set_ticklabels(['Legitimate’,'Phishing’])
plt.show()

t, annct = True, cma
Matrix with label

print("wnyn OM SCORES\n")

model_scores[svm_label] - dict()

model_scores[svm_label][accuracy_label] = to_percentage(accuracy_score{y_test, y_pred))
model_scores[svm_label][auc_label] - to_percentage(roc_auc_score(y_test, y_pred))
model_scores[svm_label][precision_label] - to_percentage(precision_score{y_test, y_pred))

print( score: " + str(model_scores[svm_label][accuracy_labell})
print( " + strimodel_scores[sve_label][auc_label]))

print( e: " + str(model_scores[svm_label][precision_labell))
print(}

print(}

Figure 39:  Code block showing the code use to display tuned SVM model analysis and results

TER TUMED SWM MCDEL SUMMARY REFORT

Training Time : 133.42724633216858 seconds
Testing Time : ©.2123418791751785 seconds
Training Accuracy : 1.8
Testing accuracy : 1.

CLASSIFICATION REFORT

precision recsll fil-score  support

Phishing 1.ee 1.e0 1.ee 1511
Legitimate 1.ee 1.2 1.e9 1489
accuracy 1.e9 zeee
acro avg 1.ee 1.2 1.e9 zeee
weighted avg 1.ee 1.e0 1.ee zaee

CONFUSTION MATRIX

Seaborn Confusion Matrix with labels

1200

- 1200

Leqitimate

- 1000

=00

- s00

Actual Values

-.200

Phishing

- 200

Legitimare. Prushing

Predicted Valwes

MODEL EVALUATION SCORES
Accuracy score: 1ee.e

AUC sScore: lee.e
Frecisicn Score: 188.2
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Figure 41:

Figure 43:

Figure 40: Code block showing details of the execution of code block in figure 39

In [38]: M svm_performance_df - pd.DataFrame({
"syn": [base_model_scores[svm_label][accuracy_label], base_model_scores[svem_label][auc_label],
“TUNED SVM": [model_scores[svm_label][accuracy_label], medel_scores[svm_label][auc_label], mode
}» index=[accuracy_label, auc_label, precision_label])
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In [33]: M svm_performance_df
out[39]: SVM TUNED SvM
Accuracy 28933 100.0
AUC 0083 100.0
Precision 100.00 100.0

tuned SVM into panda’s data frame, (ii) to view the summary of analyzed SVM models in
tabular form

In [<8]: M |svm_performance_df.plot(kind="bar"})
plt.title("Phishing email classification Performance multiple Bar chart for suM Models")
plt.xlabel("Evaluation Metrics™)
plt.ylabel("Evaluation in Percentage(%)")
out[48]: Text(e, e.5, 'Evaluation in Percentage(¥)')

Phishing Email Classification Performance Multiple Bar Chart for SVM Models

100 | - sy
== TUNED SVM

E

Precision

]

Evaluation Metrics

Figure 42:  Code block showing the code use to plot a multiple bar chart comparing
implemented SVM models and the output generated by executing the code

E
.
£
=

rfc_model = RandomForestClassifier{random_state=42)

1
|
=

training_start_time = time.time()
rfc_model.fit(x_train, y_train}

training_end_time = time.time()
training_rfc_time_diff = training_end_time - training_start_time

1
N
[}
=

testing_start_time = time.time()
pred = rfc_model.predict(x_test)

testing_end_time = time.time(}
testing_rfc_time_diff = testing_end_time - testing_start_time

In [44]: accuracy_score(y_test,pred)

out[44]: 1.8

the RFC model, (iii) generate prediction for performance trained RFC model and, (iv) to
evaluate the performance trained RFC model
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These code blocks showing the code use (i) to convert output of analyzed SVM and

These code blocks showing the code use (i) to create RFC model instance, (ii) train



In [45]: M| print('\n\nBASE RFC MODEL SUMMARY REPORT')
print(* ")
print(’ nin')

print('Training Time :°, training_rfc_time_diff, " seconds")
print('Testing Time :', testing_rfc_time_diff, " seconds")

print(*\nTraining Accuracy :°, accuracy_scere(rfc_model.predict(X_train), y_train))
print('Testing Accuracy : accuracy_score(rfc_medel.predict(X_test), y_test))
y_pred = rfc_model.predict(X_test)

confusion_mat = confusion_matrix(y_test, y_pred)

print('\nCLASSIFICATION REPORT\n')
print(classification_report(y_pred, y_test, target_names =['Phishing','Legitimate’']))

print('\nCONFUSTON MA
plt.figure(figsiz
ax = sns.heatmap({confusion_mat, annct = True, cma
ax.set_title('Seaborn Confusion Matrix with label
x.set_xlabel('‘\nPredicted values')
ax.set_ylabel('Actual values ');
ax.xaxis.set_ticklabels{['Legitimate”, 'Phishing" ]}
ax.yaxis.set_ticklabels(['Legitinate®, 'Phishing']}
plt.shou()

w

print("\n\nMODEL EVALUATION SCORES\n")

base_model_scores[rfc_label] = dict()

base_model_scores[rfc_label][accuracy_label] = to_percentage{accuracy_score(y_test, y_pred))
base_model_scores[rfc_label][auc_label] = to_percentage{roc_auc_score(y_test, y_pred))
base_model_scores[rfc_label][precision label] = to_percentage({precision_score(y_test, y_pred))

print("accuracy Score: " + str(base_model_scores[rfc_label][accuracy_label]))
print("AUC Score: * + str{base_model_scores[rfc_label][auc_label]))
print(“Precision Score: ” + stri{base_model_scores[rfc_label][precision_label]))
print(}

print()

Figure 44:  Code block showing the code use to display RFC model analysis and results

BASE REC MODEL SUMMARY REPORT

Training Time : ©.S45295E344594452 seconds
Testing Time : ©.85983203343217S751 seconds
Trainlng Accuracy @ 1.8
TesTing Accuracy : 1.2

CLASSIFICATION REPORT

precizion recall fi-scare  suppert

Phishing 1.88 1.08 1.e8 1811
Legitimate 1.ee 1.0 1.e8 1489
sccuracy 1.e8 2e00
macre ave 120 1.e9 1.ee ze0e
weighted avg 1lee 1lee 1lee ceoe

CONFUSION MATRIX

Seaborn Confusion Matox with labels

Leanimaze Prashing

Precicted Vamses

MODEL EVALUATION SCORES
Accuracy Score: 10@.@

AUC score: 1@@.
Precision score: 1ee.e

Figure 45:  Code block showing details of the execution of code block in figure 44

x

param_grid = {
"n_estimators': [1ee, 2ee, 1leee],
‘max_features': ['aute', *sgrt’, 'log2'],
max_de| ' : [3e, %8, 108],
“criteriol ‘gini*, 'entropy'l,
‘bootstrap': [True],

rfc=RandomForestClassifier{random_state-42)
tuned_model_rfc = Gridsearchcv(estimator=rfc, param_grid=param_grid, cv= 5)

x

In [28]: training_start_time - time.time()

x

tuned_model_rfc.fit(X_train, y_train}

training_end_time = time.time()
training_tuned_rfc_time_diff = training_end_time - training_start_time

n [49]: testing_start_time = time.time()

o
x

pred=tuned_model_rfc.predict{x_test)

testing_end_time = time.time()
testing_tuned_rfc_time_diff = testing_end_time - testing_start_time

In [5e]:

x

accuracy_score(y_test,pred)

out[se]: 1.e

Figure 46:  These code blocks showing the code use (i) to create tune parameter RFC model,
(ii) to perform hyperparameter tuning for RFC model using GridSearchCV module, (iii) to

16



training tuned RFC model, (iv) generate a prediction for performance trained tuned RFC
model and, (v) to evaluate the performance trained tuned RFC model

In [51]: M print{'‘\n\n#YPERPARAMETER TUNED
print(’ ')
print(’ wnyn')

print{'Training Time :*, training_tuned_rfc_time_diff, " secon
print{'Testing Time :', testing_tuned_rfc_time_diff, " seconds")

print('\nTraining Accuracy :", accuracy_score(tuned_model_rfc.predict(x_train), y_train))
print({'Testing Accuracy :', accuracy_score(tuned_model_rfc.predict{x_test), v_test))
v_pred = tuned_medel rfc.predict(X_test)

confusion_mat = confusion_matrix{y_test, y_pred)}

print('\nCLASSIFICATION REPORT\N')
print{classification_report(y_pred, y_test, target_names =['Phishing', 'Legitimate']))

print('\nCONFUSION MATR
plt.figure(figsize= (

i

g
ax = sns.heatmap(confusion_mat

True, cmap="Blues")
AU H

ax.set_title('seaborn
ax.set_xlabel('\nPre
ax.set_ylabel('actusl value
ax.xaxis.set_ticklabels(['Legitimate’,'Phishing"]}
ax.yaxis.set_ticklabels(['Legitimate’,'Phishing"1}
plt.show()

print{"n\ EVALI ON SCORES\Nn")
model_scores[rfc_label] dict()
model_scores[rfc_label][accuracy_label] = to_percentage(accuracy_score(y_test, y_pred))
model_scores[rfc_label][auc_label] = to_percentage(roc_suc_score(y_test, y_pred))

model_scores[rfc_label][precision_label] = to_percentage(precision_score(y_test, y_pred})

print("Accu Score: " + str{model_scores[rfc_label][accuracy_label]))

print("auc " + str(medel_sceres[rfc_label][auc_label]l})
print("pPrecision sScore: " + str(model_scores[rfc_label][precision_label]})
print(y

print()

Figure 47:  Code block showing the code used to display tuned RFC model analysis and
results

HYPERPARAMETER TUNED RFC MODEL SUMMARY REPORT

Training Time : 943.5954595178436 seconds
Testing Tims : ©.89355108554603051 s=conds
Training Accuracy : 1.8
Testing Accuracy : 1.e

CLASSIFICATION REFORT

precisicn recall fl-score  support

Phishing 1.e8 1.8 1.ea 1511
Legitimate 1.ee 1.80 1.ee 1353
accuracy 1ea zeee

- 122 1.8 1 es zeee
weighted svg 1.e8 1.8@ 1em zeee

CONFUSION MATRIX

Seaborn Confusion Matrix with labels

1400

1200

| 1000

Legtimate

=00

Actusl Valaes

- 200

isting

-200

Legitimate Prashung

Precicted Vakses

MODEL EVALUATION SCORES
accuracy score: 1se@.e

AUC Score: 1ee.e
Erecision Score: 188.2

Figure 48:  Code block showing details of the execution of code block in figure 47

In [52]: MW rfc_performance_df = pd.DataFrame({
"RFC": [base_model_scores[rfc_label][accuracy_label], base_model_scores[rfc_label][auc_label],
"TUNED RFC": [model_scores[rfc_label][accuracy_label], model_scores[rfc_label][auc_label], mode

}, index=[accuracy_label, auc_label, precision_label])

3
In [53]: M| rfc_performance_df
out[53]: RFC TUNED RFC
Accuracy 100.0 100.0
AUC 1000 100.0
Precision 100.0 100.0
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Figure 49:

These code blocks showing the code use (i) to convert output of analyzed RFC and

tuned RFC into panda’s data frame, (ii) to view the summary of analyzed RFC models in

In [54]:

out[54]:

Figure 50:

tabular form

M rfc_performance_df.plot({kind="bar")
plt.title("Phishing Email Classification Performance Multiple Bar Chart for RFC Models™)
plt.xlabel{ uation Metrics")
plt.ylabel( uation in Percentage(X)")

Text(8, .5, 'Evaluation in Percentage(X)')

Phishing Email Classification Performance Multiple Bar Chart for RFC Models

100 - RFC
- TUNED RFC
g a0
£
E e
&
)
]
H
& 2
0
g g g
g 2 @
i &

Evaluation Metrics

Code block showing the code use to plot a multiple bar chart comparing

implemented RFC models and the output generated by executing the code

In [55]:

In [56]:

Figure 51:

W WN_train_y = pd.get_duemies(phishing_email_dff'label'])
NN_train_y = WN_train_y.ilec[:, 1].values

WH_train_X = cv.fit_transform{phishing_email df['sent_email'])
NN_train_x = tfidf_transformer.fit_transform{N_train_X)

WN_train_X, NN_train_y = oversampling.fit_resample(NN_train_X, WN_train_y)

WH_train_X = WN_train_X.A

N X_train, ¥_test, y_train, y_test = train_test_split(WN_train_X, wN_train_y, test_size
print("Train x: ", ¥_train.shape)
print("Train y: ", y_train.shape)

= 8.3, randon

Train x:
Train y:

(7age, 11399)
(7eee,)

These code blocks showing the code use (i) to generate independent variables

labelled NN _train_X and dependent variable labelled NN_train_y for DNN analysis and
eliminate any imbalance in the dataset, (ii) split the dataset into training set and testing set

n [571: M

deep_learning_model = KerascClassifier(lambda:build_deep_learning_model(X_train, y_train), epochs=1¢
training_start_time - time.time()

Geep_learning_model.fit(X_train, y_train)

training_end_time — time.time()
training_dnn_time_diff - training_end_time - training_start_time
>
Model: “seguential®
Layer (type) Output shape Forom =
dense (Dense) (Hone, 11s9s) 121538100

Gense_1 (pense) Thione, 13 Tisee
dense_z (pense) (rone, 23 =

=poch 1/18

7er7e [ 1 - 31s ssems/step - loss: ©.5585 - accuracy: ©.93e1
Epoch 218

7er7e [ 1 - 31s %28ms/step - 1oss: ©.5156 - accuracy: 8.598%
Epoch Zs1e

78r76 [ 1 - 325 25ems/step - loss: 8.4855 - accuracy: 1.c000
Epoch 4/1e

7er78 1 - 325 45ims/step - 1oss: ©.4589 - accuracy: 1.86ee
Epoch s/18

78/78 1 - 325 253ms/step - loss: 8.4348 - accuracy: 1.c000
Epoch =s1e

rer7e 1 - 325 452ms/step - loss: ©.4165 - accuracy: 1.eeea
Epoch /18

7oz 1 - 325 ssems/step - loss: e.3853 -

Epoch S/1e

Fer7e L 1 - 325 4s2ms/step - loss: €.3652 -

Epoch S/18

ver7e [ 1 - 325 ssamssstep - loss: e.3584 -

Epoch lerie

Fer7e L 1 - 325 45ims/step - loss: ©.3328 - accuracy: 1.eeea
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Figure 52:  Code block showing the code to create an instance of DNN model and train the
DNN model using the training dataset

In [58]: M y_pred_train = deep_learning_medel.predict(X_train)
testing start_time = time.time()
y_pred = deep_learning_model.predict(X_test)
testing_end_time = time.time()

testing_dnn_time_diff = testing_end_time - testing start_time

Figure 53: Code block showing the code use to generate prediction for performance trained
tuned DNN model

In [59]: M print(’'\n\nDNN WODEL SUMMARY REPORT")}

print(’ )
print(* \n\n®)
print('T e :, training_dnn_time_diff, " seconds")

print('Testing Time :', testing dnn_time diff, " seconds")

print('\nTraining Accuracy :*, accuracy score(y_train, y_pred_train)}

print('Testing Accuracy :', accuracy_score(y_test, y_pred))

confusion_mat - confusion_matrix(y_test, y_pred)

print('\nCLASSIFICATION REPORT\n')

print(classification report(y_pred, y_test, target names =[*Phishing',’Legitimate'1))
primt( ' \nCONEL:
plt.figure(fig
ax = sns.heatmap({confusion_mat
ax.set_title('Seaborn C
ax.set_xlabel('\nPred
ax.set_ylabel('actual value
ax.xaxis.set_ticklabels(
ax.yaxis.set_ticklasbels([’
plt.show(}

,'Phishing" 1)
,'Phishing" 1)

print("\n\nMODEL EVA W SCORES\N™)
model_scores[dnn_label] - dict(}

model_scores[dnn_label][accuracy_label] - to_percentage(accuracy_score(y_test, y_pred))
model_scores[dnn_label][auc_label] - to_percentage(roc_auc_score(y_test, y_pred))
model_scores[dnn_label][precision_label] - to_percentage(precision_score(y_test, y_pred))

“ + str(model_scores[dnn_label][accuracy_labell))

print( r(model_scores[dnn_label][auc_label]}}
print("p t + str(model_scores[dnn_label][precision_label]}}
print()
print(}

Figure 54:  Code block showing the code use to display DNN model analysis and results

DHM MODEL SUMMARY REPORT

Training Time : 236.8483572157842 seconds

Testing Time : 2.28526926@8486494 seconds
Training Accuracy : 1.8
Testing Accuracy : 1.2

CLASSIFICATION REPOART

precision recall fil-score  support

Phishing 1.e8 1.8@ 1.e@ 1s11
Legitimate 1.28 1.e0@ 1.ee 1489
sccuracy 1.e@ LT
macro aveg 1.28 1.0@ 1.ee ECEE)
weighted avg 1.e@ 1.0@ i.e@ ECER)

CONFUSION MATRIX

Seaborn Confusion Matrix with labels

1500

- 1200

Legitimate

- 1000

- g0

Actual Values

- so

- 200

Phishing

- 200

Legitimare Phishing

Predicted WValues

MODEL EVALUATIGN SCORES
Accuracy Score: 1ea.e

AUC score: 1ea.e
Frecision Score: 188.2
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Figure 55:  Code block showing details of the execution of code block in figure 54

In [g2]: M dnn_performance_df = pd.Datarrame({

"DNN": [model_scores[dnn_label][accuracy_label], medel_sceres[dnn_label][auc_label], model_scor
}, index=[accuracy_label, auc_label, precision_label])

3
In [81]: M dnn_performance_df
out[e1]: DNN
Accuracy 1000

AUC 1000

Precision 100.0

Figure 56: These code blocks showing the code use (i) to convert output of analyzed DNN
model into panda’s data frame, (ii) to view the summary of analyzed DNN model in tabular
form

In [82]: M perfermance_df = pd.DataFrame({
"SVM": [model_scores[svm_label][accuracy_label], model_scores[svm_label][auc_label], model_scor
"RFC": [model_scores[rfc_label][accuracy_label], model_scores[rfc_label][auc_label], model_scor
"DHN": [model_scores[dnn_label][accuracy_label], model_scores[dnn_label][auc_label], model_scor
}, index=[accuracy_label, auc_label, precision_label])

b

: M| performance_df
SVM RFC DNN
Accuracy 100.0 1000 100.0
AUC 1000 1000 100.0
Precision 1000 100.0 1000

Figure 57:  These code blocks showing the code use (i) to convert all analyzed models (SVM,
RFC, and DNN) into panda’s data frame, (ii) to view the summary of all analyzed models in
tabular form

In [84]): MW performance_df.plot{kind )}
plt.title("Phishing Email Classification Performance Multiple Bar Chart for Optimized Models"™)
plt.xlabel("evaluation Metrics")
plt.ylabel("Evaluation in Percentage(%)")

[64]: Tewt(d, 2.5, 'Evaluation in Percentage(¥)")

Phishing Email Classification Performance Multiple Bar Chart for Optimized Models
100

3

Evaluation Metrics

Figure 58: Code block showing the code use to plot a multiple bar chart comparing all models
implemented and the output generated by executing the code

5 Conclusion

This configuration document shows the instructions used to perform the code implementation
of the research project. The implementation uses Jose Nazario’s phishing email corpus and
Enron email dataset to analyse two machine learning algorithms namely Support Vector
Machine (SVM) and Random Forest Classifier (RFC) and a deep learning algorithm namely
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Deep Neural Network (DNN). The code blocks, the plots created and the table shown in this
document helped in the actualization of the set objectives of this research work.

Any Research personnel who intend to carry out this same research using the same dataset
and the implemented algorithms is sure to obtain similar results as seen from the output
presented in this analysis following the instruction outlined in this document.
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