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1 Introduction

There are two main sections in the project. One would be the deployment and creation
of pipeline while second being the introduction of vulnerabilities inside the application
to test the pipeline. This configuration manual will help you to re-create the deployment
of simple java based application following the DevSecOps best practices with the help of
DCVS which will scan for static and dynamic vulnerabilities.

1.1 Prerequisites for conducting the research project

To conduct this research project, make sure you have AWS account set-up and small cost
which would require to use these services. There are very few pre-requisites as main aim
of the research project was to make it simpler and automated following the best practices
of security. Hence, we will be doing the most out of AWS services and integrating a few
third party tools such as sonarqube, OWASP ZAP and Clair.

e 1.1.1 Configuring the environment

In the AWS dashboard go the search bar and look up for Cloud9. Create the
environment as highlighted in the image below. In the configuration setting select
the "t2.micro” as it is free and we won’t need much memory. An EC2 instance will
be launched in background for the Cloud9 environment as indicated in Image

AWS Cloud9
A cloud IDE for writing, running, and

debugging code

How it works

Benefits and features

'''''''''''''''

,,,,,,,,,,,,,,

Figure 1: Cloud9 Front Page



Instances (4) o

Q

Name v Instance D

aws-cloudd-Project-env-862e20e5921846...  -0cTabeT0dad071f0a
Docker -0b7c0f23527268097
- 03c26ce eacSalddc

elas-MyEn-TM3TYBVBGIKYX -032{5872{80b58abe

Instance state
@ Running
@ Running
@ Running

@ Running

v

aa
aa
aa
aa

Instance type ¥
t2micro

t2micro
t2.medium

t2.5mall

Status check Alarm status
@2/2checkspassed Noalarms +
@2/2checkspassed Noalarms +
@2/2checkspassed Noalarms +

@2/2checkspassed Noalarms +

R ] e
1) @

Availability Zone ¥
us-east-Te
us-east-Tb
us-east-Tb

Us-east-1a

Public IPv4 DNS v

ec2-3-84-239-199.com...

ec2-3-210-57-222.com...

ec2-3-§9-106-107.com...

Public IPv4 ... %

1.84.235.199

1210571222

1.88.106.107

Figure 2: EC2 Instance

Below steps need to be done to provide suitable access to the EC2 environment.

e 1.1.2 TIAM Role

option for create role.

Search for IAM in the search bar. Then navigate to Roles, in that select the

— Select AWS service as trusted entity and EC2 as Common usecase.

— On the next page search for AdministratorAccess as the Policy and provide a
suitable name for the role and finish by creating the role.

— Navigate to EC2 console to attach the role to IAM console.

— Select the EC2 instance and then click Actions and to choose the Security
option and modify TAM role.

— A drop down will appear where select the appropriate role created in the IAM
console and click on save.

CLI needs to installed so that configuration of environment takes place in no time.

e 1.1.3 CLI Installation steps

— First we should ensure that we remove if there are any associated present in
the file which needs to be removed. TO ensure that use the command.

— Installing of jq




sudo yum install jg -y

— CLI needs to be configured with respect to the current region

export ACCOUNT ID=§(aws sts get-

export ANS_REGION=$(curl -5 169.254. cument | jq -r '.region’)

Before starting the experiment let’s check if the CLI has been configured prop-
erly. If not then just configure it.

2 Setting up the Platform

e For this Research project we will utilize the functionality of CodeCommit Reposit-
ory.

miit create-repository -—-repository-name docker-repo-5{ACCOUNT ID} --repository-description "DevSecOps Research Project”




e Transfer the code to CodeCommit repo by cloning the github repo. Use the follwo-
ing github link for cloning. https://github.com/ganeshpatil97/Thesis_proj

ect

e The git needs to setup for the codecommit repo for tracking the changes

init
heckout —b main

"Initial Commit™

e Provide the link of remote so that the remote and the local version are at same

point.

epo-5 {ACCOUNT ID}

git remote add codecommit https://qgi

3 Setting Up S3

We need to upload the lambda function and sample java app onto the S3 bucket. The
do that follow the steps below.

e Now lets start by creation of S3 bucket in the AWS using the below commands.

s3 mbh s3:///dsop—bucket—* ACCOUNT_TD}

o T
= 1 —
S3 BUCKET—"dsop—bucket— 5 {ACCOUNT_TD}™

e The sample app needs to be copied in the S3 bucket along with corretto which is
the jdk required for the java app.

ops—cicd/applicatic

TL
{ACCOUNT_ TDv}

s3://dsop—bucket—5



https://github.com/ganeshpatil97/Thesis_project
https://github.com/ganeshpatil97/Thesis_project

e Then paste the lambda function into the bucket.

lambda—functions

s3 cp import findings security hub.zip s3://dsop-bucket-—5{ACCOUNT ID}

4 Setting up Elastic Beanstalk

e Using the below command create the CloudFormation template for the purpose of
deployment.The template can be found on https://docs.aws.amazon.com/AWSC
loudFormation/latest/UserGuide/using-cfn-cli-creating-stack.html

e-java.yaml --parameters ParameterKey=EBSclutionStack, Param alue="${EB_SolutionStack}"

The creation will take time and keep checking the stack by refreshing the page.

® AWS Graviton now supported

Elastic Beanstalk X
AWS Graviton, an arm64-based processor, can offer up to 40% better price performance over the comparable x86 processor. To upgrade to an arm64 instance type, choose it in the ‘Capaity’ settings in ‘Additional configuration.’

Environments
Elastic Beanstalk > Environments
Applications

Change history
o e

All environments

¥ Recent environments Q f ®
elas-MyEn-TMSTYBVBGIKYX
Applicati Dat Last
Environmentname 4 Health ¥ S =L © st URL ¥ Running versions v Platform
name v created v modified v
elasticbeanstalk alas Corretto 1
© 2020800 202208M1 o ! runring or
elas- © project- To0n00 e MyEn-IMITYBVBBIKYX cba-  code-fipeline- o
MyEn-1M3TYBVBGIKYX MyAppliation- o mazdwwsn.us- 1 N
INOAWKHSS3TO east-1 elasticheanstalk.com L,’"“‘;’
inux

In the figure 4] you can see the environment is created.

5 SAST and DAST Tools setup and deployment

Use the templates of Sonarqube for the static scanning and OWASP ZAP for dynamic
scanning provided in the Github repo. The link for Github repo is https://github.c
om/ganeshpatil97/Thesis_project Search for Cloudformation and select create stack
the following screen will appear. Choose the options as shown in the picture.



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-cli-creating-stack.html
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CloudFormation Stacks Create stack

E1 Create stack

Specify template
Step 2 Prerequisite - Prepare template
Specify stack details

Prepare template
Step 3 Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want to include in the stack.

Configure stack options
© Template is ready Use a sample template Create template in Designer

Step 4
Review

Specify template

A template is a JSON or YAML file that describes your stack’s resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it will be stored.

Amazon S3 URL © Upload a template file
Upload a template file

Choose file [[l | ec2-sonarqube-zap.yaml

JSON or YAML formatted file

S3 URL: https://s3-external-1.ar com/cf- 1108f 1/20211603ve-ec2-sonarqube-zap.ya View in
ml Designer

Provide the name of stack and select instance type as t2.micro and click next. Finally
click on create stack and the stack will be created in sometime. It will look something
like the image shown below screenshot

CloudFormation X CloudFormation Exports
Stacks Exports
StackSets
Exports Q
Export name Export value Stack name
Designer
OWASPZapURL http://ec2-3-89-106-107.compute-1.amazonaws.com project-scanning-tools
Registry

Public extensions

Activated extensions SonarQubeURL http://ec2-3-89-106-107.compute-1.amazonaws.com:81 project-scanning-tools
Publisher

5.1 SonarQube Configuration

Using the url in Tmagdd] access the SonarQube and enter the following as shown in the
picture below. Enter password as admin123



O~ ec2-3-89-106-107.compute-1.amazonaws.com:&1/sessions/new?return_to=%2F

Log In to SonarQube

admin

-Log in | Cancel

Then click on create new project and select option manual.Enter the project as shown
in the picture below and click on setup.

-

Create a project

Now generate the token and save it locally. Click on continue and select Maven as
the technology to for building the project. Token for this project is
SONARQUBE API TOKEN="6b6{205b3905690f1f03b63b7424d05d{4e28c48”

5.2 OWASP ZAP Configuration

Click on the link a page will open like below where you need to navigate to Local API.




107.compute onaws.com

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding ilities in web

Please be aware that you should enly attack applications that you have been specifically been given permission to test.
Proxy Configuration

To use ZAP effectively it is that you your to proxy via ZAP.

The easiest way to do this is to launch your browser from ZAP via the "Quick Start / Manual Explore” panel - it will be configured to proxy via ZAP and ignore any certificate warnings.
Alternatively you can configure your browser manually or use the generated PAC file.

HTTPS Warnings Prevention

To avoid HTTPS Warnings download and install CA root Certificate in your Mobile device or computer.

loper Group

Report an issue

Before configuring the OWASP ZAP server one thing needs to be done. OWASP ZAp
has a tool named spider which is used for mapping of the whole application. Hence after
clicking local API => spider => scan.Asindicatedinthepicture.

scans

status (scanld )

Actions
’:r‘:;;ex lsE'ﬂ;::}; at: pe (value™ Adds a new domain that's always in scope. using the specified value. Optionally sets if the new entry is enabled (def
clearExcludedFromScan Clears the regexes of URLs excluded from the spider scans.
disableAlDomainsAlwayslr : Disables all domains that are always in scope.
enableAllD Iwawsln 3o1 E: bl all 1; that are always in scope.
ludeFromScan (regex® ) Adds a regex of URLs that should be excluded from the spider scans.

modifyDomainAlwaysIinScope (idx* value ns gifies a domain that's always in scope. Allows to modify the value, if enabled or if a regex. The domain is selecte
isRegex isEnabled )
pause (scanld® )
pauseAllScans

eAllScans

DomainAlway:sTs pe Cidx* ) Removes a domain that's always in scope. with the given index. The index can be obtained with the view domainsAl

Scan (scanld* )
resume (scanld* )

resumeAllScar

scan (url maxChildren recurse Runs the spider against the given URL (or context). Optionally, the ‘maxChildren’ parameter can be set to limit the n
ame subtreeOnly ) ‘contextName' can be used to constrain the scan to a Context and the parameter ‘subtreeOnly” allows to restrict the sp

m:;‘c}]fl;fe‘n rE'C"nsg::b‘(‘f::g;h’;; Runs the spider from the perspective of a User, obtained using the given Context ID and User ID. See 'scan’ action fc

setOption eptCookies (Boolean™ ) Sets whether or not a spider process should accept cookies while spidering.

setOptionHandleODaraParametersVisited

(Boolean™ )

setOptionHandleParameters (Strins™ )

Now a screen will appear as shown below hwere you need to enter the details as shown
in the image. Enter the respective details such as apikey, url, recurse and click on get.

ZAP API UIL

Component: spider

Action: scam

Funs the spider against the given URL (or context). Optionally, the ‘'maxChildren’ parameter can be set to limit the number of child
'subtreeOnly” allows to restrict the spider under a site’s subtree (using the specified "url").

Onurtput Format | ISOM ~ |

apikey™® |wwokshopzapkey |
Form Method [GET ~ |

url | http:f favese b-AVUSEB-Vx|
maxChildren | |
recurse |true |
contextName | |
subtreeOnly | ]

[scan |




clicking on scan should provide the output as scan : ”0”

Now come back to the homepage and select the option of Jacan => scan =>
entersameapikeyasabove => url => recurseastrue => clickscan.

These steps are important so that our application gets scanned based on the endpoint
url provided.

6 Configuring the Security Hub

Download the template from the Github repo and go to the CloudFormation and repaet
the same steps as done previously and shown in image [5] click next and provide name
for the stack and after that click next. Acknowledge the permission and create stack.

7 Deployment of Pipeline and Configuring the SNS

To create the pipeline we must first retrieve the details of the Elastic Beanstalk environ-
ment, the application and URL. These values can be further on passed while configuring
the pipeline.

EB_ENVIRONMENT=S (aws cloudformation describe-stack-resources --stack-name elasticbeanstalk-project | jg '.StackResources[] |
select (.ResourceType=="ANS: :ElasticBeanstalk: :Environment") . PhysicalResourceld' | tr -d '[\"\n

EB_APPLICATION=S (aws cloudformation describe-stack-rescurces --stack-name elasticbeanstalk-project | jg '.StackResources[] |

="AWS: :ElasticBeanstalk: :Application") .PhysicalResourceId' | tr -d '[\"\n]')

EB URL=5 (aws cleudformation describe-stacks --stack-name elasticbeanstalk-project | jg '.Stacks([].Outputs[] |
select (.OQutputRey=="EREndPointURL") .OutputValue' | tr -d "[\"\n]")

Gather the information such as apikeys and other details using the commands listed
below.

SONARQUBE URL=S$ (aws cloudformation list-exports | jg '.Exports[] | select(.Name=

ZAP URL=$(aws cloudformation list-exports | jg '.Exports[] | select(.Name=="OWASPZapURL").Value' | tr -d '




Export all the details using the commands provided below.

S3_BUCKET=" } UNT_ID}"
REPO_NAME="T¢ epo—5{ACCOUNT_ID}"

SONARQUEBE APTI TOREN="&b&ef205b3%50 90f1f03be3b7424d05df

PIPELINE APPROVER EMAIL="ganeshpatil.l1l9%7@gmail.com"
PIPELINE NOTIFICATIONS EMAIL="ganeshpatil.l9%7@gmail.com

This will be the final step towards the deployment of pipeline. Use the below command
to create the pipeline.

) WAVE} ParansterRey=Aoplicationtane, Paran
2{EB ENVIRONMENT} Pa
s ADT TORRN
ZapURLNane, Parame {ZAP TRL}

Ue=§{PIPELINE NOTIFICATIONS EMAIL} --capabilities

The above command can be found in the documentation and has ben adapted using
the help of the two url links provided below.

e https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using
-cfn-cli-creating-stack.html

e https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=r
ja&uact=8&ved=2ahUKEwiIsYDCoMT5AhWNSS8AKHQwZBDgOFnoECAsQAQ&url=https
3A%2F},2Fdocs . aws . amazon. com)2Fclij2Flatest/2Freference/2Fcloudformat
ion%2Fcreate-stack.html&usg=A0vVaw2I1BTusWeGCAOST1DKde4k

A pipeline will be deployed after running the following command mentioned above.
Once the pipeline is deployed, the email provided will receive an subscription notific-
ation as shown below.

AWS Notification - Subscription Confirmation Inbox x

CloudTrailNotification <no-reply@sns.amazonaws.com>
tome =

You have chosen to subscribe to the topic:
arn:aws:sns:us-east-1:881145012897:project-pipeline-cloudtrail-notifications-topic

To confirm this subscription, click or visit the link below {If this was in error no action is necessary):
Confirm subscription

Please do not reply directly to this email. If you wish to remove yourself from receiving all future SNS subscription confirmation reguests please send an email to sns-opt-out
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To initiated the pipeline just make changes in the file and commit the changes.
The pipeline needs manual approval

®@ SCA-and-SAST-Analysis succeeded

Pipeline ution ID: cl 24bc-4 b b3dc36f799
SCAnalysis @ SASTAnalysis le)
AWS CodeBuild AWS CodeBuild
(@ succeeded - 13 minutes ago (@ succeeded - 15 minutes ago
Details Details

229fd8b6 SourceAction: Initial Commit

| Disable transition |

@ Manual-Approval pending
Pipeline execution ID: cba666ea-24bc-48aa-b699-e4b3dc36f799

ApprovalRequired2 ®
Manual approval [2

@ Waiting for approval -

| Review

229fd8b6 SourceAction: Initial Commit

I [ Disable transition

Also an email is triggered once the pipeline reaches the approval stage, which will

have alink for approval which will direct directly to aws codepipeline.

If the pipeline has failed or encountered a problem an alarm will be triggered which

will look something like this

ALARM: "project-pipeline-CloudTrailPipelineEventChange” in US East (N. Virginia) = mboxx I8 B2
CloudTrailNotificati ly@: coms Thu, Aug11,1:01 AM (2 days ago)  Y¢  4
tome ~

You are receiving this email because your Amazon CloudWatch Alarm "project-pipeline-CloudTrailPipe hange" in the US East (N. Virginia) region has entered the ALARM state, because "Threshold Grossed: 1 datapoint [2.0 (10/08/22 23:31:00)] was

greater than the threshold (0.0)." at “Thursday 11 August, 2022 00:01:13 UTC".

View this alarm in the AWS Management Console:
https://us-east-1.console.aws.amazon 5?1 =us-east-1#al; -CloudTrailPi v hang

Alarm Details:

- Name project-pipelins-CloudTrailP hang
- Description: Alarm when cloudtrail receives an state change event from codepipeling

- State Changs INSUFFICIENT DATA - ALARM

- Reason for State Change:  Threshold Crossed: 1 datapoint [2.0 (10/08/22 23:31:00)] was greater than the threshold (0.0).
- Timestamp: Thursday 11 August, 2022 00:01:13 UTC

- AWS Account: 881145012897

- Alarm Am: am:aws: cloudwatch-us-east-1:881145012897-alarm: project-pipeline-CloudTrailPips hang
Threshald:

- The alarm is in the ALARM state when the metric is GreaterThanThreshold 0.0 for at least 1 of the last 1 period(s) of 1800 seconds

Monitored Metric:

- MetricNamespace: CloudTrailMetrics
- MetricName pipelineEvent

- Dimensions:

- Period: 1800 seconds

- Statistic: Sum

- Unit not specified

In this way the DCVS can be configured to automate the work of static and dynamic

testing.
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