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1 System BIOS Setup

The implementation is based on the Windows-based Intel SGX SDK; not all intel micro-
processors offer Intel SGX. First, we must check that the system processor provides the
Intel SGX features. This can be found in the BIOS configuration setting, where we need
to enable it using toggle manually. Once it allows, then reboots the system.
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Figure 1: Service Maneger

To verify SGX is enabled, navigate to the service manager from windows start, then
locate Intel SGX service and start it [Il This ensures that the Intel SGX is allowed and
enclave options are ready to serve.

2 Visual Studio Professional and Intel SGX SDK:

First, download and install the Intel SGX SDK from the intel development centre |Intel
(n.d.). Second, install a visual studio professional (2013,2015,2017 and 2019) as the SGX
SDK only supports these versions of visual studio professionals.



Create a new project -

Recent project templates . © Windows - Allproject types

4§ Class library y SGX Enclave Project
A project for creating an [JREY® SGX enclave or enclave library.

i Console Application G E C++ | Wind
i Dynamic-Link Library (DLL)
Intel® SGX Enclave Project Not finding what you're looking for?
Empty Project
Console App

Azure Stream Analytics

Query Language
Application LTI

] Web Application (Model View Controller)  C#

&1 Web Application c#

Figure 2: Visual Project Component

Once the above installation is done, it will add an extension of the Intel SGX project
component to the visual studio 2] The SGX SDK is a C-based library which will easily
be compatible with VS.

Once the Intel SGX project is chosen, allocate memory to the enclave either from a
wizard or right-click on the project and select the memory size and several threads to be
run on a single enclave.



3 Visual Studio Project Configuration
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Figure 3: C++ Project Configuration

A few SGX APIs services might not be compatible with V'S 2019 to make them compatible
with the solution; we need to navigate project properties and choose Linker-; General-
;. Force File OutPut and set Multiply Defined Symbol Only (/FORCE: MULTIPLE)3]
This will allow SGX SDK to be compiled successfully. The signed.DLL gets generated,
which will expose methods to calling projects.
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Figure 4: C++ Project Configuration

To consume signed.DLL, we need to create C++ based project this will inherit the
SGX library from the enclave project. First, we need to set the compiler version for this
project, right-click on the project, go to properties, under Configuration -; General -;,
C++ language standard set to ISO C++14 Standard (/std:c++14) 4l This will compile

3



C++ and C projects in one go.
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Figure 5: C++ Project Configuration

The C++ project needs to talk to the C project. To do so, we need to set the Com-
mon Language Runtime (CLR) of the .Net framework under Configuration -; Advanced
-;, Common Language Runtime set to Common Language Runtime Support (/clr) .
After compilation, this will create a COM-based DLL, which can easily be consumed by
any C based application.

Figure 6: C++ Project Configuration

Create C console application and add reference of COM-based DLL[6] This will expose
only the public method through which we must pass a required parameter to access the
enclave. On top of this project, we need to create another C console application which
will interact with the Azure cloud and serve as the IoT home device.



4 Azure IoT
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Figure 7: C++ Project Configuration

Login into the Azure cloud portal and create a new IoT hub service using the wizard.
Once the IoT hub is created, then from the left panel, navigate to accessibility and copy
the primary connection string7l This connection string will use inside the C code for data
exchange.
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