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1 Introduction 
 

This study requires the usage of asdataset that includes both DDoS attack traffic and benign 

traffic characteristics. All irrelevant data present in the dataset such as NaaN, Negative and null 

values are deleted as/part of the data/pre-processing/procedure. It/is also important/to do 

feature/selection, encodingsthe classsvariables, forming a subsetsofsdatasets, developing 

thesmodel, and evaluatingsthesmodel. The setupsmanual's objective is to helpsusers in 

installing this research projectscode on theirssystem so that they may assess the study or make 

changes to match their individual requirements. The prerequisitessandsenvironment set 

upssection povides comprehensive information for constructing asproject setting as wellsas 

aslist of need for reproducingsthe study results. The CodesExecution sectionsincludes the 

completedscreated code asswell as the parameterssfor modifying varioussaspects of 

thesproject. 

 

2 Requirement 
 

To implement/the/project, assystem that supports all thesessential toolssandsrelated settings 

issrequired, so that the implementedsproject runs sucessfully withsall of its supported 

dependencies. If the systemssupports allsof thesessential tools, there will be no issues running 

the project resulting in a bettersoutcome. 

2.1 System Requirement 

The machineslearningsprocess consumes very high resourcesson theshost system. As a result, 

the hardwaresconfiguration onsthe system in which the project is downloaded must bescapable 

of doingssuch duties. The system'ssminimalsrequirements are as follows: 

For Windows: 

• CPU: Intel i3 5th Gen and above 

• RAM: 8GB DDR4sand above 

• Storage: 20 GB free space in HDD 

For iOS: 

• Processor: 1.1GHz/dual core/Intel Core/i3 

• Memory: 8GB /LPDDR4X onboard/memory 

• Storage: 128GB/PCIe-based/SSD 
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2.2 Machine Requirement 

• MS Excel – forsanalysing thesdataset 

• Proper working InternetsConnection 

• WebsBrowsers - Safari / Google Chrome 

2.3 Software Requirements 

• Anaconda Navigator- Jupyter Notebook(“Anaconda | Choose Your Anaconda IDE 

Adventure,” 2021) 

 

Figure 1: Anaconda Navigator- Jupyter Notebook 

• Python 3- It is an open-sourced software available to download. We used python 3 as 

it has better features available as compared to python 2(“Download Python,” 2021). 

 

Figure 2: Python Download 
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3 Dataset 
 

The CICIDS 2017 dataset was used in this research. The dataset is a CSV file having normal 

traffic and four different DDoS attack traffic captured from the web traffic. This dataset is open 

sourced and is available to download from the CIC Website(“IDS 2017 | Datasets | Research | 

Canadian Institute for Cybersecurity | UNB,” 2017). 

 

Figure 3 shows the license of the dataset and how to download the dataset. however, it will 

require a strong internet connection as the size of the dataset is 2GB. Figure 2 shows the sample 

of dataset in the excelssheet. 

 

 
Figure 3: Dataset License and Download representation 

 

 

 
Figure 4: Preview of Dataset 
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4 Required Packages and Imports 
 

The modelswas implemented on jupyter notebook and pythonscode was used. The Python code 

includesspackages andsimports that are listed below: 

 

• Matplotlibs3.1.2 

• Numpys1.18.0  

• scikit-learns0.22  

• sklearns 

• pandass 

• mpl_toolkitss  

• Seaborns 

• train_test_splits  

• Sklearn.metricss  

• Logisticregressions 

 

5 Execution of Code 
 

Below are the few steps to run the code 

1. Downloadsthe zip/file with datasets/and/python/files 

2. Unzipsthe/files/into/a/folder 

3. Open/Jupyter/notebook through/anaconda navigator GUI 

4. Open/.ipynb file in/Jupyter (DDoS_Detection_thesis) 

5. Run/the/code, either/step by/step or/whole/code at the/same/time. 

 

6 Evaluation of Code 
 

There are multiple sections in which the whole model is implemented. Firstly, the whole data 

is sent to feature selection in which correlation coefficient method is used to select the best 

possible features and later these features is sent to logistic regression model to train and test 

the model and to classify if the traffic is an attack or a normal traffic.  

6.1 Feature Selection and Data Processing 

 

For feature selection, Correlation Coefficient method is used to select the best features that are 

dependent to each other. In Figure 5, function for plotting of correlation matrix is written but 

as the size of the dataset is large the plotting shows the graph but has no clear values in it. 

Figure 5 shows the function of correlation matrix  in which it is implemented. 
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Figure 5: Function for Correlation matrix 

The preceding codesis used to generate the correlationsfunction, which is calledsby giving the 

data/frame and the graph/width in it. Figure 6 shows how the function is called and the graph 

width that is mentioned in it. 

 

Figure 6: Plotting the Correlation function 

The/Output of the plotting gives the/features that are strongly/in relation with the 

target/variable (variable that states whether it is legit traffic or attack traffic). Since the data 

was too large, the plotting matrix did not show proper data in it and therefore in Figure 7,  A 

function has been implemented to retrieve the features which are highly correlated with each 

other against the target variable (Label) are called through the function itself which lists down 

the features in the output. 

Figure 7: List of Features 
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6.2 Using Logistic Regression to classify the Data 

Since the dataset was huge (count of traffic in dataset was around 6lakhs), we had to create the 

subset of dataset from the original one which was performed in a random manner and imported 

the same in the code which is listed in Figure 8.   

 

 
 

Figure 8: Data fed into Logistic Regression 

In Figure 9, StandardScaler functions is used because in StandardScaler the mean is removed, 

and each feature/variable is scaled to unit variance. Thesdata is divided into/X – 

independent/variables andsy – target/variables, which are subsequently utilized by the logistic 

regression classifier to train and test the model. 

 

Figure 9: Model Training and Testing 
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The/model's/output is assessed in/terms of/an accuracy/score, which/is computed using/the 

confusion/matrix. Figure 10 clearly depicts the confusion matrix and accuracy obtained while 

training the model using logistic regression. 

 

Figure 10: Accuracy and Confusion Matrix 
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