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Cloud Data Security through Hybrid Verification
Technique Based on Cryptographic Hash Function

Vinay Ranganath
20125119

Abstract
Encrypted communications have a long history of use. Today, however, we can

protect information confidentiality and privacy, which is critical to contemporary
encryption research. Encrypted data is also used in research initiatives including human
behaviour, financial transactions, and economic, political, and social events. In several
areas of communication research, data security has taken centre stage. Everyone wants
their data or information to be protected from theft or corruption. In this paper, we
explore how to encrypt data in the cloud using a Hybrid Verification Technique based on
Cryptographic Hash Function. We use Hybrid Verification Technique based on
Biometrics and Encryption to increase cloud data security and 100 biometric picture
samples were used in the experiment. Users are authenticated via biometric
authentication, and subsequently their file storage data is secured using the AES
algorithm. For strengthening the anonymity of cloud service provisioning, the TCHF-
AED approach is described. Tiger is a cryptographic hash function that is used in TCHF-
AED to provide a higher level of secrecy in cloud service provisioning. When storing
data in the cloud, AES is more efficient than RSA encryption, according to the study.

1 Introduction

1.1 Background on the research topic

Nowadays cloud computing is widely used because of its easy access and high-level security
and availability. Cloud computing is even more affordable for storing and accessing the
information. Day to day use of cloud data is increasing because of access in two gatherings
but its challenging to give security as well as privacy to increased users for cloud use
(Kodada, 2021). In cloud computing data must be secure at all stages like while storing, while
processing and also while uploading the data (Zaineldeen and Ate, 2020).

Research Problem

KP-ABE scheme was developed to generate the constant cipher text size in cloud. KP-ABE is
performed with the help of Deler which is able to manage identity-based broadcast
encryption system (Shen, Lu and Li, 2020). The KP-ABE scheme is essential to process the
attribute-based encryption which supports senders to encrypt messages during the group of
attributes and private key relationship with access structures. This aids to identify the
decrypted cipher texts key holder. The access policy denotes monotone access structure in
KP-ABE scheme. With the help of Diffie-Hellman exponent, the KP-ABE scheme provides
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better security in selective-set method. However, time for encrypting the data and cost is
improved in KP-ABE scheme (Shen, Lu and Li, 2020).

A Mediated Certificate Less Public Key Encryption (mCL-PKE) scheme was introduced to
reduce the security difficulties in the cloud (Hwang and Le, 2018). The mCL-PKE scheme is
applied to distribute the sensitive data from the public cloud in an efficient way. The secure
storage and the key generation center are important in cloud. Based on available cloud users
of public keys, the data holder encrypts the sensitive data in mCL-PKE scheme. After that
with the aid of the access control strategy the encrypted data is transferred in the cloud
environment. Then, the cloud decrypts the encrypted data through private keys for the users
because of the complete authentication (Hwang and Le, 2018). This improves the security in
Cloud Computing environment. But, due to the unauthorized access in cloud, the user
provides the security and confidentiality issue in mCL-PKE scheme.

1.2 The Justification for the research

Cloud data security

Data Access Control, Data Authentication and Data Integrity. As a result, there is need for
users that guarantee the data sent by a trusted sender and an unauthorized user does not
initiate the false data acceptance. In order to address the data authenticity, a designed
Message Authentication Code (MAC) is applied with the help of shared secret key.

Privacy Access Control

Group Key Management is a technique for safely allocating a message to a user group with
confidentiality as the main key. Here users in a group have a symmetric key K, called the
group key, and when to share a message, it must be encrypted with K and sent to the
members of a group (Falohun, Fenwa and Oke, 2016). As K is known to all members of the
group, they can decrypt and get the message. When the new user enters or exits a group, a
new group key is created and distributed. No new member can get access to earlier
transmitted messages (backward secrecy), and no user who has left the group can learn
anything from future communications in the group (forward secrecy). This is the reason for
rekeying when the user dynamics changes.

Privacy preservation of biometric template is done by non-invertible transforms. This
transform creates a cancellable template which does not match with the original model. It is
also impossible to reconstruct the original from a cancellable template. A new cancellable
template is generated if the stored template is compromised, by changing distortion
characteristics of the non-invertible transform (P and M, 2019). The aim of the irreversible
transform is to eliminate minutiae correlation to the maximum possible extent.

Encryption In Cloud

Cloud Computing is the most emerging technologies in the world. Security is also very
important in Cloud. Though there are no security issues in the cloud, still there is lack of
security in the cloud. Attribute-based access control provides the flexibility of the method
that supports data owners to combine data access policies within the encrypted data.

Encryption
In mCL-PKE scheme, the data owner encrypts the original text that depends on produced
cloud user of public keys by using access control policy. Then, the encrypted data is
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transmitted to the cloud environment. After that, the cloud decrypts the encrypted information
for the users due to the efficient authentication. The mCL-PKE scheme achieves the
encryption of data owner; and this improves the security level on the cloud environment
(Hwang and Le, 2018).

The data hacking chance is more when our data is someone’s server. So, to make more secure
data and to make it more applicable we can use old biometric technique and encryption
technique with combination. In proposed system we use fingerprint which is widely used for
biometric and advanced encryption standard (AES) for security.

1.3 Main research questions

e How Hybrid Verification Technique based on Biometrics and Encryption system
helps to address many cloud data security issues providing more reliable systems?

e What is the best solution to effectively improve Cloud Data Security and prevent
unauthorized users and unintended access?

After this introduction, in Section 2, I describe the state-of-the-art works that are related to
Cloud Security and applying Cryptography. In Section 3, I describe the methodology which
has been used in the study. In Section 4, I describe the design specifications of the application
and also discuss the implementation of the application and evaluation of the relevant results
in section 5 and 6. Finally in section 7, I will also provide an overview of the future works
which can be conducted based on the study.

1.4 Research Contribution

I propose another legitimate client validation for authentication and improve information
security by a helpful hybrid system. This research incorporates both biometric check and
encryption methodology in a solitary framework to guarantee legitimate client authentication.
In the outcome the research will give a framework which guarantees the efficiency and

security of the system.

2 Related Work

2.1 Introduction

Cloud services enable individuals to employ software and hardware controlled by third
parties. Cloud Computing comprises provisioning and de-provisioning on demand and
reduces the capital cost of software and hardware. Cloud provider hosts their services to the
cloud storage by data owner. Security in cloud data storage is an essential one using cloud
services provided by the service provider in cloud environment. The secured data
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communication can be achieved through the confidentiality-based communication among
cloud user and CSP.

Literature Survey:

According to (Merhav, 2019) “sensors offer raw image obtained from the person to be
authenticated while signal processing algorithms do feature extraction from raw data while
matching algorithms provide the match for the data thereby completing the decision process."
In multi-modal systems, information fusion can be divided into many levels like feature-
level, score-level, sensor-level, and decision-level. With different types of fusion, there is the
difference in systems performance thereby creating a requirement to investigate the system
based on biometric quality.

In (Haider, Rehman and Ali, 2020) methods of hybridizing cryptosystem and biometrics is
presented. Methods of integrating face, fingerprint and palm print is proposed. Score
Normalization in multimodal biometric systems used in their method.

Ranked Searchable Symmetric Encryption Scheme was developed by (Li, Zhou, Xu and Ge,
2020) for obtaining the efficient utilization of stored encrypted information in the cloud.
OPSE mainly depends upon the exposed connection between the random order-preserving
function. The order of plain texts was confined by executing encryption function. One-to-
many order-preserving is applied for attaining significance score sharing in cloud.

In Generation of Biometric Key for Use in DES (Muttaqin and Rahmadoni, 2020), an image
is given to model as input to produce 64-bitkey. The key is extracted from Thinned image
using Binarization technique. The fingerprint can be further enhanced, and various other
biometric features can be used to provide the most secure system. In an effective scheme for
the generating cryptographic scheme is proposed.

(Shen, Lu and Li, 2020) presented a KP-ABE scheme for making the constant cipher text
size. Based on the Delerablee identity-based broadcast encryption, KP-ABE scheme is
performed. The trusted attribute authority in group has the potential to choose the three cyclic
groups of prime order with the aid of bilinear pairing. The KP-ABE scheme accesses the
private key by means of access structure. The encrypted cipher text is labeled according to
the attributes set by performing decryption process and then receiver decryption key is
associated with the LSSS scheme.

(Zhou, Zheng and Wang, 2020) followed an approach to safeguarding biometric data by
template generation. Iris image characteristics are extracted, and iris template is generated
then it is reduced to binary. The binary code is encrypted using AES cryptography. In
receiving end, the templates are matched using template matching process (Muttagin and
Rahmadoni, 2020). If the match is found template is released, and it follows AES Decryption.
The crypto key is generated using the iris template, which is stable throughout.

A secure data sharing scheme was introduced by (Ge et al., 2021) for achieving the key
allocation and data sharing in cloud. It does not utilize the communication channel for key
distribution process. With the aid of polynomial function, the secure data sharing scheme
enhances the security of user revocation. The access control generally helps the group of
secured user list that is signed through the group manager depending upon their signatures.
Access control mechanism is used to guarantee the resources available to the authorized users
and unavailable to revoked users and in the cloud environment.
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2.2 Literature review matrix

Literature Summary
(F.W.Olufade and J. Biometric cryptosystem using face biometrics and Principal
Kolawole, 2012) Component Analysis (PCA)
(Kwao, 2019) Multiple cancelable identifiers from fingerprint images.
(Merhav, 2019) Developed a valid biometric authentication system

The key generation with binary biometric templates. Iris

(Merhav, 2019) biometric combined with cryptographic applications securely
(Muttaqin and digital signatures and cryptography key generation with
Rahmadoni, 2020) biometrics.
(Zhou, Zheng and Wang,| Created a structure to generate stable cryptographic keys from
2020) biometric data.

Table 1: Overview of the Existing Biometrics-based authentication systems

3 Research Methodology

3.1 Proposed Work

TCHF-AED technique is presented for increasing the confidentiality of cloud service
provisioning. Tiger is also known as cryptographic hash function which is employed in
TCHF-AED to attain greater confidentiality rate in cloud service provisioning. At first, users
transmit the attribute cloud request to the CSP (Hossain and Al Hasan, 2020).

3.2 Proposed Methodological Approach

Proposed hybrid architecture of biometric and encryption system
In proposed work I have used Fingerprint scanner to scan users finger image and then that
scanner will return finger minutiae data and this minutiae data will be stored at cloud but we
don’t have any scanner so I am using below finger minutiae images and these images are
saved inside ‘Sample BiometricImages’ folder.
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Figure 1: Block Diagram of Proposed System (Hossain and Al Hasan, 2020)
Generation of Secure Biometric Keys

The encryption key is now wused for encrypting the passwords using AES
encryption/decryption process. If needed dual encryption/decryption can do as two ciphers
are generated thereby increasing the security level. Figure 1 shows the proposed
methodology for generation of secure biometric keys for encryption/decryption process.

Above figure shows block diagram of proposed system and below we mentioned algorithm
steps in detail as,



Algorithm 1 Procedure hybrid verification architecture
through biometrics and encryption system

1: Collect biometric sample from user in client side.

2: Extract feature from biometric sample as template using
minutiae extraction algorithm.

3: Verify the template using store template in cloud database.
If success goto step 4 else access denied.

4: Send login request to the server.

5: Cloud authentication server randomly generate a OTP from
unique characters. Then encrypt user data using the AES
encryption algorithm and send the encrypted data to the
client side.

ED — AESEncrypt(Data, OTP)

6: Cloud authentication server also send the OTP to the user
using the http gateway.

7: User decrypt the encrypted data using the OTP.

Data — AESDecrypt(ED, OTP)

USERS

Web Application

e =3

QUllask

CASIA Pul

v

Biometric Authentication

—

Encrvption and Decrvption

Figure 2: Architecture Diagram



3.3 Justifies the choice of methods

Encryption Methods in Cloud

A new model was designed by (Hossain and Al Hasan, 2020) for adaptive encryption of
public cloud databases between the data confidentiality of cloud database structures. An
original cost model was used for assessing cloud database services for encrypted instances.
The model considered the variance of cloud prices and tenant workloads in medium-term
period. Though the data confidentiality was improved, the storage overhead remained
unaddressed.

mCL-PKE scheme was designed by (Hwang and Le, 2018) without any pairing operations.
mCL-PKE scheme built the practical solution for distributing sensitive data issues in public
clouds. The cloud was used as secure storage and key generation center. The data owner
encrypted data by user’s public key with access control policies and uploaded data.

A new encrypting algorithm was designed by (Rachmawati, Andri Budiman and Aulia, 2018)
depending on symmetric key cryptography. Logical operations are such as XOR and zero
padding. Encryption algorithm created the key using the Monoalphabetic secret sharing
algorithm. This algorithm provides an efficient secure communication in Cloud.

4 Design Specification

The biometrics (fingerprint) is obtained from CASIA database, and 10 samples are taken
(BIT, 2021).

Biometric Key Generation

First, the core point of minutiae from the fingerprint is extracted from the fingerprint image.
The availability of inexpensive and compact solid-state scanners as well as important
fingerprint matches are two important reasons for fingerprint-based identification methods
(M.K and K.R, 2021).

Xorl operation is done for the binary of fingerprint value and iris value which is XORed
again with binarized palmprint feature to get xor2. The biometric keys are later compressed
to Hexadecimal value which can act as an encryption key.

Properties, Vulnerabilities and Performance Measurements of Biometrics

Biometric Properties

The following properties of biometric must be maintained  for
proper biometric comparison with previously stored characteristic:

a) Invariance: The property of biometric being constant over long period of time.

b) Measurability and Timeliness: The property of biometric template of being measured

in less time.

C) Singularity: The property of biometric being unique.

d) Reducibility: The property of biometric of being reduced so that easy storage is
possible.

e) Reliability: The biometric should be reliable and privacy of a person should not be
disturbed.



Techniques

The new cryptosystems technique aggregated any secret keys and created as single key with
the power of all collected keys. The aggregate keys were secretly sent and maintained in
smart card with minimal storage space consumption.

Existing Techniques and Drawbacks

There are many existing techniques for cloud computing security and even need of more
advanced technique for improving security level. Cloud computing is used in many fields
because of many recent innovations in it as well as it can be accessible without any other
software installation. Cloud information security can use biometric with multimodality.
Unimodality used for cloud security has many problems such as inappropriate information,
less security applicable. Previous authors even used facial features for security but while
verification it may have crossover problems. Many previous researchers uses asymmetric
key and cryptography for encryption which is old compare to new encryption techniques
like AES.

So, to avoid the existing technique problems we designed proposed integrated technique by
fingerprint biometric and AES advanced encryption security.

Merits and Demerits of Biometric Techniques

None of the biometric technique is 100% secure, but when it is related with knowledge-based
techniques like PIN or a password, biometrics are highly secure. The merits and demerits of
biometric techniques is short in table 2.

Table 2 General Merits and Demerits of Biometrics

Advantages Disadvantages
Positive identification Public acceptance
Biometrics will not be lost or forgotten Legal issues
Biometric templates are unique for each
Individual Hardware cost increases
Rapid identification authentication Huge storage required
Costs in general are decreasing Privacy concern

5 Implementation

Implemented solution
The proposed technique utilizes the MQTT IOT simulator in the cloud environment.

Step 1 Biometrics Sensing
e This step helps to recognize the biometric information of the users via sensors.
The information of human biometrics Fingerprint, Palm print and Iris are
collected.
Step 2: Pre-processing -Feature Extraction
e After pre-processing, the required features from each biometric are extracted in
form of decimals which are then used to convert binary value.
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Step 3: Normalization and Fusion

e After normalizing, the features are fused by following the xor operation of the

biometric values obtained.

Step 4: Generation of Keys

e Using binarized biometric features, keys are generated.

e The two binary keys generated are used for providing 2 levels of security.
StepS: Encryption and Decryption Description

e The module follows the process of encryption and decryption by incorporating AES

encryption process.
The above process is reversed during authentication. The proposed algorithm that uses
cancellable template is secure against many attacks.
In proposed work, I use Fingerprint scanner to scan users finger image and then that scanner
will return finger minutiae data and this minutiae data will be stored at cloud but we don’t
have any scanner, so | am using below finger minutiae images and these images are saved
inside ‘SampleBiometriclmages’ folder.

@ New - T Sort v O View ~

€ ~ > OneDrive - National College of Ireland > SEM 3 > Research Project > BiometricCloudSecurity > SampleBiometricimages v G P Search SampleBio...

v Quick access ?F};ﬁ:‘_@ '_'.fg_'—_—‘é\\“ﬁ ‘; ; . 4 e s‘%\m
< '/'.ﬁ% 3 N R EAHER A %
M Desktol IRy 15‘-3’7\ RV S %7 1
i N ZEaN 4 Wt 22
- Downloads f““q‘!\,\%‘?: M}/} Z
- Documents - “ﬂ‘. T %
P8 pictures
Data Governance at
images
SampleBiometriclm
SEM 3 © 14bmp ©15.bmp
> @b OneDrive - National |
> @ OneDrive - Personal
> [ This PC
> ‘gNetwcrk
> Q Linux

Figure 3: Sample Biometric Images taken from CASIA

From above screen you can use any image to signup user with cloud application
To implement this project, we have designed following modules
1) File Upload: using this module user can upload file and this file will be encrypted
using AES algorithm and OTP key and then file stored at cloud server
2) Download File: user can select any desire file and then cloud server will accept
selected file and then decrypt that file using users OTP key and then send that file
back to user for download.
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6 Evaluation

The implementation of the proposed framework with fingerprint biometrics is evaluated with

the CASIA biometric template database which is a repository of many biometrics like iris,

palmprint and face images. During registration phase, a user provides three biometric samples

to the system. Two samples are used to generate the key, and another (belonging to different

modality) is used to authenticate the user. In the enrollment phase the following steps are

performed:

a) Sensor acquires the biometric data

b) Data is preprocessed from which features are extracted. Cryptographic key is
generated from the biometric template after fusing the two biometrics.

C) The hash of the cryptographic key is calculated.

d) Another sensor gets the biometric data used for authentication

e) This unimodal template is processed, and cancelable biometric fingerprint template is
generated with non-invertible transforms.

f) The hash of key generated and cancelable biometric template is stored in look-up table.

<« C @ 127.00.1:5000/Signup e % mn@

i Apps M Gmail @B YouTube @ Maps @) Facebook (@) Instagram  #h Moodle NClhomep.. N Full-Time Students | ® My timetable — Pu.. @I} Email - Vinay Rang. Sem 1 » Other bookmarks | [E] Reading list

Biometric Secure Cloud Storage

T~ « BiometricClou.. > SampleBiometricimages v C

Home User Login Here New User Signup Here

Organize »  New folder

) v Quickaccess
New User Signup Screen ...
Username xyz & Downloads
Password Biometric Image No file chosen
Contact No 1

Email ID

©@2bmp 931
SR rrES s
Y h%}!}}%{., e .\t.

Address images

| Register | SampleBiometri

SEM3

@ OneDrive - Natior

File name: v| AnFies (1)

Open

Figure 4: Registration Phase

During the verification phase, a user first provides three biometric samples which are
converted to cryptography key. The generated keys hash and cancellable biometric template
are produced from biometric samples. If the hash does not match with the one found in a
lookup table, the key is not released, and the user must provide his biometric sample again. If
hash that is matching is found, a similarity score is calculated between the generated
cancellable biometric template and the one present in look-up table matching to the hash.
From this procedure, the person is authenticated.

Authentication is provided only if:

a) Hash produced from the key during registration is found in look-up table.
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b) Similarity score found between the generated cancelable fingerprint template, and one
present in the look-up table is within threshold limit which is predefined.

Frameworks Security Level Evaluation

The proposed system stores only the hashes of generated keys (obtained by fusion of two
unimodal keys) in the look-up table. Small variation can result in different keys and hence
different hash. Authentication happens only if proper hash is found and hence the system
produces robust, stable key.

False acceptance is less in the system as biometric templates privacy is protected by one-way
hash functions and non-invertible transforms. Even if the hacker obtains access to the look-up
table, it is impossible for him to regenerate the key/ biometric templates created during
enrolment phase.

<« X @ 127.00.1:5000/UploadFile 2 % un§

i1 Apps M Gmail @B YouTube @ Maps ) Facebook (@) Instagram Tn Moodle NClhomep.. [N Full-Time Students|. ® My timetable —Pu.. @R Email - Vinay Rang.. Sem 1 » Other bookmarks | [E] Reading list

Biometric Secure Cloud Storage

Upload Files to Cloud Download Files Logout

AES vs RSA Encryption Time Graph

File Upload Screen
Upload File| Choose File | new hadoop.txt
Upload File

RSA Time AES Time

# €3] +[Q=]

Figure 5: Encryption Time Graph

<« C  © 127.0.0.1:5000/UploadFileAction ® % W * @

@ YouTube @ Maps €@ Facebook (@ Instauram 5 Moodle NC

Upload Files to Cloud Download Files Logout

Upload Hie | Choose File | Na fie chosen

Upload File

Figure 6: Encryption Time Taken

6.1 Experiment/ Case Study 1

We will upload data to the cloud and login securely using biometrics for the sake of testing
the program. The uploaded file is tested to see whether it's been encrypted properly after it's
been uploaded to the cloud.
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In Case Study 1, the source file to upload to the cloud storage application is a text document
(.txt file), and the uploaded file is examined. The file is then decrypted, and the success of the
decryption is checked.

<« C  ® 127.00.1:5000/LoginAction & % 2 »§

2 Apps M Gmail @B YouTube @ Maps €D Facebook (@ Instagram n Moodle NCIhomep.. [N Full-Time Students|.. - My timetable —Pu.. &J§ Email - Vinay Rang.. Sem 1 » Other bookmarks Readir

E  hadoop1.txt - Notepad PREVIE

Edit View

2E0~00pDtL3/-:+
Upload Files to Cloud Download Files

0] 1-AwBa- ", B>«Ep+yotE
{ak, vIpa! ¢ Oy FeEe2001 wlol

£°(1@} pA9EY®g 1-&"i|Ic[ "Heng' EESE™OSPFAITos™{ ~+a UBIEGAOAZ

21D i[@700Qae E%nDkHU 4%>@w” ZBrENAj@: 3B)QE>+~<VHOC< ?p,,RhOBE¢ 3~8P | r22Aé

BE«pEGIE SesDX% alunh> 1.Q#3AKY%GEEZIqE2ECre
[aE) peREEES, 36In €

Be  +:v<EE _EO: ¢R2EAHYNIP| BAfE | CYoRERG “A)jE0yEa B} >1x ‘BaOYEYES, u0PAA™<¢ o—W]6~Pra}Op21hGéi
| filyiE)qEBdpe,I¢ «&%fhuefiFvuy“gh”, T2l 2CQiikvyé7}>BIOXEKES el

YOREALeayBEEEEN»p—Of «£0PEOT2%60AXed - - |5-X0 3A, Lii2l “@efEOMUH ' $aABRCOEL{ T, ’ EWoé VS ]s6”f (—' EOF

Ln1, Col1 Unix (LF)

Welcome vinay

Figure 7: Encrypted Text Document

< C @ 127.0.0.1:5000/DownlaodFile 2 % o n§

I Apps M Gmail @B YouTube @ Maps @ Facebook (@) Instagram n Moodle NClhomep.. [N Full-Time Students | ® My timetable —Pu.. @ Email - Vinay Rang.. Sem 1 » Other bookmarks | [E] Reading list

B  hadoop1.txt - Notepad
File Edit  View

<configuration>
<property>
<name>fs.defaultFs</name>

Upload Files to Cloud Download Files Logout
<value>hdfs://ec2-100-25-39-42.compute-1.amazonaws. com: 9000</value>
</property>
</configuration>

<configuration>
<property>
<name>yarn.nodemanager.aux-services</name>
<value>mapreduce_shuffle</value>
</property>
<property>
<name>yarn.resourcemanager.hostname</name>
<value>ec2-100-25-39-42.compute-1.amazonaws.com</value>
</property>
<property>
<name>yarn.nodemanager . env-whitelist</name>
<value>JAVA_HOME ,HADOOP_COMMON_HOME , HADOOP_HDFS_HOME ,HADOOP_CONF_DIR, CLASSPATH_PREPEND_DISTCACHE
</property>
</configuration>

Ln1, Col 1 Windows (CRLF)

Figure 8: Decrypted Text Document

6.2 Experiment/ Case Study 2

In case study 2, I will be trying to access the cloud storage application using the incorrect
biometric image. When the incorrect biometric picture is used to log into the program, a
template mismatch occurs, resulting in an error message being shown. This makes the
program more secure, as logging in without the necessary biometrics is impossible. I'll try to
upload a photo (.jpg) file and see if the encryption and decryption operations are successful.
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< C' @ 127.0.0.1:5000/LoginAction 2 % N

il Apps M Gmail @ YouTube @ Maps ) Facebook (@) Instagram ¥ Moodle NCI homep... [N Full-Time Students|.. -® My timetable — Pu.. GJ§ Email - Vinay Rang Sem 1 » Other bookmarks

Secure Cloud Storage

User Login Here New User Signup Here

User Login Screen

Template I

Password Biometric Image | Choose File | No file chosen

[ Login |

Figure 9: Template mismatch if Incorrect Biometric Image is Chosen

Photos - cloud_secjpg 7' Fullscreen

Figure 10: Encrypted .jpg File

<« C @ 127.00.1:5000/DownlaodFile e % mn @

i1 Apps M Gmail @B YouTube @ Maps @ Facebook (@) Instagram i Moodle NClhomep.. [N Full-Time Students|.. @ My timetable —Pu.. €3 Email - Vinay Reng Sem 1 » Other bookmarks | [E] Read

Biometric Secure Cloud St~~~

Photos - cloud_secjpg 7' Fullscreen

Upload Files to Cloud Download Files Logout

File Upload Scr

Choose File [ cloud_sec jpg
| Download File

Figure 11: Decrypted .jpg File
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6.3 Discussion

Encryption In Cloud

An efficient multi-user searchable attribute-based encryption scheme was developed by (Lin
and Jiang, 2020) with attribute revocation for cloud storage. The keyword searchable function
was attained, and security of scheme was minimized to Bilinear Diffie-Hellman (BDH)
assumption. The designed scheme was more secure under Indistinguishability against
discriminating Ciphertext-Policy and Plaintext Attack (IND-sCP-CPA). But the memory
consumption was not minimized using efficient multi-user searchable attribute-based
encryption scheme.

But CP-ABE schemes failed to directly use in cloud storage system. An effective and secure
access control scheme was introduced by (Zhou, Zheng and Wang, 2020) for shared data to
address the security problem. The designed scheme enhanced the security level of CP-ABE
based scheme. However, the encryption time was not minimized using secure access control
scheme.

Data encryption, homomorphic encryption and secret sharing algorithms were employed by
Muhil et al. (2015) for secured data outsourcing. The essential problem with data storage was
CIA (Confidentiality, Integrity, and Availability). The single cloud underwent the security
issues which were obtained for multi-cloud called cloud of clouds or interclouds (Nicholas,
Wilson and Muthoni, 2018).

In this project we are providing hybrid biometric verification which will secure user
biometric data with encryption algorithm and then user will get authenticate with his
biometric data. In existing system all user’s biometric data will be stored in plain format at
cloud server and if malicious users hack cloud, then entire biometric data will be exposed to
malicious users and then he can make clone of biometric data to bypass authentication
system.

To overcome from above issue, we are applying hybrid technique which will allow user to
authenticate himself with his biometric data and then this biometric data will be encrypted
and stored at cloud server, if malicious user hack this data then he can’t make clone out of
encrypted data.

Now-a-days in market lots of encryption techniques are available and to choose best one with
less computation cost we have compared performance of AES and RSA in Python
environment.

7 Conclusion and Future Work

Python was used to successfully design the proposed system. It secures numerous programs
by employing fingerprint authentication to authenticate users and then using the AES method
to encrypt users' file storage data. Python MQTT IOT is the simulator utilized in this
suggested system. In the subject of how a hybrid verification technique based on biometrics
and an encryption system aids in the resolution of various cloud data security challenges. By
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analysing the results, we can show that the suggested system is more secure than existing

state-of-the-art solutions. Users were authenticated using biometric authentication, and

subsequently their file storage data was secured using the AES algorithm.

All files uploaded by users will be encrypted using the OTP secret key, and only when the

user authenticates with a valid Biometric image will the OTP be triggered, allowing the user

to decrypt data stored in the cloud. We will deploy our application on public cloud platforms

such as AWS and Azure as part of our future effort, adding an extra degree of security. To

evaluate the outcomes of the proposed cloud security solution, I'll also be adding more

python libraries. I'll also think about constructing the cloud environment in cloud

environments like AWS, Azure, or Google Cloud Platform. The authentication will be

enhanced by implementing a two-factor authentication system based on OTP and integrating

it with cloud platforms. I'll examine the performance of RSA and AES encryption in ensuring

cloud data security, as well as incorporating biometrics into the cloud so that data has an

extra layer of protection in cloud storage security.

The main contributions of the work are abridged as follows:

(a) Biometric comprising of the fingerprint with efficient fusion and a stable key
mechanism is proposed.

(b) A secure framework that provides biometric template privacy and 0% false
acceptance rate is proposed.

(c) Multifactor authentication for data access in a cloud is proposed.

(d) Secure technique for file upload and download from a cloud is recommended.
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