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1 Introduction 
 
The configuration manual plays an important role on information about all the hardware, 
software and procedures used in the implementation of this project. The research work 
employing deep learning techniques for intrusion detection in the internet of things relies 
heavily on the configuration manual. This guidebook includes the general setup and 
necessary tools for carrying out this work. 
 
2 Hardware Requirements 
 

• Processor: AMD Ryzen 5 5500U with Radeon Graphics 2.10 GHz 
• Memory (RAM) Installed: 16 GB DDR4 3200 MHz 
• System Type: Windows 10 Home, 64 Bit 
• Operating System with x64-based processor 
• Storage: 500 GB SSD  
• GPU: 12 GB, Nvidia GeForce GTX 1650 

 
3 Software Requirements 
 
The IDE (Integrated Development Environment) selected for the purpose of the research was 
Jupyter Notebook and the programming language used was Python. Various packages of 
python were used for visualization and analytical purposes. The version specifications are 
listed below: 
 

• Jupyter Notebook: 6.4.8 
• Python 3.9.12 
• Anaconda Navigator 
•  Microsoft Excel 

 
As the environment for the research, Anaconda Navigator was used which is a complete 
package including Jupyter Notebook, Jupyter Lab, and the python setup required to execute 
the code. As per the system requirement, the Anaconda's 64-bit version should be installed 
for Windows 10. Jupyter Notebook needs to be launched from the navigator after successful 
installation. The lab will automatically launch on the default browser of the system, in this 
case the Brave Browser. 
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Figure 1 Anaconda and Jupyter Notebook 
 
4 Library Package Requirements 
 
The packages required for the research which were installed in the environment using the pip 
command are listed below: 

• Keras – 2.9.0 
• Numpy – 1.20.1 
• Pandas – 1.2.4 
• Matplotlib – 3.3.4 

 
 

 

Figure 2 Importing Libraries 
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For the purpose of the deep learning architecture, all of these libraries were imported. Here, 
we used a variety of library functions to generate the model. In the first line, I imported the 
sequence function from the keras.preprocessing library to list the sequences, and I imported 
the "Sequential" function from the keras.models library to start the CNN model. Dense, 
Dropout, Activation, and Lambda functions from the keras.layers library were imported 
because the CNN layer will require all four of these. 
 

5 Dataset Description and Data Pre-processing  
 
 
 

 

Figure 3 Importing Dataset 
 

 

Figure 4 Data Pre-processing 
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6 Directory Structure and Execution 
 
The dataset needs to be downloaded and saved in “NSL-KDD” folder. The 
FYP_IDS_NSL.ipnyb file and CNN-DNN.ipnyb file needs to be executed. 
 

6.1 Model Training Summary  
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                                                                  Figure 5 Model Accuracy Summary 

 


	1 Introduction
	2 Hardware Requirements
	3 Software Requirements
	4 Library Package Requirements
	5 Dataset Description and Data Pre-processing
	6 Directory Structure and Execution
	6.1 Model Training Summary


