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1 Introduction

Machine learning and data analysis techniques are used in this study. It involves number
key prerequisites in order for deployment to perform properly. This setup manual describes
the step-by-step approach for deploying this research model. In this section, we discussed the
software, hardware, integration framework, and storage architecture used in this experiment.

2 System Configuration

2.1 Hardware Requirements

Our study model is deployed in the Google Collaboratory environment, which allows
any Python code to be executed in a browser window. For run our model training data set, we
needs lots of Computational resources and GPU capacity. As a result, the Google
Collaboratory environment offers limited free RAM and GPU to execute the code, as well as
twelve hours of uninterrupted GPU usage, that's more than enough to perform the entire
training phase.

The following are the hardware specifications for the host system:

> Processor: Intel Core i3 —2.30 GHz
> RAM: 8 GB — DDR3
» Hard Drive: 160 GB SSD

3 Software Requirements

Python 3.6 and data analysis libraries are used to run this project. This prototype code is
composed in a Google Collaborative notebook that is hosted by the TensorFlow framework.
Google Collaborate is a user-friendly environment that allows for step-by-step code
execution and the installation of any data analysis modules. The majority of machine learning
libraries are preconfigured in Google Collaboratory. In our model, we employed a
classification algorithm to explore malware in the data samples that we chose. Before
beginning the model deployment, the dataset must be uploaded to Google Drive, as detailed
in detail in the below section.

The major software and operating system which require for deployment mentioned below:

» Operation System: Windows 10 - 64 bit
» Web Browser: Microsoft Edge / Google Chrome
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3.1 Loading out Data set into Google Collaboratory

» First and foremost, upload our data set file to Google Drive.

» Then in the Collaboratory console, execute the following code.

from google.colab import drive

drive.mount(‘/content/googledrive’)

smoePeoe =

@ & google.com

« c @
B COMMENT &% SHARE @

& Test.ipynb
File Edit View Insert Runtime Tools Help
RAM 5 e
e ok - /' EDITING ~

CODE @ TEXT 4 CELL ¥ CELL

=

Q from google.colab import drive
drive.mount('/content/drive/"')

+ GO to this URL in a browser: https:

Enter your authorization code:

» Navigate to the highlighted blue link.

Google
Signin
Please copy this code, switch to your application and paste it there:

4/YQEKkkxpdVBrPnz4_WahiByAOpbwvhCnGFRMTWAxMyDIB3 |_|:|
wkeFx9eZQ

» Copy the authentication token and paste it into the token section box.

» Our Google Drive is now accessible at /content/googledrive/My Drive/.

The majority of analysis libraries are pre-installed, making it simple for using; libraries
that are not pre-loaded here may be loaded with a simple command.

pip install package_name |
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[ 1 pip install imblearn

Requirement already
Requirement already
Requirement already
Requirement already
Requirement already
Requirement already
Requirement already

satisfied: imblearn in /usr/local/lib/python3.7/dist-packages (8.8)
satisfied: imbalanced-learn in /usr/local/lib/python3.7/dist-packages (from imblearn) (@.8.1)
satisfied: joblib»>=8.11 in /usr/local/lib/python3.7/dist-packages (from imbalanced-learn->imblearn) (1.1.8)
satisfied: scikit-learn»=@.24 in /fusr/local/lib/python3.7/dist-packages (from imbalanced-learn-»>imblearn) (1.0.1)

satisfied: numpy»=1.13.3 in /usr/local/lib/python3.7/dist-packages (from imbalanced-learn->imblearn) (1.19.5)

satisfied: scipy»=@.19.1 in /usr/local/lib/python3.7/dist-packages (from imbalanced-learn->imblearn) (1.4.1)
satisfied: threadpoolctl»=2.0.@ in /usr/local/lib/python3.7/dist-packages (from scikit-learn>=@8.24-»imbalanced-learn->imblearn) (3.€.8)

Once the datasets is set up, ensure the packages listed here are installed in the
Collaboratory environment because they are utilized in our model.

Matplotlib - 3.2.2
Sklearn - 1.0.2

Imblearn - 0.8.1
Numpy - 1.19.5

Seaborn -0.11.2

Pandas

-115

4 Implementation and Evaluation

Initial Stage is Data pre-processing.

DataFrame can describe, convert objects to integers, and do a variety of other things using the
pandas package.

[ 1 df.describe()

count

mean

std

min

25%
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duratio
60938.00000
10.74689
536.64102;
0.00000f
0.00000f
0.00000f
0.00000f
54451.00000

n srchytes
0 6.093800e+04
0 7.480419e+02
3 3.416999e+04
0 0.000000e+00
0 1.050000e+02
0 2.260000e+02
0 3.020000e+02

0 6.291668e+06

dstbytes

6.093800e+04 60938.000000

3.582470e+03
3.616603e+04
0.000000e+00
1.460000e+02
5.700000e+02
2.507000e+03

5.203179e+06

14.193935
53.988190
0.000000
1.000000
4.000000
11.000000

511.000000

land

wrongfragment

60938.000000

16.794233
54906234
0.000000
2.000000
5.000000
15.000000
511.000000

urgent numfailedlogins

60938.000000
0.994402
0.059121
0.000000
1.000000
1.000000
1.000000

1.000000

60938.000000

0.007781
0.080519
0.000000
0.000000
0.000000
0.000000
1.000000

loggedin
60938.000000
0.111512
0.234405
0.000000
0.000000
0.000000
0.120000
1.000000

rootshell
60938.000000
163.519462
102.753185
0.000000
50.000000
245.000000
255.000000

255.000000

numroot
60938.000000
231.014556
60.727626
0.000000
253.000000
255.000000
255.000000
255.000000

Then using Seaborn library is possible to visualize the graphical representation of our dataset.
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Once all of the cells have completed the execution, we can use the theoretical
accuracy rate to determine the evaluation result of our study. Accuracy is defined as the
number of right predictions from total number of projections.

[ 1 knn.score(X_test,y_test)

8.9903594630862178

The performance of our classification model may then be determined using the
confusion matrix.

Confusion Matrix

[[48689 3 @ ] 8 a]
L @ 48717 @ e 8 a]
L 8 8 48534 ] 8 a]
[ 8 @ @ 42663 8 a]
[ 8 8 @ @ 48628 a]
L 8 8 @ e 8 48594]]

Test Set: 281748
Accuracy = 99.99897168711867 X%
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