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CONFIGURATION MANUAL:     A STUDY ON PRESERVING 
PRIVACY OF INTERNET OF VEHICLE (IOV) DATA IN CLOUD 
INFRASTRUCTURE USING HOMOMORPHIC ENCRYPTION 
 
1 INTRODUCTION 
The configuration manual provides a thorough explanation of the step-by-step procedure 
used to execute the solution proposed in this study. The setup of the simulation environment, 
methods, software tools, applications, and hardware features used throughout the 
implementation process are also covered in this manual. 
 
 
2 HARDWARE FEATURES 
 
Device name HP pavilion power notebook 

OS type 64-bit processor 

OS version Windows 10 

Processor Intel core 

RAM 16gb 

Hard drive 1 terabyte 

 
2.1 SOFTWARE TOOLS 
The proposed solution was implemented using python programming language for both the 
server and client side and was run on Anaconda platform. One significant library used for 
this implementation is the pyfhel library which is incorporated in the programming language. 
 
2.3 SOFTWARE INSTALLATION 
The step-by-step process for installing the software used include: 
i Download anaconda from: https://www.anaconda.com/  
ii After download, open anaconda and install dependencies. 
iii To install dependencies, create new anaconda environment having python 3.8 
version. The following is the process for the creation of the environment: conda create -- 
environment_name python 3.8. 
iv Activate the conda environment using: conda activate environment_name. 
v Install pip dependencies using: pip install -r requirements.txt 
vi Launch the homomorphic encryption processing server using: python fhe_server.py 
vii Run the vehicle client program using: python client.py 
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3 DESCRIPTIONS 
This application models a simulation between a server running locally on the machine and 
vehicle client sending data for processing. The server has separate HTTP routes for each 
operation it supports. For example, to compute the dot product of two vectors, it would have 
a route of ‘/dot’. 

 
		

Fig 1: Snapshot of the server side  

 

The vehicle client homomorphically encrypts the data and depending upon the operation it 
wants the server to perform, it sends the payload to the corresponding route. The server 
performs the requested operation without encrypting the incoming payload and returns the 
result back to the client.  
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Fig 2: Snapshot of the client side 

 

 
 
 
 


