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Configuration Manual

Oluseye Jerome Arinde
X20121598

This configuration manual shows the implementation of a federated
authentication system architected in a secured cloud environment. It also
shows the analysis done with the data of hospital visits.

1 Software Requirement

1.1

Ubuntu 20.04 LTS

Virtual environment for Python
Python 3.9

Django Framework
Django-allauth

Sqlite database

Setup a secured lab with virtual box Version 6.1

!3 Oracle VM VirtualBox Manager

File Machine  Snapshot  Help

i & & v & O D

Take Delete  Restore  Properties  Clone Settings  Discard  Start

i Kali-attack Name
24 ) Powered OFf @) Ccurrent State
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Figure 1: Lab setup on VirtualBox



1.2

Ubuntu OS
e Download and install Ubuntu Desktop Operating System from
https://ubuntu.com/download/desktop

e Install Ubuntu 20.04 LTS
e Update all security repositories

P& ubuntu [Running] - Oracle VM VirtualBox - 5

Installation of Ubuntu OS

Figure 2: Installation of Ubuntu OS

1.3  Visual studio

Download and install latest visual studio code editor from the official

website

https://code.visualstudio.com/docs/setup/linux

After the download install in the Ubuntu OS with the command

sudo apt install ./<downloaded file>.deb


https://ubuntu.com/download/desktop

s File Edit Selection View Go Run Terminal Help

) Get started x

A

&

>

Visual Studio Code
Editing evolved

Get Started - Visual Studio Code

F Learn the Fundamentals
Jump rightinto \ e and gel

Boost your Productivity
e Cet started with Python development (Updated

B Get started with Jupyter Notebooks [Updated

Figure 3: Setting up of the development

1.4 From extensions menu on vscode, python, Django, intellisense, and

Azure extensions are added to VVScode.

1.5 Azure App service is also and connected to the azure cloud account

provided for students at NCI.

“ RESOURCES

~ ¢ Azure

® Postg
> Wm Static
> ™ Storage

> ™8 virtual machines

R

{Standard)

if _ name__
main()

Figure 4: Installing Azure web apps and connecting to azure cloud

manage.py X




Right click on AppService and Create new app which is named “ncierms” This handles the

deployment of the local application to the azure environment

2.0 After the development environment has been prepared Next is the Installation of virtual

environment using the command “python3 -m venv env”.

Virtual environment is important to isolate the application, and to improve the code

maintainability, versioning and reusability.
To activate the virtual environment:

The virtual environment created is named “env” and to activate this environment, use the
command source env/bin/activate this activate the “env” virtual environment as shown in the

picture below

(env) seye@seye-VirtualBox: $ source env/bin/activate

Figure 5: Activation of virtual development environment

2.1 Install Django in the virtual environment “env”

(env) seye@seye-VirtualBox: & python -m pip install Django

Figure 6: Installation of Django, the Python web development framework

2.2: An open-sourced project was cloned as baseline to be enhanced for the implementation of
a federated authentication. Here below is the link of the cloned project.
(Anikkadan, 2022)

https://github.com/akjasim/cb-dj-sso

2.3 Installation of Django Allauth The guide by “Readthedocs” was followed to install and

setup connection to the IdP using facebook as the option here among other available IdP.

Command: pip install django-allauth



pip: -r requirements.txt

Figure 7: Installation of project application dependencies and applications



Below are the configuration settings of the Django settings.py

cialaccount

snippets

connections.html

signup.htmil

= requirements.txt

1
¥

» OUTLINE

» TIMELINE

Figure 8: Project Configuration settings in file settings.py

With Allauth fully setup, debug settings turned off, and allowed host settings set to allow all
(only for development environment)



SECRET_KEY = 'django-insecur

DEBUG =

ALLOWED _HOSTS = ['*"]

TNSTALLED

h.admin',
.contrib.auth’,
.contrib.contenttypes”,

=

[}

a g og |

‘allauth.account’,
‘allauth.socialaccount”’,

‘allauth.socialaccount.providers.google’,
‘allauth.socialaccount.providers.ftacebook’,
‘allatith.socialaccount.providers.github’,

"crispy_forms',

MIDDLEWARE = [

o.middleware.security.SecurityMi
.contrib.
.middleware.common.CommonMiddleware
.middleware.csrf.CsrfViewMiddleware
.contrib.auth.middleware.AuthenticationMiddleware’,
.contrib.messages.middleware.MessageMiddleware’,

o.middleware.clickjacking.XFrameOptionsMiddleware

‘whitenoise.middleware.WhiteNoiseMiddleware®,

essions.middlewar

ROOT_URLCOMF = "social.urls’

Figure 9: Getting the application ready to be migrated to Azure Cloud
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2.4 Deployment to Cloud
After testing the web application in the development environment, The app mapped with the

web app created on Azure Cloud and pushed through the code deployment pipeline created
with the Azure extension on VS Code.

STATICFILES STORAGE = 'whitenoise.storage.CompressedManifestStat
166 STATIC_ROOT = BASE DIR / 'saticfiles'

PROBLEMS (1 OUTPUT  DEBU SOLE  TERMINAL  AZURE: ACTIVITY LOG | Azure Apj

Exit code: 1 | Please review message | More information: https://aka.ms

troubleshoot-python

10:21:06 PM ncierms: Done in 1 sec(s).

16:21:06 PM ncierms: Not a vso image, so not writing build commands
16:21:06 PM ncierms: Preparing output...

16:21:06 PM ncierms: Copying Ti

_preCompressedDestinationDir’.. Deploying to “ncierms"... Check

https://ncierms.azurewebsites.net/

Figure 10: Web application ncierms deployed to Azure Cloud

2.5 Integrating with the Facebook authentication API

This process detailed the setting up of federated integration of the ncierms with the Facebook
authentication API

A test app was created on https://developers.facebook.com the app is named “social_login-
Testl”

00 Meta for Developers Do Toos  Support  MyApms _
Bl sociollogin-Testt  w App1D: 34734 a App Mod @n
{7 Dashboards | gamasggssazs | ssssesss
Q SSSSSSSS Displ Namesp

Basic

rrrrrrrrrrrrrrrrr

Figure 11: Integrating with Facebook authentication API


https://developers.facebook.com/

2.5.1

e Application ID and secret is setup on Django admin dashboard

& C'  ® 127.0.0.1:8000/admin/socialaccount/socialapp/1/change/

& weather,News @B (2) Git - Lecture 0 -... . [Ads] VanHack Can... @ Python Tutorial For... @ Data Driven Maps.

Change social application

Email addresses Add
Facebook
Provider: Facebook v
Groups Add
Name: Facebook
Users Add
Client id:
347343277584023
sites Add App D, or consumer key
«
Secret key
2d3709ecf43a8725a9¢08f1476ba6fb8
. APl secret, client secret, or consumer sec
Social accounts Add
Social application tokens Add Key:
Social applications Add

Figure 12: Adding Client ID and Secret Key parameters from Facebook Authentication API to the ncierms

And that connects the authentication app with the facebook IdP API

« > C @ ncierms.azurewebsites.net/accounts/facebook/login/?process=login

E] WeatherMews BB (2) Git - Lecture 0 -... . [Ads] VanHack Can.. @@ Python Tutorial Fer.. @8 [

Sign In Via Facebook

‘ou are about to sign in using a third party account from Facebook.

Continue

Figure 13: Integration of ncierms with Facebook is tested.



Section 2:

To ascertain the change in the influx of patients in Irish hospitals between the years 2020,
2021 and 2022. Data is collected from the European centre for disease prevention control
website. (ECDC, 2022) . The data is collected in a Microsoft excel sheet and processed in the
Jupyter notebook. This test justifies this research as covid and other factors may have led to
the increase in hospital visits between the years sampled; this has also necessitated the need
for health care organization to migrate and secure infrastructure

ANOVA: The test for normalcy and analysis of variance in hospital daily visits between the
years 2020, 2021 and 2022 is depicted in the code below.

In [2]: |vear_2028 = [184,788,448,79,13,18,72,245,281,252]

Year_2821 = [1512,933,371,2@8,113,68,88,254,313,419,565,451]
Year_2822 = [874,615,1897,5876,254,485,783]
In [3]: |normality_report = 'For {}, the test statistic is {:.3f} and the p value is {:.3f}'

statistic, pvalue = st.shapirc(year_2e2e)
print{normality_report.format('the year 2@z22°,statistic,pvalue)}

Far the year 2822, the test statistic is 2.858 and the p value is @.858

In [4]: |normality_report = "For {}, the test statistic is {:.2f} and the p value is {:.3f}
statistic, pvalue = st.shapiro(Year_2021)
print{normality_report.format{'the year 20821°,statistic,pvalue)}}

Far the year 2821, the test statistic is 2.816 and the p walue is @.81%

In [5]: |normality_report = 'For {}, the test statistic is {:.3f} and the p value is {:.3f}
statistic, pvalue = st.shapiro(year_2e22)
print{normality_report.format('the year 2@22" statistic,pvalue}}

Far the year 2822, the test statistic is 2.96% and the p value is 2.888

In [&]:  homoscedasticity_report = 'The test statistic is {:.3f}

and the p walue is {:.2f}
statistic, pvalue = st.levenz(

Year_zgz2a,

Year_ze21,

Year_2@22
Y
)

print{homoscedasticity report.format{statistic,pvalue))

The test statistic is 2.524 and the p value is 2.593

In [8]: |statistic, pvalue = ow.anova_oneway
data = [Year_2028,vear_2@21,Year_2822],
use_war = 'equal’,
welch_correction = False
3y
!
ferit = st.f.ppf(1-8.85, 2, len(Year_2@28+Year_2821+Year_2822}-3)
gnova_report = 'The test statistic is {:.3f} and the p walue is {:.3f}. The critical value is {:.
print{anova_report.format(statistic,pvalue,fcrit))

L
h

The test statistic is 4.282 and the p value is @.826. The critical wvalue is 3.389

In [9]: |data = Year_2028sYvear_2821+Year_ 2822
groups = ['Hospital visits im vear 2828']*len(year_2028) + ["Hospital visits in vear 2821']*len(year_2821) + ["Hospital visits ir
print{mc.pairwise_tukeyhsd(data, groups, alpha=08.85))

Multiple cComparisen of Means - Tukey HSD, FWER=8.8%

Hospital visits in yvear 2820 Hospital visits im vear 2821 206.55 2.2315 -147.745 GS&8.845% False
Hospital wisits in Year 2828 Hospital visits im Year 2822 475.5143 2.8193 &7.7421 883.2838%  True
Hospital visits in vear 2821 Hospital visits im vear 2822 258.9643 £.2249 -124.569 £52.45756 False

Figure 14: Test of Variance in Hospital visits between the years 2020, 2021 and 2022
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