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1 Forensic tool AVML 
 

AVML tool is readily available on GitHub. The newest release of the file will be downloaded 

into the path “/home/ubuntu/Downloads”. Since the file will not have readable permission, 

775 permissions will be given to the file using chmod. If the avml file is run without 

specifying a filename at end it will show error since a file is required to save the output 

obtained after running the avml file. Since output of AVML will be a memory dump the 

filename will be given as memory.dmp. The command “./avml memory.dmp” will be run. 

Depending on the RAM given to the Ubuntu system the time will vary in collecting the 

memory. After a short file memory.dmp file will be created with size equal to that of RAM 

allocated to the Linux machine. This is shown in Figure 1. In this case since the RAM 

allocated was around 4 GB the size of the file created will also be same. The memory dump 

that will be obtained will be in LiME format and will be a binary file. To analyze this binary 

file volatility can be used. Volatility is an open-source framework that will aid in memory 

forensics. From GitHub the https clone of the volatility can be copied. Using “git clone” 

command the volatility can be cloned into the Ubuntu system as shown in Figure 2. Once 

done volatility directory will be visible in the Downloads directory. There is compilation file 

by the name of Makefile that can be viewed under the path 

“/home/ubuntu/Downloads/volatility/tools/linux”. To compile this file dwarfdump is required 

which can be installed with the help of apt install. Once this is installed the command “make” 

can be given which will then executes the volatility and creates “module.dwarf” file in the 

same directory “/home/ubuntu/Downloads/volatility/tools/linux”. This is shown in Figure 3. 

The main purpose of this is to have volatility profile specific to kernel version of the ubuntu 

system. 
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Figure 1: Initiating AVML to create memory dump 

Figure 2: Cloning volatility 
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Figure 3: Compiling Makefile to create module.dwarf 

The next step is to create the zip archive of the volatility profile. The zip file should contain the newly complied 

module.dwarf file and debug symbols found in the system.map file of the currently running kernel. The name of 
the zip file can be given same as that of the kernel version of the system but will help if there are multiple 

profiles within the system as shown in Figure 4. This zip file can be feed into volatility to analyze the memory 

image, but it needs to be placed where it can be accessed by the volatility. So the zip file will be moved to a 

specific location, by using “mv” command, inside the volatility directory 

“/volatility/volatility/plugins/overlays/linux/”. 

 

Figure 4: Creating zip file for volatility 

The newly installed profile can be seen with the help of the command “python vol.py –info | more”. After this 

using python we can point to the memory dump file created by AVML and specify the newly created profile to 

list all the activities that has been going on in the Ubuntu system. This is shown in Figure 5. By using grep 

command we can get the details for specific applications. The commands “python vol.py -f ../memory.dmp –

profile=Linuxubuntu_5_4_0-124-genericx64 linux_netstat | more” will list all the network activities that has 

been carried out and “python vol.py -f ../memory.dmp –profile=Linuxubuntu_5_4_0-124-genericx64 linux_lsof 

| more” will list all the open files. These outputs obtained will help in forensic investigation depending on 

various needs of the forensic investigator. 
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Figure 5: Volatility profile created 

 

2 Remote Acquisition GRR 
 

Firstly MySQL will be downloaded into the Ubuntu machine if its installed. By using “sudo 

apt install mysql-server” we can install MySQL. A database for the grr needs to be created 

into the MySQL server. This is shown in Figure 6. The latest version of GRR will be 

downloaded from the official site with the help of “wget” and will be installed. To ensure that 

GRR server will be able to communicate with the datastore GRR will need to configure 

datastore and IP address to communicate with the server. Hence while installing GRR, it will 

prompt to ask for information like hostname, port, username, database and IP address. This is 

shown in figure 7. An admin user will be created, and password will be set up to login to the 

GRR server. Once these are done GRR installation will be completed. 
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Figure 6: Setting up GRR database 

 

 

Figure 7: Configuring datastore and communication for GRR server 

 
Once installation of GRR is completed we can access the GUI of GRR server in the browser by entering the IP 
address port details in which GRR is set up. As shown in the Figure 9 GRR server is launced by entering 
“10.0.2.15:8000” and giving the admin details. in the Binaries section of GRR server we can download the 
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required GRR client. We can unpack the GRR client with dpkg command. Once GRR client gets installed we can 
click on GRR server again it will show the available client details as shown in Figure 10. 

 

 

Figure 8: GRR server GUI 

 

 



7 
 

 

Figure 9: Binaries showing list of GRR client 

 

 

Figure 10: GRR client details 
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