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1 Introduction

This manual contains details regarding the proposed model's setup and requirements, such as
technical specifications and software to be installed. Furthermore, this setup handbook
explains how to implement the algorithms needed to develop the proposed model.

2 System Configuration

The proposed model uses various machine learning algorithms as well as deep learning.
These algorithms use libraries and layers which are power hungry. From dataset processing to
calculate accuracy every bit of the model will require processing power. For the same reason
we have used a considerable powerful desktop to meet the model’s need.

Desktop Specification:
e Performance-oriented CPU: 19 9900k, stable overclock at 5.1ghz liquid metal
32 GB DDR4 ram.
External GPU AMD Radeon 5700xt with 8GB RAM.
2TB SSD storage

The model is dependent on tools, software and libraries that would help configure the model.
Below are the tools and libraries used in the proposed model.

Software and tools:

Operating System: Windows 10 Pro 64-bit
Python: 3.10.64
Visual Studio Code

Libraries used for the proposed model:

NumPy and Panda were used for dataset extraction and processing

Keras framework was used for analysis of data and its implementation in neural network
algorithm.

Sklearn (Scikit-learn) the library for machine learning was used for modelling, regression,
classification and other functions.



3 Implementation steps

Post installation of necessary tools, software and libraries, the libraries were imported on
python environment. SkLearn (Scikit-Learn), Keras, NumPy and Pandas were some of the
important libraries imported.

sklearn.metrics import roc_curve, auc
end.plotting import plot confusion matrix

ification_report, confusion_matrix

» Dense, Dropou nput, ConvilD,

imp g
warnings.filterwarnings("ignore")

Figure 1 Libraries

Once the libraries are imported, the datasets need to be fetched from the system’s directory.
As the proposed model needs to maintain two datasets i.e., DDoS traffic dataset and All-
traffic dataset. Which later will be used for training the model and testing it.
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The model uploads the full features dataset provided by The University of New South Wales
specifically for training and testing the dataset. The datasets once fetched are then divided
into the DDoS traffic dataset i.e., “data” and All-Traffic dataset i.e., “datatest”.

Loading the dataset

pd.read _csv
pd . read _csv(
pd . read_csv(

pd . read_cswv

Combining All the data attacks

Training Dataset: data

Testing Dataset: datatest

datatest=pd.concat([file4],axis=0)
data=pd.concat([file2,file3,filel],axis=0)

Figure 2 Loading Datasets and combing them

As the model has fetched the dataset the next step will be to analyze the datasets and prepare
it for training and testing. The analysis started with looking for numbers of rows and columns
in the dataset and then removing empty spaces in the dataset.

Dataset Analysis

Labels of column in dataset

data.columns

~ Removing spaces from the dataset

data.columns = dat: r.replace(’ ', ')
datatest.columns = 1s.str.replace(’ ', ")

Total rows and columns in both datasets

', len(data))
len(datatest))
*, len(da

» len(datatest.columns))

Figure 3 Dataset Analysis



Further the model checks for any Null values in the dataset as most algorithms are unable to
predict the accuracy if there is NULL value in the dataset. So, the model drops any NULL
value in the both the datasets.

- Checking for Null Values in both dataset

Dropping Null values if any

data=data.dropna()
datatest=datatest.dropna()

Checking again Count of Null values

np.sum(data.isnull().any
np.sum(datatest.isnull

Figure 4 Checking for Null Value

As the dataset was found to have some redundant features as well as infinity values in few of
the columns. The model then converts those infinity value to 0 and drop the repetitive
columns. Also, any duplicates rows were dropped.

Deleting the duplicate rows
', current)

, currentl)

, current)
', currentl)

data["1time"].replace("Infinity”, @, inplace=
data[ ].replace(” ity”, @, inplace=

datatest=datatest.drop(c
data=data.drop(columns=

Figure 5 Checking for Duplicates, Infinity and dropping redundant columns.



Since we were using 64-bit data, the memory consumption will be high when processing
them. To reduce the memory consumption all the 64-bit data types were converted to 32-bit
data types.

Changing the data types from 64-bit to 32-bit to decrease the memory usage
=+ Code

integer = []
floatt = []

er.append(integerr)
tt.append(
cat.append(intege

data[integer] = data[intege
data[floatt] = data[floatt]

integer = []
floatt = []
elif datatest[integerr].d

datatest[integer] = datatest[integer]
datatest[floatt] = datatest[floatt]

Figure 6 Converting Datatype to decrease memory usage

The datasets is then seperated into input features and traffic label. It is done as the the model
will be proceeding with feature selection and adding label into features doesn’t make sense as
label will be the decising factor when accuracy is obtained.

¢ Input_features = X
e Label=y

.countplot(data= X

t columns=["
datatest[ ! atatest[
datatest['Label’ ]=datatest[

1
ntplot(data=
datatest[ 1

1.shape[1])

Figure 7 Input Features and Labels separated.



The model uses Chi-2 and Tree based feature selection for both the datasets to filter the
useful features. Post which all the features selected are combined and if there is a common
feature selected by both the feature selection algorithm then one of them is dropped.

Univariate feature selection Feature selection using SelectFromModel

+ using chi2 technique to extrcat the most useful features from the data » Tree-based feature selection

M= SelectiBest(chi2, k=10
H.fit(X, y)

(_features = C_M.transfora(X) ETC M.Fit(X, v)
ETC_M.fit(X,

ifier(n_estimators=48)

B
e = Splactrr el |_'I.":.'_.t=
t(chi2, ke16) . e e
) e e reatures ElL .T."EI."STD"'.'__-‘._J

1.fit(x1, y1)

(_featuresl = C_M1.transform(X1)

1 = ExtraTreesClassifier(n estimators=48)
feature names = list(X.columns[C M.get_support(indices ) ETC_M1.Fit(X1, y1)

C_features=pd.DataFrame(C_features) oz
(_features. colmns=feature_names

(_features. head()

£ Mo Selectt le1(ETC M1, prefit=
Featuresl = ETC M1.transform{X1)

We are going to combine all the features that are selected using different techniques and dropping the common features selected

Hybrid Features=pd.concat(| C features, ETC M Features], axis=1)
Hybrid Features = Hybrid Features.loc[:,~Hybrid Features.columns.duplicated()]
Hybrid_Featuresi-pd.concat([ C_featuresl, ETC M Featuresl), axis-1)

Hybrid Featuresl = Hybrid Featuresl.loc[:,~Hybrid Featuresl.columns.duplicated()]

Hybrid_Features. shape[1]
Hybrid Featuresi.shape[1]

1ist(Hybrid Features.columns)
ist(Hybrid_Featuresl.columns)

Figure 8 Feature Selection.




Since the model found there to be still quite several features and there is a possibility of quite
a number of features be redundant in nature, so the model then uses principal component
analysis to convert these redundant features into a single component.

v Checking how much features will be good for features selection on PCA

pca_components ().fit(Hybrid_Features)

plt.plot{np.cum components.explained variance ratio ))
plt.x1im(e,52,1

plt.x1abel( e

plt.ylabel( 'Cumula

pca_componentsl = ).fit(Hybrid_Features1)

plt.plot(np.cumsum componentsl.explained variance ratio ))
plt.x1lim{®,52,1

As we can see that around 95% variance by first 5 components and then of

PCA_features selection = PCA(n_components=5)
Hybrid_Features = PCA_features_selection.fit_transform(Hybrid_Features)

PCA_features_selectionl = PCA(n_components=5)
Hybrid Featuresl = PCA features selectionl.fit transform(Hybrid Features1)

Figure 9 PCA with 5 components.

Post both the dataset goes through PCA then the model proceeds with Training and testing
the model with the datasets we have chosen and have applied changes for better and accurate
results.

y _train = (Hybrid Features, y)

qF_tEEt = {HFhFid_FEEtupegil Fle

Figure 10 Training and testing Dataset



The Model then uses various machine learning and deep learning algorithms to train the
model using the DDoS traffic dataset.

Decision Trees

er{random_state=18, max depth=1}
y_train)

Ran_For= m Fier({n_estimators=1,max_depth=15, random_state=1,max_leaf nodes=18)
Ran_F xan_| c » y_train)
Ran_For

GaussianNB Algorithm

()

KNN.fit(X_train , y_train)

CNN Model

X_train=np.array(X_train)

‘s input_shape=x_train[@8].shape))
cnn_model.
cnn_model.
cnn_|
Cnn_moc
cnn_|
cnn_|
cnn_|
cnn_| c (De 1, a
cnn_| .compile(optimize \E metrics=[
cnn_model . summary ()

Training and validating

history=cnn_model.fit{x_train,y_train,epochs=100
validation_split=8.1,callba I ing(monitor 1 s',min_delta=0.8001, patience

Figure 11 Machine Learning and Deep Learning Models were then trained by the DDoS dataset



Post the mode are trained then the accuracy, metrics, and confusion matrix of all the
algorithms are taken into account and then comparted post results are available.

" .format(KNN.score(X_test, y test)))

print(’
e nf on_matrix(y_test, y_predl)

—[TP]
"1-[FP]
"1=[FN]

print(”

print(’

print( Co

re

print(’

print(”

print({ ")

CR=c sification_report(y_test, y_predl,target_names
print

print(”

print(’

print(

print(’

CR=cont on_matrix(y_test, y_ predl)
print{CR)

print{ n’)

fig, ax = plot_confusion_matrix(conf_mat

Figure 12 Code used for Accuracy, metrics and to plot confusion matrix.

Once the algorithms are done predicting the accuracy and other metrics. The results of all
these algorithms is presented using pretty table function in a single diagram.

Comparison of all algorithms Results

able()
print(
print(

mn”, round(dt,5)])
round{rn,5)])

round(kn.5)])
x.add_ro round(Deep_Learning_accl,5)])
print(x)
print{ " \n")

Figure 13 Results of all models clubbed into a single table.
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