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Abstract

The research is based on white box testing process that helps to analyze coding of software for verifying
the input as well as output floor of the particular software. Moreover, the white box testing process also
helps to analyze internal structure and design process of software and it also helps to increase the security
of software. In this regard it has been observed that as every field has their own pros and cons, the other
side of cyber security leads to damage to the reputation of business by several cyber-attacks. There are
several problems related to cyber security in terms of applying XML injection methods into it. XML
security is considered as one of our networks protocol types and the XML based network protocol helps
to analyze structured data that are included within formatted information. The researcher has chosen
positivism philosophy to identify the impact of white box testing in XML injection Websites. The
research has followed the deductive approach as a research approach as it has been found to be effective
for this study. Through this research approach, the casual relationships between the variables of the
research can easily understand the concept of the research. Implementation of white box testing has been
done in this project by considering some future work as well.

1. Introduction

1.0 Research background

The research is based on white box testing process that helps to analyze coding of software for
verifying the input as well as output floor of the particular software. Moreover, the white box
testing process also helps to analyze internal structure and design process of software and it also
helps to increase the security of software. In this regard it can be said that hacker have the ability
to exploit front end web application as well as backend web application in this server as there is
an increased number of complexities in between communication channels. In addition to this it has
been observed that web applications play an important role with the interaction process of optimum
usability and security of software and internal Web services.

The research also includes the XML injection process. The mentioned processes are being applied
while the white box testing is going on in any web application or software. The particular XML
injection process helps any web application or software to make sure about the presence of
malicious content in it. The research helps to figure out required solutions that can be effective for
white box testing and can help to enhance white box testing efficiency for improving its usability
towards any software or web application.

1.1 Problem Statement

The white box testing is related to cyber security and it has been noticed that cyber security is
considered as one of the important factors that helps to protect various kinds of information and
data. Moreover, the research helps to point out different solutions that are effective for increasing
the improvement of white box testing usability. The improvement that is needed for enhancing
white box testing process to users are also being discussed in this report. In this regard it can be
said that the white box testing is considered as one of a cyber-security technology and it consists
of potential threats from XML injection and the XML injection is considered as a cyber-security
issue that is observed in various websites [4]. Different potential solutions that are helpful for
mitigating cyber security issues and are able to give advanced experience to users are also being
discussed in this research.

It has been analyzed that the white box testing is considered as the safest cyber security
Technology, and it also makes sure about the execution of a system with meeting specific features
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and also validates security features. The main issues regarding cyber security in terms of XML
injection in websites are being discussed in this research. The major logic of the XML program
and the way XML injection can be able to cause different malicious content that is being injected
into a resulting message can be observed in this research. Moreover, it has been observed that the
impact of white box testing is needed to mitigate or overcome the threats that come from XML
injection in websites [8].

1.2 Research Aims and Objectives
Research Aims

The research helps to develop an overall idea on XML injection on websites and the effect of XML
injection that can cause malicious content in web applications or software. Moreover, the research
put focus on the effect of white box testing to overcome threads coming from XML injection on
websites.

Research Objectives

e To determine the efficiency of white box testing as a cyber-security technology
e To analyze cyber security issues that occurs due to XML injection on website
e To signify the impact of white box testing to overcome XML injection threats in websites

e Torecommend strategies that can help to increase the effectiveness of white box testing towards
XML injection

1.3 Significance of the research

The research sheds light on the effectiveness of white box testing to overcome XML injection
threat that occurs in websites and it causes malicious content in websites. Cyber security helps to
defend or restore any operation eating system. Moreover, it has been observed that cyber security
is also considered as a critical method because various types of records regarding exploitation
information confidential data and government data are included in it [9]. The significance of cyber
security is enhancing day by day and the world is intending on this particular Technology as it
provides security to data. Moreover, it can be said that the white box testing approach is also
considered as a part of cyber security Technology.

The white box testing helps to test the potential of positive as well as negative behavior of any
software and it also involves data control flow, information control flow, coding, and fault
management of any system. In addition to this the white box testing can also be done to analyze
the execution of code and to detect the exploitable vulnerabilities. On the other hand, it has been
observed that the XML injection is considered as a cyber-security issue that occurs in websites
[11]. In this regard it has been observed that the white box testing includes programming language
but in case of black box technique it helps in XML injection method by providing special
advantage as the black box testing does not need source code to reduce any negative impact of
XML.

2. Literature Review

2.0 Effectiveness of Cyber security and XML issues in website
3



Cyber security is considered as a key Technology nowadays as it protects different categories
called 8 hours from being stolen or damaged. This data includes sensitive data, intellectual data,
government related data, industry information related data, and health information related data and
so on [28]. In this regard it can be said that as a cyber-security gives ample amount of security
towards data and helps by providing security to protect data hence the data is being handled by the
particular web server. In this regard it has been observed that as every field has their own pros and
cons, the other side of cyber security leads to damage to the reputation of business by several
cyber-attacks. There are several problems related to cyber security in terms of applying XML
injection methods into it. XML security is considered as one of our network protocols types and
the XML based network protocol helps to analyze structured data that are included within
formatted information [18]. Several issues encountered by XML network protocol suggest text
related issues, signature issues, and spurious validation errors and so on.
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Figure 1: Web application security scanner
(Source: Acquired from [28])

The XML is used for transporting data from an application to another application. In this context
it has been analyzed that the websites sometimes take content for their respective web pages from
XML files. This is the process or way of including hypertext mark-up language and extensible
markup language to work together. The XML files includes both tags as well as text file the
extensible markup language (XML), is occupied with simple text-based format that represents
structured information. There are several problems or issues related with "extensible markup
language" or XML. As stated by [22], the XML is verbose. The world bows pattern indicates that
whenever any user is trying to type in Raw XML there needs to be opening as well as closing tags.
Moreover, the user needs to think on the tags every time even the editor tries to help the user. On
the other hand, these tags get in a way of scanning for reading the particular text. This issue can
be resolved by applying order using specialized XML editor.



As argued by [32], XML needs user specification for any particular language. As computers have
not the ability to think of any particular language that is needed for any technical work. Hence the
user needs to specify a particular language in XML for processing with any work. Moreover, the
XML doesn't have any semantics. In this regard it has been observed that in XML syntax there is
no meaning related to data that is marked up [16]. Moreover, the XML instructs users and asks
their permission to close all the tags that have been opened by them. In XML it has been observed
that there is no application processing system and more over the XML it's too dependent on HTML
to read or write in a browser.

2.1 White box testing

The white box testing is considered as a software testing process. White box testing techniques,
the internal structure of data, designing as well as coding of any software are being tested and also
being verified with the flow of input output [26]. The key concept of using white box technique is
to observe through the box concept.
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Figure 2: Technique variation in white box
(Source: Acquired from [31])

The white box testing also allows users to analyze the internal structure of a particular data. The
major benefit of using white box testing is that it needs better knowledge of internal software that
is going to be tested or that is under test. Moreover, the white box testing also allows to find out
hidden errors or internal errors that cause harm to the internal functionality.



2.2 XML injection

XML injection can be stated as the attack technique that has been used to compromise or
manipulate the logic of the service or application of XML. The injection of unintended content or
structures of XML into the XML message has the ability to alter the intended logic of that
application. In addition, XML injection can be considered as the reason for the insertion of the
malicious content into resulting documents or messages. With the successful attack of XML
injection, an attacker can steal a complete database or can log in as an administrator of a website
[5]. Other issues regarding security like DOS and XSS attacks can occur with the malicious XML
injections.

Determination of an application is vulnerable or not to XML injection can include attempts to
examine whether that application is sanitizing the incoming data. The attack of XML injection can
be needed to ensure the user input is successfully sanitized and managed before it has been granted
to reach the code of the main program [10]. The best approach can be to consider all the input of
the user to be unsafe and properly sanitize or monitor the input.

2.3 The ways through which white box testing help to overcome XML
injections websites

The key purpose of the method of security testing is actually to ensure the system robustness in
the face of failures of regular software or malicious attacks. White box testing has been performed
based on that knowledge of the ways through which a system can be implemented. White box
testing can impact XML injections websites. In the case of White-box testing, different kinds of
search techniques are used to cover many structural targets at the same time (Moradin and
Hakansson, 2016). In addition to that, those techniques can be easily applied and adapted in the
detection of XML attacks in the application of front-end web. In the testing of traditional white-
box, it can be seen often that multiple test cases with separate lengths are actually equivalent in
terms of the scores of objectives.

As a result, prioritizing the shorter tests at a similar level of coverage helps to generate more
concise tests. In terms of XML injection, the target TO can be easily covered through only one
single solution and the other shorter strings of equivalent cannot be present. Therefore, it can be
easily understood that the effectiveness of white-box testing to overcome the XML injections
websites is that it helps in the detection of the viruses [21]. In addition to that, it has the intention
to affect the information of the website and build the internal functions that can be regarded to be
important for the efficient and effective website formulation without any kinds of issues regarding
cyber security.

The testing of a white box requires knowing what makes software insecure or secure, the ways
through which to be thought, such as the attacker and the ways through which different techniques
and tools of testing can be used.

3. Methodology

3.0 Introduction

This portion has discussed different kinds of tools and methods to collect data and conduct data
analysis based on those collected data. This portion has shown which research approach and
philosophy have been followed. This portion has discussed the reason behind choosing the
research tools and methods to fulfil the objectives of the particular study.
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3.1 Research Philosophy

The researcher has chosen positivism philosophy to identify the impact of white box testing in
XML injection Websites. Positivism philosophy relies on experience as the valid origin of
knowledge. In addition to that, the findings of research in the positivist studies are not only
descriptive; besides that, they have fewer chances of facing issues regarding in-depth research [2].

3.2 Research Approach

The research has followed the deductive approach as a research approach as it has been found to
be effective for this study. Through this research approach, the casual relationships between the
variables of the research can easily understand the concept of the research. The concepts regarding
White box testing and XML injection can be measured easily and generalized the findings of the
research to a certain context [24].

3.3 Research Design

In this case, descriptive research design has described the view and perception in a detailed manner
[33]. Descriptive research designs have been considered as easy, cheap and quick for conduction.
Descriptive research design has given an in-depth view of the topic. It is effective to identify the
characteristics of white box testing and XML injection websites.

3.4 Tools and Techniques

Linux software has been used for XML injections and white box testing.

3.5 Data analysis

The researcher has implemented the tabular and graphical analysis of data to analyze the gathered
information. Linux software has helped to visualize the influencing factors of white box testing
in the XML injection website.

3.6 Summary

The research has focused on white box testing via Linux software to get authentic, valid and
relevant information for the research of understanding white box testing for XML injection
websites. White box testing is playing a vital role to use variety of techniques for software testing
and that is effective to cope with different issues and problems at the same time. It is identified
that control flow testing and data flow testing are effective to reduce different issues and problems.

Chapter 4: Design specification

Cyber security is very important in this modern world where the internet has been used widely in
every sector. Therefore, it is a mandatory task to provide cyber security to a system. In this matter,
a white box testing operation has been proposed in order to provide security to a web application
or software. As per the views of Li et al. (2017), white box testing is also known as glass box
testing or clear box testing. This method has been used in the process of software testing in order
to provide cyber security to the system. On the other hand, it can be said that the design of this
testing environment required some techniques and those are control flow testing, data flow testing,
branch testing, statement coverage, decision coverage, and path testing. In addition, it has been
found that this method has been used in different levels of the testing process including unit testing,
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integration testing, and system-level testing of software.

In the process of white box testing, programming skills and coding knowledge are required for the
test cases. Therefore, it can be said that a tester plays an important role in this process of providing
cyber security to a website or web application. Cyber security is very important in order to avoid
any type of important data being stolen or stolen from the web application or software [6]. In this
matter, providing better security is a mandatory process to avoid any kind of data leak or damage.
On this note, it can be said that these are the design specifications of this testing method in order
to provide cyber security to a website or web application.

Chapter 5: Implementation

Implementation of white box testing is a very important process and, in this matter, the below-
mentioned figure also provides a graphical representation of white box testing method from unit
to system testing. The main process of implementing this testing method is as follows:

e Performing risk analysis to guide the whole process of white box testing activities. This process
also can be said as threat modelling.

Development of a proper strategy that will allow achieving the testing goals [25].

Developing a proper testing plan in order to organize the subsequent process of testing [14].
Preparation of the environment to execute the test properly.

Execute all the test cases.

Developing a report based on the result of this testing process.

There are some artefacts that are related to this white box testing process and those are risk analysis
report, source code, security specification, quality assurance, and design documentation.
According to the views of [12], the reporting mechanism of the white box testing process is very
important to evaluate the effect of this process. However, in this matter, all the artefacts of this
process are mentioned below for more clarification.

e Source code is one of the more important artefacts of this process in order to perform white box
testing. Without implementing proper code, this testing process cannot be performed properly
in any website or web application to provide cyber security. In this matter, Linux coding is
required for the proper implementation of the method.

e Design and architectural risk analysis should be the main things in order to guide all the testing
related activities. In this process, test planning, test case creation, test technique selection is also
very crucial as part of the white box testing process.

e The process of documenting design is very essential as well in order to understand and develop
effective use cases for this method. If the design documentation is not sufficient enough, then
the test team could face many difficulties to answer each and every question related to the cyber
security of a particular web application or a website.

e Seccurity specifications are also important in this case. It is very important to understand the
security functionality of the white box testing method. In this matter, it can be said that if the



security requirements are lacking, then the testing team could not obtain the information
required from various stakeholders related to a web application or website.
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e In this matter, it has been found that the security tested should have access to quality assurance
of this proposed method. The process of quality assurance is very important in order to increase
the acceptability of this white box testing method in providing cybersecurity.

There, it can be said that there are important artefacts of this white box testing method. As per the
comment of [30], without implementing proper code, this testing process cannot be performed
properly in any website or web application to provide cyber security. In this matter, Linux coding
is required for the proper implementation of the method. If the design documentation is not
sufficient enough, then the test team could face many difficulties to answer each and every
question related to the cyber security of a particular web application or a website. In this process,
test planning, test case creation, test technique selection is also very crucial as part of the white
box testing process. This method has been used in the process of software testing in order to
provide cyber security to the system [17]. On the other hand, it can be said that the design of this
testing environment required some techniques and those are control flow testing, data flow testing,
branch testing, statement coverage, decision coverage, and path testing. In addition, it has been
found that this method has been used in different levels of the testing process including unit testing,
integration testing, and system-level testing of software.
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Figure 1: The process of security testing
(Source: [7])

From this figure, it can be said that the first process of performing white box testing is developing
a test strategy based on the risk analysis. In this matter, it can be said that the main purpose of
defining test strategy is to define the major activities in this testing environment. As mentioned by
[23], this normally includes testing technique, testing scope, environment, and skills of the test
staff. In this matter, it can be said that test strategy has been divided into some other parts and
those are test plan, test case development, test automation, test environment, and test execution.

Test plan

In this matter, it can be said that the test plan should manifest the strategy of this process. It has
been mentioned before that the main purpose of having a test plan is to follow the testing process
properly. As per the views of [29], the test plan of the white box testing method generally includes
both high level and low-level data interpretation for providing cyber security to the software or
web application. Therefore, it has been found that test planning is important for the administration
and reporting at the time of performing this test smoothly.
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Test case development

The development of test cases is also very important in the process of executing this white box
testing. In this matter, it can be said that the development of test cases depends on different case
descriptions. However, risk analysis, test plan, and test strategy help to develop test cases
according to the requirements of the process [15]. The process of test application is very crucial in
this matter in order to develop the test cases according to the criteria of a web application or
software. All the members of the testing team are responsible for developing the test cases.
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Test automation

Automation is all about automatic work. In this case, test automation of this process provides
automated work on managing tests and repeating some past tests. Therefore, the development of
test automation in this process is really a critical task incorporated with the process of providing
cyber security to a web application or software. As per the comment of [27], the establishment of
the environment for testing is important for test automation. The establishment of test automation
is also important to identify any type of run time error and invalid data structures. However, it has
been found that white box testing also requires some software development in order to support
some particular tests.

Test environment

Testing of different phenomena of white box testing required a proper environment. It is very much
critical to manage and establish a proper test environment in order to increase the effectiveness
and efficiency of this testing process [1]. If the design documentation is not sufficient enough, then
the test team could face many difficulties to answer each and every question related to the cyber
security of a particular web application or a website. Therefore, the test environment is very
important for white box testing.
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Test execution

Execution of the test is all about running all the test cases in order to generate results. In this
process, the first step of execution is validating the infrastructure which is required to run the test.
This infrastructure is very important for encompassing test automation and the test environment
required for white box testing. In this process, all the issues related to this execution have been
sorted by the performed team for a seamless process of execution.

Chapter 6: Evaluation

This method has been used in the process of software testing in order to provide cyber security to
the system. In this matter, providing better security is a mandatory process to avoid any kind of
data leak or damage. On this note, it can be said that these are the design specifications of this
testing method in order to provide cyber security to a website or web application. In addition, it
has been found that this method has been used in different levels of the testing process including
unit testing, integration testing, and system level testing of software [20]. This chapter provides
the evaluation of the results of white box testing in a particular web application or software in
order to provide cyber security. Therefore, the researcher of this project implemented this proposed
technique in order to provide security.
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Figure 3: Flowchart of this proposed system
(Source: Created by author)

This figure shows the flowchart of performing white box testing on a website or a web application.
In this matter, a Linux code has been implemented in order to evaluate this proposed white box
implementation system in order to provide cyber security for protecting data and sensitive
information properly.

INPUT B + A
C=B+A

PRINT "It's done"
END IF

IF A> 45

PRINT "It's pending"
END IF

In this matter, two test cases have been defined by the researcher in order to form this white box
testing. In the first test cases, A = 50 and B= 60.

In the other case, A= 55 and B= 40.

However, the researchers of this project have decided to use the Veracode testing tool in order to
identify and solve any type of software flaws quickly. This tool is also very acceptable in
performing security testing of a desktop as well. According to the vision of [3], this tool supports
programming languages like .NET, JAVA, and C++. In this matter, it has been found that white
box testing has been done in this case in order to ensure all the independent paths. In addition, it
also helps to verify all the logical decisions whether it is true or false in values. On the other hand,
white box testing allows the researcher to perform all the execution of loops of an internal data
structure of the website or web application.

In this matter, it has been also found that XML has been used in this testing for transporting data
from one application to another. In this matter, the researcher of this project also analyzed that
sometimes a website can take information from respective website pages as an XML file.
However, XML injections are considered as one of the common applications in white box testing
for providing cyber security to a website or web application. As per the comment of [13], XML
normally depends on the HTML in order to read and write. Cyber security is very important in this
modern world where the internet has been used widely in every sector. Therefore, it is a mandatory
task to provide cyber security to a system. In this matter, a white box testing operation has been
proposed in order to provide security to a web application or software. Implementation of white
box testing is a very important process and, in this matter, the research of this project also provides
a proper evaluation of the testing method of white box testing by representing the result with the
help of this declared flowchart method.

6.1. Advantages

By performing the white box testing in order to provide cyber security, the researcher of this
project found some advantages of this testing method. The main benefit of using white box testing
is it helps to optimize the source code therefore; hidden errors are identified properly. As an
example, it can be said that the researcher of this project easily uncovered the default formation of
source code by a proper error handling mechanism. In this matter, it can be said that it helps to
increase the productivity of testing. In addition, the other benefit of performing white box testing
is it helps to execute some black box tests as well which is very hard to set up. All the test cases
in the white box testing method are easily automated compared to the other testing methods.
According to the views of [19], white box testing is more thorough compared to other testing
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methods. In this matter, it can be said that this testing method covers all the code paths properly
for thorough analysis. For this reason, the researcher of this project implemented this testing
method for providing cyber security of a website. The other advantage of this white box testing is
that it can be used in the SDLC phase as well without GUI.

The most important point of this discussion is this white box testing method helps to reduce cost
and time as well. This testing method helps the researcher to assume quickly and validate proper
design decisions. Therefore, it can be said that this method helps to increase the productivity of
work. In addition, this method also helps to find any type of unintended features in a web
application or website. In this matter, [6] said that security testing is not about identifying any type
of vulnerabilities but also examining the useless functionality of a website or web application.
Access to the source code allows the researcher to find more deeply about any type of gap in the
security system of a web application or website.

6.2. Disadvantage

There are some disadvantages of this white box testing method, in this matter, it has been found
that it is very time-consuming for the case of applications with large scale programming.
Therefore, it can be said that it is useful for short types of applications that have less programming.
In addition, it has been also identified that this testing is very complex and expensive as well. On
the other hand, it has been also found that this testing method can also cause production errors as
this is not a detailed process. In this matter, it can be said that performing testing methods requires
skillful programmers who have a detailed understanding and knowledge of different programming
languages and the process of implementation.

Chapter 7: Conclusion and future work

Thus, it can be concluded that white box testing using XML injections is a very complex process
and requires a high level of understanding of programming knowledge in order to offer cyber
security service to a particular web application or website. In this project, white box testing has
been done on a website in order to provide cyber security. In this process, different types of
outcomes have been found by the researcher which has been discussed in this research paper.
Execution of the test is all about running all the test cases in order to generate results. In this
process, the first step of execution is validating the infrastructure which is required to run the test.
This infrastructure is very important for encompassing test automation and the test environment
required for white box testing. In this process, all the issues related to this execution have been
sorted by the performed team for a seamless process of execution. In this research project, the aims
and objectives of this project have been achieved properly in order to determine the efficiency of
the testing method as an important cyber security technology. On the other hand, issues related to
XML injection also have been analyzed properly in this paper.

Cyber security is very important in this modern world where the internet has been used widely in
every sector. Therefore, it is a mandatory task to provide cyber security to a system. In this matter,
a white box testing operation has been proposed in order to provide security to a web application
or software. In this matter, there are several possibilities for future work on this topic. There could
be some new research on reducing the cost of this proposed testing method as it has been found
that it is very much costly and time consuming as well. Therefore, could be another approach for
future work to reduce the complexity of this testing method by implementing some new
technology. That can reduce the time and cost as well and increase the efficiency of this method.
In addition, it can be also said that some future work could be done on the topic of recommending
some strategies in order to increase the effectiveness of white box testing methods by XML
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injections in websites. Finally, there are future works, which can be performed in the near future
in order to improve the cyber security of a website by performing white box testing.
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