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1 Introduction 

This configuration manual gives a thorough report on the system configurations utilized and codes information 

for the following three modelling phases: 

“Image Steganography on Cryptographic text using Neural Networks” 

2 System Configurations 

This section contains the Hardware and Software specifications required to perform this research. 

2.1 Hardware needs 

• OS type: Windows 10 Home Single Language 

• Internal storage:  1TB HDD 

• Processor: Intel(R) Core(TM) i5-9300H CPU @ 2.40GHz   2.40 GHz 

• Installed RAM: 8.00GB (7.84 GB usable) 

• GPU: NVIDIA GeForce GTX 1650 4.00 GB 

2.2 Software Requirement 

• Anaconda Environment-Jupyter Notebook: An open-source platform supplied by the firm 

Anaconda enables the installation and implementation of several applications such as the Jupyter 

Notebook and Python spyder, R-Studio R programming and so on. 1 The Jupyter Notebook is used 

for this research study to carry out the Python programming and machine learning activities. 

• Virtual Studios: Microsoft's source code editor for Windows, Linux and MacOS is Visual Studio 

Code. Features include debugging support, syntax highlighting, smart code completion, snippets, 

and embedded Git. 

• Python Programming Language: Python is installed in the system and a Global Environment is 

created to perform Deep Learning tasks and other parts of the proposed research using the Jupyter 

Notebook. Python version in use is version 3.8.8. 

3 Research Project Advancement 

The proposed research project is implemented with the help of above-mentioned Design Requirements. This 

research is divided into four phases first is to perform AES encryption over a text message, second part was data 

pre-processing of image dataset to make it useful for further parts of experiment, third part is to hide the AES 

encrypted message inside an image, and the last part involves designing a neural network to perform multi-image 

steganography. 

3.1 Data Pre-processing 

The database used for the proposed research is an image dataset is a collection of google images of arts, culture, 

places and food images. All the images were scattered across many different folders. The Data pre-processing 

includes collecting all the images in one folder. Dividing the main dataset in two parts Cover and secret images. 

Creating train and validation datasets and also resizing and making all images in equal shapes. Below is the 

implementation of data pre-processing: 



 
 

 

Figure 1 Creating new folder for dataset 

 

 

Figure 2 Collecting all the images in one folder. 

 

Figure 3 Renaming all images 



 
 

 

Figure 4: Splitting dataset in Cover and Secret 

This is the second step of execution of the proposed experiment. 

 

Figure 5: AES Encryption using PKDF2 

After the encryption is completed, the encrypted text generated by AES is hidden inside images 

using Text to Image steganography. 



 
 

 

 

 



 
 

 

 

The last part of the code is to design Convolution Neural network with three networks Prep network, 

hiding network and Reveal network. This neural network focuses on encrypting the image output 

received after the text to image steganography. Neural network was designed in Jupyter Notebook. 

 

Figure 6: import all libraries 



 
 

 

Figure 7: Data Pre-processing (part1) 

 

Figure 8: Data Pre-processing part 2 



 
 

 

Figure 9: Initialize losses and Prep network 

 

Figure 10: Initializing Hiding network 



 
 

 

Figure 11: Reveal network initialized 

 

Figure 12: Initializing hyper-parameters 



 
 

 

Figure 13: Making final plots 


