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1 Introduction 
 

The purpose of this configuration manual is to briefly outline how a user implements the 

encryption processes portrayed in the research paper. It provides the OpenSSL and GPG 
encryption scripts used and describes what each part means. In addition, the configuration 
manual also portrays the Shannon Index Formula used for calculating the entropy levels and 

describes what each symbol of the formula means. 
 

2 Project Implementation 

2.1 AES Encryption using OpenSSL Script 

 
OpenSSL software [1] was chosen for symmetric encryption process for efficiency. AES-256 

in CBC mode is the algorithm selected for symmetric encryption. The user will choose the 
file they wish to encrypt and will add the name of this file inside the symmetric encryption 

script. They will also provide the name of the outputted encrypted file. When the user hits 
enter, they will be prompted to insert a password. The password corresponds to the 
encryption key used and will need to be entered in the future if they wish to decrypt the data. 

Figure 1 displays the implementation of the encryption script. 
 

 
Figure 1: AES OpenSSL Encryption Script 

 
Each part of the encryption script is described below: 

-aes-256-cbc: This is the symmetric cipher chosen for encryption (aes) using 256 bits (-256) 
in Cipher Block Chaining mode (-cbc) 

-salt: This is telling the system to add a random salt to the encryption. 
-a: This is the command the user enters that generates the key used for encryption. 

-e: This is the command the user enters that assigns the IV to the encryption. 
-p: This command prints out the salt, key, and IV used in the encryption process. 
-in: This is the command the user enters to inform the system of the file they wish to encrypt. 

-out: This is the command the user enters to assign a name to the encrypted file. 
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2.2 Generating Asymmetric Keys 

GPG software [2] was chosen for asymmetric process for efficiency. RSA-2048 is the 

algorithm selected for asymmetric encryption. Before the asymmetric encryption process 

begins, the user must first generate the public and private keys. To do so, they must create an 

account with the GPG software, entering a username and password, choosing the algorithm 

they want to use for encryption (RSA) and choosing the size (2048 bits). This will then 

generate two mathematically connected keys; one is public, and one is private. Figure 2 

highlights the key generation process. 

 

 
Figure 2: Asymmetric Key Generation 

 

2.3 RSA Encryption using GPG Script 

GPG software [2] was chosen for the asymmetric encryption process for efficiency. RSA-

2048 is the algorithm selected for asymmetric encryption. Now that the keys have been fully 

generated in the previous step, the asymmetric encryption process can begin. The user will 

choose the file that has already been encrypted with AES. They will insert the name of this 

file inside the asymmetric encryption script, alongside the username they entered when 

generating the keys and the name of the file that will be outputted. The reason for entering the 

username is that the system corresponds the generated keys to the username provided and 

will encrypt the file using their generated public key. Figure 3 conveys this encryption 

process. 

 

 
Figure 3: RSA GPG Encryption Script 

 

Each part of the encryption script is described below: 

--output: This is the name assigned to the encrypted file that is outputted. 

--encrypt: This is the command the user gives to tell the system they wish to encrypt a file. 

--recipient: This is the username inputted when generating the keys so the system knows 

which public key to use for encryption. 
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3 Evaluation 

3.1 Calculating Entropy Levels 

The formula used to calculate levels of entropy is the Shannon Index Formula. [3] The 

formula is as follows: H = −n∑ i=1 pi log2 pi. 
 

H: This indicates the entropy level. 
P: This indicates the proportion (n/N) of a number/letter found in the ciphertext (n) divided 

by the total number of number/letters found in the ciphertext (N). 
Log2: This represents the natural log used. 
∑: This is the scientific symbol for the sum of the calculations. 

N: This represents the total number of numbers/letters found in the ciphertext. 
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