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1. Executive Summary
"Cybercriminals are developing and boosting their attacks at an alarming pace, exploiting the

fear and uncertainty caused by the unstable social and economic situation created by COVID-
19" (Stock, 2020) INTERPOL Secretary-General.

In today’s world, everything is connected to the Internet, which increases the exploitation of
devices and systems.

As we live in the middle of the pandemic, Company employees work remotely, making them
even more vulnerable. The intrusions also increase on the same scale as the Internet
multiplies. In the past few months, cyber-attacks are at their peak.

The National College of Ireland and Technology University Dublin was attacked by malware.
Then we have probably the most significant cyberattack on USA oil pipeline due to which oil
prices surge and about two days ago the most significant cyber-attack in the history of the
Republic of Ireland attacking HSE. The systems were forced to shut down for avoiding future
damage.

Minister of State for Public Procurement and eGovernment Ossian Smyth said, “This is a
very significant attack, possibly the most significant cyberattack on the Irish State”. (Gréinne
Ni Aodha, 2021)

Throughout the year, the project | have worked on is to research how these attacks took
place in the first place, which are commonly attacked ports and gathering the information of
the attacker, such as IP address and if it is a brute-force. The most common passwords used
to get into the systems.

| decided to work on this project because the main reason was the study of attackers'
behaviour. During the Christmas break each year, we have seen a new cyber-attack. This



gives me the idea that cyber attackers will be more active during the pandemic, and we can
see the results.

The project's complexity is a bit high because | used third-party services. The reason to do
this was to mitigate the risk on my machine. If | run server and pots on my machine, | knew |
would be gathering the attacks. Simple attacks could disrupt while working on the project.

The project is built on Linux (Ubuntu) using the Digital Ocean cloud platform, running an
MHN server and attaching the sensors/droplets (Honeypots) to the MHN.

2. Introduction
This report will describe the use of Honeypots, what honeypots are used for—a guide to set
up your own Modern Honey Network (MHN). We can deploy the MHN server for a limited
time. The Ubuntu has been upgraded & a few MHN features are not compatible anymore
with the new versions of Ubuntu whilst the developers of MHN are constantly working to
improve their project.

Companies of significant scale to small scale have implemented strong firewalls policies and
antivirus software to prevent such intrusions. However, attackers usually break the firewall
rules by using different ports or by opening the back door for devices. In this scenario, the
implementation of honeypots could capture the attacker’s activities and alert the security
members to block those ports for future damage. The companies demand countermeasures
for specific periods of times, e.g., which ports been attacked and what payloads have been
used, to prevent such attacks in the future.

This work uses honeypot scenarios of Modern Honeypot Network to detect future attacks. |
will deploy honeypot, gather logs in real-time in the above network scenarios and take
decisions based on machine learning techniques. Currently, work carried out in this
semester is divided into three parts (1) Selection of MHN (2) Deploying Honeypots

(3) Debugging of MHN server.

(1) Selection of MHN, In the early stages of the project. | had to research and decide to
either run honeypots on an actual system or virtually. | decided to run honeypots
virtually because it is more secure than deploying on the existing system rather than
putting my system at risk.

(2) Deploying Honeypots when it comes to deploying honeypots, there is a wide variety
of honeypots to deploy for the project. | have decided to run Dionaea and Cowrie as
the main honeypots for the final report.

(3) Debugging of MHN sever, Whilst the deployment of droplets/sensors. | ran into few
errors explained in detail under the Technology section. | had to debug those error
to gather the logs from attackers.

The work status is that honeypot is successfully deployed in the digital ocean, and real-time
logs are already collected to make real-time decisions on attacks. The subsequent
immediate work is to apply machine learning techniques to classify attacks.



Using MHN enables the person who has deployed the MHN server to study the different
attacks by attackers by trapping them in the honeypot and logging their attacks to the
server. This will be explained in greater detail, and there are three types of interactions low,
medium, and high. This report will focus on low interaction, medium interaction, and high
interaction. The report will also outline my own Modern Honey Network analysis, the
troubleshooting whilst developing the network, and the results of my analysis on different
droplets/sensors attached to the server. The analysis will focus on the multiple results from
attackers’ locations, IP addresses, most used passwords to get in the system.

This report will also explain the requirements needed to deploy the project, the design, the
architecture of the project, how | implemented and troubleshoot whilst implementing the
server and the sensors/droplets for MHN, and the implementation of the Splunk tool for
analysis. To illustrate how exactly this project operates.

Background

As my specialisation stream is cybersecurity and for my final year project. | wanted to
something related to my stream when we are studying a module called Security Principles.
That was the first time | heard about honeypots and how they work. It took my attention,
and | started researching and working on honeypots.

Honeypots are decoy systems used in real networks to divert attacker from systems to
another to study their behaviour, tools and techniques used by hackers. The level of
interaction allowed by systems helps us categorise the honeypots into three categories.
Usually, honeypots are designed to detect and report attacks against network and network
systems such as Dos/DDOS DNS, DHCP etc.

Honeypots came with an idea and approach of catching the attackers understanding their
tools to be ready for countermeasures to protect the existing organisation network. The
honeypots are defined as a security resource. As we know, the number of cyber attackers is
increasing rapidly and leaving the organisation vulnerable and sometimes bankrupt with the
new GDPR. We must be extra cautious when handling users' data on Networks. The typical
methodologies used to prevent attacks were IDS/IPS systems or penetration testing to find
vulnerabilities within the network and systems. The downfall for Penetration testing could
be unexpected results while a member is trying to find vulnerabilities which put the system
in a very insecure mode to do countermeasures. As we know, the attackers are finding
alternative ways to exploit the system, so we should also find an alternative way of learning
their behaviour without risking our existing system. | will do so by deploying the MHN server
on the cloud and attaching the sensors/droplets. This will attract the attackers to exploit. In
the meantime, we would understand their behaviour what ports they are attacking the
cloud platform is Digital Ocean for time interaction and analysis.

Mainly Honeypots are broken into two categories: production-based honeypots and
research-based honeypots. For this project, | will deploy research-based honeypots whose
primary purpose is to attract and lure attackers worldwide to gather the data for analysis.
The sole purpose of researched-based honeypots is to gather the data from different
locations worldwide whilst deploying the sensors worldwide, which helps us understand



where the attackers are most attracted to attacks and what countries the attackers are
usually attracted to that part of the world. For the trial, | had deployed Honeypots Cowrie
and Dionaea in the USA & India to understand where the most common IP addresses and
the ratio of attacks hit the sensors.

Aim:

Many honeypots can be deployed, but the aim to deploy and analyse for my BSc (honours)
project is mainly based on Cowrie, Dionaea. In the later stages of my master’s degree, |
would love to work on snort and Passive OS Fingerprinting (POf).

As mentioned earlier, since the servers update, the MHN project was fully compatible with
earlier versions of Ubuntu. While deploying the cowrie, | ran into unexpected errors that
were resolved using troubleshoot guide for MHN. The ticket is open for snort and POf. The
developers of MHN are working on it to resolve the issue, including the script changes. Once
the ticket is resolved, | would successfully deploy other Honeypots. In the meantime, the
core focus is on Cowrie and Dionaea. As these two are mainly target networks

Dionaea Honeypot:

Dionaea honeypot is to trap malware exploiting vulnerabilities. The goal is a gathering
the data copy of the malware. Since the pandemic people are working remotely for
meeting VOIP, Dionaea is a low interaction honeypot that works around the server-side
that supports such protocols SMB, HTTP, FTP, TFTP, MSSQL, MySQL, SIP for Voice Over IP
(VOIP).

Cowrie Honeypot:

Cowrie honeypots are designed to work as a proxy to capture Secure Shell interaction
(SSH) and Telnet connections to log brute force attacks. Since people are working
remotely and these are the most used ports. The cowrie records the session information
and often connected to the Internet to monitor the tools, scripts and host use by
password guessing attacks such as Brute Force Attacks. Cowrie is a medium Interaction
Honeypot.

I will be working on POf, a high-level interaction for fingerprints and Snort, an intrusion
detection system, if the issue from the server-side of MHN gets resolved by tickets to
the developers. Snort help us to monitor TCP/IP networks. Which usually are used by
attackers for Denial of Service and Distributed Denial of Service.

Technology:
What Theology will you use to achieve what you have set out to do and how will you use it?

For the technologies to achieve the goal, | researched to start the deployment process for
honeypots. There were two options either | do physical or virtual. The physical deployment



of honeypots on the laptop was that | would have required an extra laptop as the attackers
could deploy the payload into my actual laptop or hack my logs. | realise the second option,
which is running virtually, is more secure and cost-effective.

Following are the technology | am using for the project to achieve its primary goal:

1. Digital Ocean
2. Modern Honey Network
3. Splunk

The first step to achieving this project's goal was to find a compatible cloud network. Where
| could deploy my MHN server and sensors/droplets. After few suggestions, | came across
Digital Ocean Network, allowing students to use 60 days free trial of 100 US dollars.

After creating an account with Digital Ocean, the next step was to deploy the Modern Honey
Network and sensors to gather the data from attackers. | ran into few unexpected errors
whilst deploying the MHN server. The screenshots are following, which would give an
overview of errors and how | manage to troubleshoot those errors:
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Figure: 1

Figure 1 shows us that the mhn-celery worker was FATAL. It is vital to log the attacks as |
will not be able to work on the project without resolving it. The issue directly impacted
the MHN server dashboard. After the first attack, the rest of the logs were not stored
and logged into the server.
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Figure: 2

Figure 2. shows us exactly what | was getting on my dashboard.

After researching the issue and how to troubleshoot the issue. The following
screenshots will illustrate the Linux commands | ran to resolve the error.
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Figure 3.

After researching the effects of error, | also researched how to resolve the causing
issues. The resolving of the error was based on the commands on the link for the
troubleshooting guide for MHN.



| also ran into an error from the digital ocean platform where their data was lost for
virtual machines due to that issue from the platform provider. | could not do much, so |
had to create a new MHN server and droplets/sensors to restart gathering the data.
Figure 4 screenshot will provide you with an overview of the issue.
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Figure: 4

As you can see, the virtual machines for the USA, Germany-2, Singapore were running,
but due to the error in the SFO2 region where my MHN server was running, | lost all the
gathered data from all the virtual machines. After opening a ticket with Digital Ocean, |
realised as the server was not on backup because | had to pay extra for backup. So, |
could have lost all the data. Rather than waiting for them to resolve the issue, | created a
new server and droplets/sensors.

Figure 5 and 6 screenshots will explain the nature of error on the Digital Ocean.



#) Umar Rafique project - DigitalO: X | %) DigitalOcean Status - SFO2 Spac X | [] 134.209.223.55/ui/chart x |+ - X

O mw B httpsy/status.digitalocean.com/incidents/ng88x0lbb 1k55 21 ¥= 2

Identified Our Engineering team has identified the cause of the issue
with Spaces availability in SFO2 region. We are actively
working to mitigate performance issues and to implement a fix.
Thank you for your patience throughout this process, and we
will post an update as soon as additional information is
available

Investigating Our engineering team Is currently investigating an issue
impacting Spaces availability in the SFO2 region. Our
engineers are performing upgrades to the Spaces service in
SFO2 and this is contributing to degraded perfermance for
Spaces in this region. During this time, users may receive
errors or timeouts when attempting to work with Spaces in
SFO2.

Performance degradation was not anticipated during this
phase of the upgrades and we are actively working to mitigate
any negative impact. We apologize for the inconvenience and

E P Type here to search

Figure 5

£ Umar Rafique project - DigitalO: X | %) DigitalOcean Status - SFO2 Spac x| [] 134.208.22355/uifchart x |+ - X
O a B https://status.digitalocean.com/incidents/n88x0lbb1k55 - = 2
with Spaces availability in SFO2 region. We are actively -

waorking to mitigate performance issues and to implement a fix
Thank you for your patience throughout this process, and we
will post an update as soon as additional information is
available.

Investigating Our engineering team is currently investigating an issue
impacting Spaces availability in the SFO2 region. Our
engineers are performing upgrades to the Spaces service in
SFO2 and this is contributing to degraded performance for
Spaces in this region. During this time, users may receive
errors or timeouts when attempting to work with Spaces in
SFO2.

Performance degradation was not anticipated during this
phase of the upgrades and we are actively working to mitigate
any negative impact. We apologize for the inconvenience and
will share an update once we have more information

DigitalOcean Home  APIDocs  Community

£ Type here to search

Figure 6



) Alpha Pots proj talOcez X | +
& O @ & hips//clouddigitalocean.com/p Qo 3=
o Search by resource name or public IP (Ctrl+B) $9371 )

Credit Remaining

R —  move resources
‘ Class pr¢ Educational purposes / College P

= Alpha Pots Resources

. Umar Rafique

Project
DROPLETS (1)

London-Servert 143110175166
Create something new Learn more

Create a Managed Database Start using Spaces Product Docs

Worry-free database management Deliver data with scalable object sto Technical overviews, how-tos, release notes, and

support material

Spin up a Load Balancer
Tutorials

Distribute traffic between multiple
Droplets

DevOps and development guidelines

Build on what you have

| Add a disk 1q

1%:01
25/11/2020

P Type here to search

Figure 7

Figure 7 shows the new New MHN server, which is now running on 143.110.175.166
instead of 139.59.47.212.
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Figure 8

Figure 8 screenshots show that when | was running into errors and the day, | resolved
the error from the MHN server and ran into an error from Digital Ocean.
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Figure 9 shows that | successfully resolved the issues | was encountering. The next step
was to integrate Splunk into the MHN server. So, | would be able to get the logs when |
integrate Splunk to analyse data. Figure 10 screenshot shows where | successfully
integrated Splunk with the MHN server.
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So far, | have successfully achieved the first main steps for the project, and now | will
start adding sensors to gather and learn the behaviour of attackers. The final step will be
creating an account with Splunk using their free trial for a month to analyse the
gathered data.

Structure

Section 1 was an executive summary, and section 2 is based on the project introduction. |
have categorised the introduction into different heading, including the brief introduction,
background, aims, technology, and structure.

The honeypots are explained in detail, why they are vital, and the types of honeypots. | have
also explained the project's aim, what honeypots sensors/droplets | am currently running,
and will be running in the future if the developers of MHN resolve the issue. | have
explained the technologies | am using to host the MHN server in the technology section. |
ran into it while deploying the server with screenshots and resolving those issues with
screenshots. In the technologies section, | have explained the next step of the project and
how | will achieve the project results.

Section 3 of the system will grow through the system requirement, functional requirements
(Use Case), Data requirement, User requirement, Implementation and Graphic User
Interface (GUI) of the Project.

Section 4 is based on an analysis of attacks gathered using MHN and Splunk's machine
learning tool. Section 4 demonstrate the testing while working on the project. Section 5 is
the conclusion. Section 6 is briefly written about further development or research. Section 7
is about references. The last section is about Appendices. | have attached the submitted
Project Plan, Reflective Journals, a survey | conducted, Splunk Overview by exporting the pdf
file from Splunk and Digital Ocean invoices.

3. System

Requirements

The Requirement section contains all the functional requirements of the project. It explains
the description of the project and features how a user is going to interacts with the system
features.

Functional Requirements

This section lists the functional requirements in ranked order. Functional requirements
describe the possible effects of a software system, in other words, what the system must
accomplish. Other kinds of requirements (such as interface requirements, performance
requirements, or reliability requirements) describe how the system accomplishes its
functional requirements.

12



A short, imperative sentence stating highest ranked functional requirement.

Use Case Diagram:

Use Case Dhagram: Cloud Based Server

s Az
Lusgin

Daployy Uil

1 rvaal Scliwity

Requirement 1 <Create Account/Login >

Description & Priority
A description of the requirement and its priority. Describes how essential this requirement is to the
overall system.

This is essential as only authorised users can log in and access all the features of the system/project.
All the user have to create an account before they log in to the system. The user's information will
be saved on a cloud-based server database which could be SQL or NoSql, depending on the platform
used by the providers.

Use Case
UR1

Scope

The scope of this use case is to explain how exactly the users access the system and how the
system interacts with the users.

Description
Create Account/Login

13
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Use Case Diagram
The user is brought to the login screen whilst the system is in initialisation mode.
Activation

This use case starts when a <Actor> presses the register button /sign up and then brought
up to the register page of the system.

Main flow

The user presses the register button. The system triggers the sign-up.

The user fills out the necessary details on the sign-up page.

The user clicks the register button.

The system sends an authentications email to the user account to validate
the user.

The user clicked on the email link and brought it up to the login page.

6. The user entered the credentials, and the system bought them to the
homepage of the cloud-based platform (Digital Ocean).

E e

b

Alternate flow

A1 : <Incorrect Password >
1. The system compares the passwords entered.
2. The system notifies the user that the password is incorrect and did not
match.
3. The use case continues at position 2 of the main flow.
A2 : <Email Check >
1. The system checks email entered is not already registered.
2. If the typed-in email is already registered, the user must choose another
email or use the recovery option for their account.
3. The use case continues at position 2 of the main flow.
A3 : <Checks the data is being filled as required >

14



1. The system checks that all the mandatory fields are filled.
2. The system informs the user if they forgot to fill any mandatory field.
3. The use case continues at position 2 of the main flow.

A4 : <Already registered >
1. The use case continues at position 2 of the main flow.

Termination

The system presents the next to the login page. Therefore the sign-up page will be
terminated.

Post condition

Successful:
e The user has created an account.
e The user canlogin.
e The user credentials and personal data is stored in the server database.
Failure:

e The user cannot create an account.
e The user cannot log in to the account.
e The user credentials and personal data is not stored in the server database.

Requirement 2 <Deploy Sensor/Droplet>

Description & Priority

When the user has successfully created an account and logged in to the system, the user is then
brought to the homepage. On the home page, the user can do several things, and one of the vital
things to is deploying a Sensor / Droplet -Honeypot.

Use Case
ub1

Scope

The scope of this use case is to explain how the user interacts with the system and how the
droplets/sensors (honeypots) interacts with the MHN server.

Description

This use case describes the deployment of the droplets/sensors or honeypot. It also shows
us how the honeypot communicates with the MHN server.

Use Case Diagram
Deploy Honeypots

15



Flow Description

Precondition

The user can do several things once the user logs in to the system. One of the vital things is
creating droplets/ sensors (Honeypot).

Activation

This use case starts when a <Actor> presses the ‘create new droplet’ on Digital Ocean.

Main flow

1.0 The user clicks on ‘create a new droplet’.

2.0 The system brings the user to the ‘create new droplet page’.

3.0 The user selects the Operating System & version of the operating system
wants to deploy.

4.0 The user then selects the size and location where in the world, wants to
deploy the virtual machine.

5.0 The user type in the password for the virtual machine.

6.0 The user gives a password to the virtual machine to access it later.

7.0 The user clicks the deploy button.

8.0 The system brings the user back to the main page, where the user can access
the droplet/sensors (Honeypot).

9.0 The user accesses the sensor by clicking on the droplet and selecting the
console.
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10.0 The user accesses the droplet, and login credentials typed earlier
whilst creating a droplet.

11.0 The system responds with several commands.

12.0 The user adds sensors to the droplet (Honeypot) to detect attacks
using the Linux script.

13.0 The MHN server starts storing the attack logs.

Alternate flow

A1 : <Text not filled >
1.0 The system checks that all the mandatory fields have been filled correctly.
2.0 The system notifies the user of mandatory fields.
3.0 The use case continues at position 3.0.
A2 : <Incorrect Password>
1.0 The system checks the entered password with the saved password.
2.0 The system notifies the user invalid password or username.
3.0 The use case continues at position 10.0.
A3 : <Invalid Sensor Script>
1.0 The system run the Linux commands by the user.
2.0 The system notifies the user that the script copied by the MHN server no
longer support due to the upgrade.
3.0 The use case continues at position 11.0.

Termination

The system presents added droplet on the MHN server dashboard. The sensor starts picking
up attacks once it deployed and shown on the MHN server dashboard under the sensors.

Post condition
Successful:

e The droplet/sensor (Honeypot) deployed successfully.
e The logs are stored in the MHN server.

Failure:

e The droplet/sensor (Honeypot) fails to deploy successfully.
e The logs are not stored in the MHN server.

Requirement 3 <Destroy Sensor/Droplet>

Description & Priority

This use case describes how a user destroy the exciting sensor/droplets (Honeypot). This is done for
several reasons: the storage is filled, or the droplet is not attracting any attackers as it is supposed to
do.

17



Use Case
ub 2

Scope

The scope of this use case is to explain how the user can destroy an exciting honeypot.
Description

This use case describes how a user destroy their droplets/sensors (Honeypot)

Use Case Diagram

Destroy Honeypot

Flow Description
Precondition

The user can do several things once the user logs in to the system. One of the vital things is
to destroy the honeypot from the main screen.

Activation
This use case starts when a <Actor> presses the ‘destroy droplet’ on the Digital Ocean.
Main flow

The user clicks on ‘destroy droplet’.

The system prompts the user to another page for confirmation.
The user clicks on the ‘destroy’ button.

The system destroys the droplet/sensor (Honeypot.)

P wnNPR

Alternate flow
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A1 : <The user changes their mind >
1. The system prompts the user to destroy the droplet page.
2. The user changes their mind and exits the page without clicking destroy
button.
3. The use case continues at position 1.

Termination

The system destroys the droplet/sensor (Honeypot) and brings the user back to the main
page.

Post condition

Successful:

e The droplet/sensor (Honeypot) destroyed successfully.
e The droplet /sensor (Honeypot) is removed from the homepage.
Failure:

e The droplet/sensor (Honeypot) fails to destroy successfully.
e The droplet /sensor (Honeypot) is still running on the homepage.

Requirement 4 <Monitor Activity>

Description & Priority
This use case describes how a user monitors the threat activity on created honeypots and gets the
idea of which honeypots are attacks mostly and where the attacks are coming.

Use Case
MA 1

Scope

The scope of this use case is to explain how the user can monitor the threat activity in real-
time.

Description

This use case describes how a user views the threat activity on the MHN server.
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Use Case Diagram
Monitor Activity

Flow Description
Precondition

The user must have successfully deployed droplets/sensors (Honeypots) on the MHN server.
The user is logged into the MHN server, and the homepage user clicks the Map button. Then
the system shows all the attacks in real-time coming from worldwide.

Activation

This use case starts when a <Actor> presses the ‘Map’ button on the MHN server.

Main flow

1.0 The user clicks on the ‘Map’ button.

2.0 The system prompts the user to the Map page, where the user can
monitor the attacks.

3.0 The user views the attacks coming from different locations and targeting
the droplets.

4.0 The user monitors the attacks and finishes the task.

Alternate flow

A1 : < No Attacks >
1.0 The system displays the Map page.
2.0 The user sees there are no current attacks.
3.0 The use case continues at position 4 of the main flow.
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Termination
The system successfully displays the “Map” page to monitor the attacks.

Post condition

Successful:
e The map page is displayed.
e Attacks are displayed.
e User monitors attacks.
Failure:

e The map page is displayed.
e No attacks are displayed.
e User cannot monitor attacks.

Requirement 5 < View Details >

Description & Priority
This use case describes how a user views the activity log. The user would view the log to make the
attacks readable. Therefore, do research and analysis on the logs.

Use Case
VD 1

Scope
The scope of this use case is to explain how the user views the attack logs.
Description

This use case describes how a user views the logged logs.
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Use Case Diagram
Monitor Activity

Flow Description
Precondition

The user must have successfully deployed droplets/sensors (Honeypots) on the MHN server.
The user has deployed droplets and has already stored the logs. The user has integrated the
Splunk with the MHN server then the user clicks the “View log files” button on the Splunk
application. The system shows all log files with every attack since the deployment of
droplets/sensors (Honeypots).

Activation
This use case starts when a <Actor> presses the ‘View log files’ button.
Main flow

1.0 The system identifies that the “View log files” button is clicked.

2.0 The system prompts the user to a page where the user can view the
stored log files.

3.0 The user extracts the log files using Splunk.
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4.0 The user downloads the files for research & analysis to make the final
report.

Termination
The system successfully extracts and downloads all the stored log.

Post condition

Successful:

e Log files are extracted.

e Logfile are downloaded.

e Research and analysis are conducted for the final report.
Failure:

e Log files are not extracted.
e Alogfile is not downloaded.
e Research and analysis are not conducted for the final report.

Data Requirements

The Data requirements are essential in this project, as we are storing the logs, which is raw
data. | decided to go for an 80 GB SSD disk for the server as all the logs will be stored in the
server, and for sensor/droplets (Honeypots), it is 25GB per sensor.

User Requirements

As we know, the server and droplets/sensors are hosted online and run virtually on a cloud-
based platform. A fast, reliable internet connection is required to access, monitor and
analysis the data.

Implementation
This section will implement the technologies used for this project and some issues that | had
to debug to run this project successfully.

The first step to implement the MHN server is by creating an account with the cloud
provider and use their facilities to deploy the MHN server. | have mentioned that for the
project, | used Digital Ocean. The cloud provider came with the facilities of security and
recovery. Once | created the account. | was promoted to the main dashboard to create the
project. In the project, | can add the MHN server.
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Create new project

Mame your project

Enter name
New Project

Add a description
Helpful for teams or differentiating between projects with similar names.

Enter description

College

Tell us what it's for
This will help us to provide a more relevant experience.

Class project / Educational purposes *

Create Project

Figure:3.1

Figure 3.1 shows how to create the project.

P USAGE
Q, Search by resource name or public IP (CtrHB) r $12.67

Resources  Activity Settings

B x18142061

‘ College Project e o

. ' Class project / Educational purposes f Server & Pots

% New Project

B College Project

DROPLETS (5)

* O UsA 167.99.61.5

* { Germany 167.71.42.67

® () Canada 138197159.36

® O India 167.71.228.187

® (O Server-Lon 46.101.21.157
Figure 3.2
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Figure 3.2 shows us the project created in the main dashboard. As you can see, | am
using a project name “College Project”, in which | am currently running my MHN

server and few honeypots.

) College Project project - Digital. X | [ Dashboard

Search | Splunk 813

G m ) https;//cloud.digitalocean.com/projects/fa4d3094-ef6b-4f02-9166-d48dcof41d37/resources?i=7b8f15

Resources

DROPLETS (5)

Search by resource name or public IP (Ciri+B)

e O usa

® { Germany
® () Canada

® O India

® (O Server-lon

Create something new

i Class project / Educational purposes / Server & Pots

167.99.61.5

167.71.42.67

138.197159.36

167.71.228.187

46.101.21157

Figure: 3.3

Droplets

Create cloud servers

Kubernetes

Create Kubernetes clusters

nppe =

Deploy your code
Databases
Create database clusters

Volumes
Add storage to Droplets

Spaces
Store and serve static assels

. Domains/DNS

Route your existing domains

Cloud Firewalls
Increase Droplet security

Floating IPs

* Reserve IP addresses for Droplets

Load Balancers

The next step is creating a sensor, creating a virtual machine. In figure 3.3, it shows
us the button of creating. Once we clicked the button, it prompts us to create the
virtual machine. We need to click the first option, which is droplets. Once | clicked
the create droplets. The page takes us to another page shown in figure 3.4 and 3.5.
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Create Droplets

Choose an image -

Distributions ~ Containar distibutions ~ Markotplace  Custom images
Ubsunitw FrecBSD Fedora Debian ComOs
M ATS|NEE Soloctvarsion - Soloctvarsiom Saloct varsion Soloctvarsiom
Choose a plan Halp ma chooza &
SHARED CPU DEDICATED CPU
Basic General Purpose CPU-Optimized Memory-Optimized Storage-Optimized [

Basic virtual machines with a mix of memony and compute resources. Best for small projects that can handle vanable levels of CPU pesformance, like blogs, web apps

and devwbest crvironments.

— Reguiar Imed Presmium Intel Preamiurm AMD
cRu ) wath S50 wath Wi m @ with MM S50
$Gimo 312 imo 18 ima 24 ima 548 /mo 596 /me
168 I 1AMDCPU FGA M AMD TP 26813 AMD P 4GB ? AMD CPUs BGR ./ 4 AMD CPlk
25 GB M ¢ S0 GB MM S50s 60GB Ml 5EI BD GB MV IED GB WV
2 TB s 2 TH sk 4 TH S TH s

) Cur Basic Droplat plans, formerly called Standard Droplet plans, range from 1GE of RAM to %6 GB of RAM. Generl Purpose Droplots have more overall resources and
are best for production environment, and Memony-Optimized Droplets have more RAM and disk options for RAM intensive applications.

Each Droplet plan includes free outhound data transfer which is shared between all Droplets each billing oyde. Inbound bandwidth to Droplats is always free. Leam more:
or try our price calculabor. &

Figure 3.4
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Choose a datacenter region

1 — 1 [ e L] —
- . — - . T
Hew Yock Amsicrdam San Francisco Singapore London Frankfurt
1 | | 3 3 3 1 1 1
—
Toromo Bangalore
1 1

VPC Network
default-nyci DEFALLT

Heads up

Privarte: mctworking is now ausomatically
enabled. Vou con creato new nobworks or st

All rescurces oreabed in this dotacemtor will be members of the sama VPC netwark. They can
communicate seourely ower their Private IP addresses. What does this mean®

u=o the dofalt
0K Leammors [

Select additional options -

IPi3 User data Monitoring
Authentication =
S5H kays @ Pazoword
A more secure authcnicabion maethod Creaita a noot pﬂ!imr\d 10 acoess Dokl [kess seoura)

Croate root password *
Typa your password.. L

PASSWORD REQUIREMENTS

= Must bo at loast B charactors long

= Must contain 1 uppercase lettor jcannot be first or kst charactor)
= Must contain 1 number

= Cannot end in a number or special chamcter

4 Please store your password seourchy. Yow will not be sent an email containing the Droplet's details or password

Figure 3.5

Figure 3.4 & 3.5 shows the option how to create a sensor. The first option is to get
the list of the operating systems, and if we click on them, we can use them. The next
option is regarding the cloud facilities; either we want to share them or the machine
or the rack of others. Then we have an option of different CPU and SSD option. After
selecting the plan, the next option is for the datacentre region, which means we can
locate our VM on their data centre and by default, we will get the IP of that region.
After that, the last option is for authentication. We can use SSH Keys or password.
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USAGE

Search by resource name or publi $12.67
"~ \ Server-Lon
< /
in 4 College Project / 8 GB Memory / 160 GB Disk / LON1
ipvd: 46101.21157 ipv6: Enable now Private IP: 10.106.0.2 Floating IP: Enable now Console: O

Graphs

NEw! Upgrade your Droplet for additional metfrics and alerting

Bandwidth

Last1 hourv &

Fiéﬁre:éié

Figure 3.6 shows us the technology | am using to run my server. | am running my
MHN server at the datacentre of London, which is on 8GB RAM and 160 GB SSD. The

Operating system | am using is Ubuntu 18.04.

The following screenshots show the implementation of the MHN server on Digital

Ocean.
S
8 https cloud.digitalocean.com/d 8441

3.74

~ o m 2z ) 3% OENG

Figure:3.7

Leam How to Update

5m~

emaining

E resources

se notes, and

1%02 E
25/11/2020 2]
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O https /cloud.digitalocean.com/droplets/218446775/console?no_layout=true
i atic unit, not starting it

Eﬂ}
no longer supported;: fal

actions are no longer supported; fal

up 1i temd:amdod | 4-dubuntu ..
g up n th-1 -uUbuntu- 9 00 oubuntug.z)
initr: : i upda i ]

for ins

for mime

for initr .
nerating ntsinit i .
for 1it i 1-0Oubuntus. 1)
far mar

for d

for

M |_'|:|-

2
=]
=
=]

: -certificat update.d. ..
done.
root@london-Serverl: A8 _

Figure:3.8
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for init
neratin
for 11
for m
for dhb
.I:

e informs . .
dy the newest r1:2.25.1-1ubuntud).

0 to remove and 4 not upgraded.

P directory
# cd Jopt
DoptE

Figure:3.9
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Figure:3.10

Figure 3.8 — 3.10 shows us the screenshots of updating the system and cloning the
git repository at cd/opt. The cloned git is GitHub - pwnlandia/mhn: Modern Honey

Network.

‘opt /mhn#

PUBLIC IP ADDRESS

[

- 24 300
: L Type here to search

FLUNK_HDET> UNK_FORT

3T <SPLUNK_PORT:

log may h

GATEWAY:

34 209 2

Figure:3.11

ensors to the

ing MHN

IP Geo DB for

AN

a Raspberry Pi

Email

lata from MHN

using Vagrant

Figure 3.11 shows us the error | received after running a supervisorctl status to check
if the MHN server is functioning as it supposes to be. Unfortunately, the error | got
was complicated as the mhn-celery worker was not working. | could not check the
attacker's location after the first attack, and the rest of the attacks were not getting

stored on var/log.
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https://github.com/pwnlandia/mhn
https://github.com/pwnlandia/mhn

sudo supervisorctl status

Is the status of your "mhn-celery-worke|

sudo supervisorctl restart

If the mhn-celery-worker process still dd

cd /var/log/mhn/
sudo chown www-data mhn.log
sudo supervisorctl start mhn-celery

If this fails (i.e. "sudo supervisorctl statu:

fvar/log/mhn/worker.err
/var/log/mhn/worker. log
fvar/log/mhn/mhn.log

This should steer you in the direction of

| can't login to the MHN

Can you describe the error you're enco

If password failure, can you try this (you

H £ Type here to search

Figure:3.12

Figure 3.12 shows that | was able to debug the error, and mhn-celery-worker is
running the commands | ran was sudo chown www-data mhn.log and then restart
the server by sudo supervisor start mhn-celery-worker.

0 [ DigitalOcean Droplet Cansole - Personal - Microsoft Edge - O

sprint

1839
14/12/2020

£ Type here to search 3t NG

Figure:3.13

Figure: 3.13 shows us the integration of Splunk. Hpfeeds-logger-Splunk is running,
enabling Splunk to collect the data from var/log/mhn when Splunk is integrated.
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http://www.data/

| [ DigitalOcean Droplet Console - Personal - Microsoft Edge - o x

cloud.digitalocean.com,

. 1830
] / ~ Tt ENG =}
£ Type here to search 14/12/2020 V3)

[ DigitalOcean Droplet Consale - Personal - Microsoft Edge - m] x O

1840
14/12/2020

L Type here to search ! 3 ~ & % 7 Ix TF ENG

Figure:3.15

Figure 3.14 & 3.15 shows the honeypots' successful installation, but | ran into an
error when | tried to install cowrie as a honeypot. The cowrie was one of the vital
honeypots | planned to use for my project because it logs the data from brute force.
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j DigitalCcean Droplet Console - Persenal - Microsoft Edge — O x

0 https://cloud.digitalocean.com/droplets/221462343/console?no_layout=true
GMU nano 2.9.3 fetcssshisshd_confis Mod

$0penBsD: sshd_config,v 1.101 2017703514 07:19:07 dim Exp %

TYER S configuration file. See

fshin:sshin
for options in the default sshe shipped with

pecify aop with their de
* them commented. Uncommented options override the

e Get Help Hrite Out Hhere Is Justity Cur F
B Fead File @ Replace 1 Spe M co To

18:59
14/12/2020

~ & O 7

Figure:3.16
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D DigitalOcean Droplet Console - Personal - Microsoft Edge _ x

temd[1] 2
[1540]

1900
14/12/2020

L Type here to search ! 3 4 ~ @ W 7 dx 3% ENG

[ DigitalOcean Droplet Console - Personal - Microsoft Edge = X

& cloud.digitalocean.com/d Lt

12:04

o f 4 L
A Type here to search FENG 14/12/2020 53

Figure:3.18

Figure 3.16 - 3.18 shows the debugging of the cowrie, in which | changed the port
and cowrie was added successfully.
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& C M A Not secure | 46.101.21.157/ui/dashboard/ % ® @ = g

MHN Server Map Deploy Attacks Payloads Rules Sensors Charts Seltings Log Out

Attack Stats
Attacks in the last 24 hours: 370

TOP 5 Attacker IPs:

1. 2z 167.71.228.234 (179 attacks)
2. = 162.62.132.94 (43 attacks)
3. H= 209.141.58.203 (4 attacks)
4. EfE 465.146.165.72 (3 attacks)

5 S 45.35.130.62 (3 attacks)

Figure:3.20

Figure 3.20 shows us the MHN main dashboard of the MHN server. | am currently
running the Ip address of my server is 46.101.21.157, which the following screenshot
can confirm.

5] https://cloud.digitalocean.com/projects/fa4d3094-efob-4f02-9166-d48dc9f41d37/resources?i=7bst
Search by resource name or public IP (Ctri+B)
e O usA 167.99.61.5
¢ ) Germany 16771.42.67
¢ () Canada 138.197155.36
¢ O India 167.71.228.187
¢ O Server-lon 46.101.21157

Figure:3.21

As the first two-step was successfully installed/configured and debugged, the final
and vital part of the project was the installation of Splunk.

As mentioned earlier, the Splunk hpfeed logger was installed in the early stages of
the project by the following commands:

cd /opt/mhn/scripts/

sudo ./install_hpfeeds-logger-splunk.

The next step was to install Splunk on the MHN server to do; | required to sign up
with Splunk. Once | created the Splunk account, | was given two options to run an
enterprise trial or cloud trial. | picked cloud. On the page, the option where given
which operating system | am using. After selecting the operating system, which was
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Linux ubuntu, | was given a wget command, which | pasted in the server to get the
Splunk.

&< 2> C M@ ) https://www.splunk.com/en_us/downloa

Splunk> Products «  Solutions «  WhySplunk? ~  Resources « support e 0 @

Splunk Enterprise 8.1.3

Index 500 MB/Day. Sign up and download now. After 60 days you can convert to a perpetual free license or purchase a Splunk Enterprise
license to continue using the expanded functionality designed for enterprise-scale deployments.

Choose Your Installation Package

58 Windows A Linux & Macos
2.6+, 3.x+, or 4.x+ kernel Linux distributions rpm 488,35 MB

Figure: 3.22

Figure 3.22 shows us the page after the sign-up. The .tgz file was downloaded into
the MHN server and then extracted.

Out of memory: KIll pro

total-vm:18395

Figure: 3.23

In figure 3.23 the Splunk was successfully installed. The following screenshot will
confirm it.
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A Not secure | 46.101.21.157:8000/en-US/app/launcher/home

s WM @ | = @ &

Administrator ¥ Messages ¥  Seftings *  Activity ¥ Help = Find

Explore Splunk Enterprise

twork
Product Tours Add Data Explore Data Splunk Apps 2
MNew to Splunk? Take a tour to help Add or forward data to Splunk Explore data and define how Hunk Apps and add-ons extend the
You on your way. Enterprise. Afterwards, you may parses that data. capabilities of Splunk Enterprise.

extract fields.

Close

Figure: 3.24

Figure 3.21 and Figure: 3.24, the Ip address is the same. So, it shows that the MHN
server | am working on the Splunk, is integrated successfully to the server.

Graphical User Interface (GUI)

| will be going through the GUI of MHN Server, Digital Ocean and Splunk GUI in the GUI
section.

< C m A Mot secure | 46.101.21.157/ui/dashboard/

MHN Server Map Deploy Attacks Payloads Rules Sensors

Attack Stats

Attacks in the last 24 hours: 371

TOP 5 Attacker IPs:

1. &2 167.71.228.234 (179 attacks)
2. = 162.62.132.94 (43 attacks)

3. M= 209.141.58.203 (4 attacks)
4. % 45.146.165.72 (3 attacks)

5. = 45.35.130.62 (3 attacks)

TOP 5 Attacked ports:

1. 22 (371 times)

Figure 3.1.1

Figure 3.1.1 shows us the main dashboard of the MHN server, where we can see the stats of

the past 24 hours, top 5 attackers, top 5 attacked ports, top 5 honey pots, top 5 sensors to
attract the attackers.
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C o A Not secure | 46.101.21.157/ui/attacks/ 7 W @ V= |

ploy Attacks Payloads Rules Sensors

Attacks Report

Search Filters

Sensor Honeypot Date Port IP Address
All = All = MM-DD-YYYY 445 8888
Date Sensor Country Src IP Dst port Protocol Honeypot
1 2021-05-08 14:04:20 usA (S 209.141.47 246 22 ssh cowrie
2 2021-05-08 14:04.17 usA S 209.141.47.246 22 ssh cowrie
3 2021-05-08 14:04:14 usA - 209.141.47 246 22 ssh cowrie
4 2021-05-08 14:04.09 usA S 209.141.47.246 22 ssh cowrie
5 2021-05-08 14:04:05 usa - 209.141.47 246 22 ssh cowrie
6 2021-05-08 14:03.48 India = 217.170.206.138 22 ssh cowrie
7 2021-05-08 14:03:13 usa (S 209.141.47 246 22 ssh cowrie

Figure 3.1.2

Figure 3.1.2 once the attacker successfully launches the attack, it logs it on var/log/mhn and
then shows us the date, the name of the honeypot, the country from where the attack was
launched, the IP address of the attacker, the attacked port and protocol.

C m A Notsecure | 46.101.21.157/ui/sensors/ i WM @ = S
Sensors
Name Hostname IP Honeypot uuiD Attacks

1- Dionaga-Frankfurt-dionaea Dionaga-Frankfurt 64.227 126 27 dionaea 88f750a6-6194-11eb-99bd-aa50c7416afa 207705
Z-S Dionaea-NewYork-dionaea Dionaea-NewYork 164.90.142 233 dionaea €726a4ac-6195-11eb-99bd-aa50c7416afa 3450161
3- Dionaea-Bangalore-dionaea Dionaea-Bangalore 139.59.42.145 dionaea fagaabbe-6196-11eb-99bd-aad0c7416afa 37173
4- Cowrie-Canada-cowrie Cowrie-Canada 159203 14 64 cowrie 457dad4e-67eb-11eb-99bd-aa50c7416afa 232056
5 E test-agave test 164.90.140.28 agave d9b3b5Sba-722a-11eb-99bd-aa50c7416afa 4
6- 16-agave 16 157.245.118.36 agave 0e5ca196-722b-11eb-99bd-aad0c7416afa 10
7- conp-conpot conp 143.198.12.63 conpot d5253754-722b-11eb-99bd-aad0c7416afa [}
S-E ubuntu-s-dionaea ubuntu-s 139 59 68 147 dionaea deBd1b74-722c-11eb-99bd-aa50c7 416afa 16
9- E pie-Drugpot-USA-agave pie-Drugpot-USA 642252875 agave 474d8944-722f-11eb-99bd-aa50c7416afa 8627
10- E Cowrie-Singapore-cowrie Cowrie-Singapore 205.189.94.108 cowrie 6fea3c30-7221-11eb-99bd-aab0c7416afa 131664 .

Figure 3.1.3

Figure 3.1.3 shows us the sensor or the honeypots attached to our system with the number
of attacks to the virtual machine.
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<~ C @ A Not secure | 46.101.21.157/ui/feeds/?channel=diona

apture&payload = e WM @ = 2

Payloads Report

Search Filters

Payload Regex Term
dionaea capture @ pcre regex n
url  daddr saddr dport sport shasi2

178.128.228.246  109.64.47 164 445 59453  053e31bb5d469a2cdb1c5ab658d87051165c8a0b8d55d1709bcedc11faf6fd1617263c5c30c4c9bTb5b319ead6d27 12fafebc5a406585a6b46d1eb6030
178.128.228.248  200.71.185.97 445 59573  8062093734b11fdd2a8650bfcbc22f36aa679103e7a7ebee74db1ecfcdbf9d9bi76d105f395308db7 13746dbadacc5796db85ab883a4187587103b2d3c 7|
178.128.228.248  117.220.100.97 445 62269 3b3f7ele6dd3Mebe0346068aab85607 300867 4fC319%deh79e704d312a0a6087 37 78eb37al7 €29921e822¢192Cf8be37787012c4700075325e0c0a709
178.128.228.248  191.31.226.159 445 65120 05ee932752ae000a3e07673b777249ee6hda150e864fcTbbicee13d02e2da99838b708120a76610ac49ba3b0ag86d61a39r18871903027 1633228624
178.128.228.248 117.2.2453 445 54590  64f223e762c17b750790a8ec483319e851e317164d662e8d 1d56e8b3551e297115e51ef52dfdc350d59729aedad146501c34377867 1dbb334fc0116b50
178.128.228.248  80.24.131.111 445 65505 d083defd6ecd07ea201974ba26068c492M1d7db42107ac455dd2550ce74d261756304eeddb6b65Tacd0ad13bec64c8adefOb5ale97995e8a59bd2db12¢
176.128.228.248 19131226159 445 61445  05ee932752ae000a3e071673b777249ee6bda150e8647cTbbfcee13d02e2da%9638b708120a76610ac497ba3b0a686d61a39r188719b302716332286a4
178.128.228.248  168.194.72.50 445 63208 8caccale9de57754fe52720d0e43aefd31a48558120886M9279428dcc7bch1928d6f049dc006eadd07844dd8ae58d76b36d7 739731e9bdi2232ed639¢
178.128.228.248  189.111.192.80 445 39503 53aced673acBab17blaee3360697e4(70296d7c0b951feddb7 7ececi4 1c794fa3045b680eaib076061d7b09b5547c24fe4755041e4112fTee43d2beeB3bl

178.128.228.248  181.115.185.34 445 11402 8a1c007f51ec141ce7bacc5966eb27296ae2c443bd6b2ebf347 1ae7ade8797324d2949¢ca70d731740a5e91d2294ba7eb2291639b5a30001eaf5cibd7 chsd

Figure 3.1.4

Figure 3.1.4 shows us the payload report of attacks, as | worked with cowrie and dionaea.
The dionaea is known for attracting malware attacks. So the payload report is very beneficial
for analysis to check which type of payloads are commonly used nowadays.

C @ A Not secure | 46.101.21.157/ui/honeymap/ w ¥ @ = @

MHN Server Map Deploy Attacks Payloads Rules Sensors

Figure 3.1.5

Figure 3.1.5 shows us the map. The map's purpose is to see live attacks from where the
attackers are attacking and on which honeypot. When | took the screenshot, no honeypot
was added to my MHN server. That is why it shows no attack but fetching the old data of
attacks. | was able to show the attacks on Splunk on the following screenshot:
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<« C @ M Notsecure | 46.101.21.157:8000/en-US/app/mhn-splunk/

form.field1.latest= e ®M @ 5=

Mon Mar 15 Mon Mar 22 on Apr 26 Mon May 3

Global Attacks

4L

Figure 3.1.6

&« C @ £ https://cloud.digitalocean.com/projects/fadd3094-ef6b-4f02-9166-d48dcof41d37/resources?i=7b8f15 s W ® = e

Search b blic IP (Ctr+B) Create v 1267 ;
earc Y resource name or public IP (Ctrl ) $12.67 e

1 4 College Project

—* Move Resources
PR x18142061

Class project / Educational purposes / Server & Pots

B¥ New Project

:I College Project Resources

DROPLETS (1)

® { Serverlon 46.101.21157

Figure 3.1.7

Figure 3.1.7 shows us the main dashboard of the Digital Ocean. Where we can create a
different project to centralised things. As you can see, | am running my server on a College
project.

& C @ ) httpsy//cloud.digitalocean.com/projects/bb90b31d-f131-460a-8af9-ed3899562318/resources?i=7haf15 s W @ = -,

USAGE ~
.f.) Search by resource name or public IP (Cir+B) $12.67 e
1 A x18142061 oeausr

— Move Resources

FF x18142061 Update your project information under Settings

B New Project

FB college Project Resources

Nev

DROPLETS (1)

® O Germany 138197190.244

Figure 3.1.8

In figure 3.1.8, | created a cowrie honeypot under my student id project and added it to the
MHN server.
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Q, Search by resource name or public IP (Ctri+B)
— )
. ' Update your project information under Settings

Resources  Activity Settings

Droplets
Create cloud servers

Kubernetes
Create Kubernetes clusters

ooee =

Deploy your code

H e

i

Databases
Create database clusters

% . Volumes
Add storage to Droplets

Spaces
Store and serve static assets

)
¢ @

Build your first project Domains/DNS

Route your existing domains

Figure 3.1.9

The create option for honeypots.

. USAGE
Q, Search by resource name or public IP (Ctri+B) $12.67 € ™
I‘ CO||ege PI’OJeCt — Move Resources

Class project / Educational purposes / Server & Pots

Resources  Activity  Settings

DROPLETS (2)
e O Test 104.131.71.113 ase
Add a domain
® O Server-Lon 46101.21157
Access console
Resize droplet
Create something new Learn more View usage
Enable backups
Create a Managed Database ) Start using Spaces Product Docs
Worry-free database management Deliver data with scalable object storage Technical overviews, how- Add tags

support material

Spin up a Load Balancer Move to...
Aj?s Tutorials

Distribute traffic between multiple ey v )
evOps and developmen
Droplets P P! Desiroy

Figure 3.1.10

The delete option. Once we decided to delete the honeypot, we need to click on the three
dots available on the right-hand side option. After clicking, a dropdown menu will give us

the option to destroy. Once we click the destroy, we will be promoted to the following page:
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[ httpsy/cloud.digitalocean.com/droplets/245191410/destroy7i=7b8f15 S 9 W @ = @ 3

Q S h b blic IP (Ctri+8] Create v P € v
Q_ Search by resource name or public IP (Cir+B) $12.67

® in @4 College Project /1 GB Memory / 25 GB Disk / NYC3 - Ubuntu 20.04 (LTS) x64 X
Droplet has been created.

ipv4: 1041317113 ipv6: Enable now Private IP: 10108.0.2
Graphs
Access
. Destroy Droplet
ower
Volumes This is irreversible. We will destroy your Droplet and all associated backups. All Droplet data will be scrubbed and
Resize irretrievable.

Networking

Backups Destroy this Droplet

Snapshots
Kernel
History
Destroy

Tags Rebuild Droplet

This will rebuild your Droplet using the image specified and its original configuration parameters. The rebuild process

will destroy all data currently on this Droplet, so back up anything you want to keep.

Figure 3.1.11

Then we need to click on the “Destroy this droplet”. Once we hit the button, we will be
promoted by the following option:

[ | 1] NTIPS://Cloud.aigitalocean.com/ aropIets/ 4 1Y 14 1U/Qestroy 1= /DaT 12 2R . 1=

Destroy Droplet

Are you sure you would like to permanently
delete Test?

Snapshots created from this Droplet will not be
deleted and will continue to be charged.
Snapshots must be deleted separately.

o “

Figure 3.1.12

To delete, we need to click on confirm. Once it has been clicked, the
droplet/sensor/honeypot is deleted and unable to retrieve our decision.
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B | ) CollegeProjectr x | [§ Map X | Bl overview|Spiuni X | 3] VirusTotal X | b installation of spi X | [ Splunking The b/ X | Fres Splunk Trial X | 4+ = x

<~ C M 1 https://cloud.digitalocean.com/projects/fadd3094-ef6b-4f02-0166-d48dcof4 1d37/activity?i=7b8f15&page... W WM @ =

S h by blic IP (Ciri+B] P e
+ Create v
o earch by resource name or public IP (Ctr+B) $12.67

B x18142061 Activity

B New Project

F College Project Event Date
& Cowrie-Canada created 3 months ago
© Cowrie-Canada added 3 months ago
¢ Dionaea-Bangalore removed 3 months ago
© Dionaea-NewVYork removed 3 months ago
© Dionaea-Frankfurt removed 3 months ago
¢ Dionaea-Bangalore created 3 months ago
& Dionaea-Bangalore added 3 months ago

Figure 3.1.13

Shows us the activity within the project: the added and deleted sensors.

< C @M A Notsecure | 46.101.21.157:8000/en-US/app/mhn-splunk/overview?form.field1.earliest=08&form field1.latest= s W O 98

[ L

splunk>enterprise Apps ¥ Administrator v Me: s Settings * Help ~ Find

Overview Indicators Dionaea Analytics pOf Analytics Kippo Analytics Snort/Suricata Analytics Shockpot Analytics Conpot Analytics Modern Honey Netwo)

ElasticHoney Analytics

Overview Edit || Export v
All time - Hide Filters
Attacks Unigue Attacks Unigue MD5s Unigue URLs Commands Executed
2390372 1653 42 3.0
’ -35% -33% -62% -40%
Y . — A

Mhon Mar 1 Mon Mar 8 Mon Mar 15 Man Mar 22 Mon Mar 29 Mon Apr 5 Mon Apr 12 Mon Apr 19 Mon Apr 26 Mon May 3

Figure 3.1.14

The overview of the Splunk page. The highlighted part shows the IP address associated with
the MHN server.

4. MHN Analysis Using Splunk

The project was 75% done, but something was missing. | successfully learned how to deploy
the MHN server, debug it and add honeypots. The outcome of the project | wanted was to
get the geolocation of the attackers and most commonly attacked ports. | must gather the
raw data and turn it into useful information to do the task. | used Splunk, which is a machine
learning tool. | could perform the analysis on the MHN server, but it will be minimal as it
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shows only the past 24 hours. In Splunk, | had the facility upload all the log files | stored in
var/log/mhn to perform the analysis.

While researching, | came across an article, “Splunking The Modern Honey Network: Getting
the Value From Your Honeypots Data (Part 1)” The article is a step by step guide to the

integration of the MHN with Splunk. The advantage | got from this article was a premade
MHN Splunk App that can be downloaded using this link. The MHN Splunk App can be
integrated into Splunk once it successfully downloaded.

< C @ A Notsecure
splunk>enterprise

46.101.21.157:8000/en-US/manager/launcher/apps/local

Administrator v

Help v Find

Apps

Showing 1-22 of 22 items

Name =

SplunkForwarder
SplunkLightForwarder
Log Event Alert Action
Webhook Alert Action
Apps Browser
introspection_generator_addon
journald_input

Home

learned

legacy

Modern Honey Network
sample data

Search & Reporting

Folder name #

SplunkForwarder
SplunkLightForwarder
alert_logevent
alert_webhook
appsbrowser
introspection_generator_addon
Jjournald_input
launcher

learned

legacy

mhn-splunk
sample_app

search

Version &

Update

checking

Yes

Visible #

No

No

No

No

No

No

No

Yes

No

No

Yes

No

Yes

Sharing *

Figure 4.1
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Perm

Permi
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Permi

Perm

Permi

Permi

Permi

Permi

Perm

Permi

ssions

ssions

ssions

ssions

ssions

ssions

ssions

ssions

ssions

ssions

ssions

ssions

ssions

Status =

Disabled

Disabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Disabled

Enabled

Disabled

Enabled

Enable
Enable
Disable
Disable
Disable
Disable
Disable
Enable
Disable
Enable

Install app from file Create app

25 per page -

Actions

Edit properties | View objects
Edit properties | View objects
Edit properties | View objects
Edit properties | View objects
Edit properties | View objects
Launch app | Edit properties | View objects
Edit properties | View objects
Launch app | Edit properties

View objects | (2 Vil

h app | Edit properties | View objects

In figure 4.1 it shows that the MHN Splunk App was added successfully. To install the app,
we need to go to the setting, and once we are on the setting, this page will be shown with
the given option. We can browse and Install the app from the file because | downloaded the
file I clicked on “Install the app from file”.

< C @ A Notsecure

Upload app

Apps » Upload app

Upload an app

46.101.21.157:8000/en-US/manager/appinstall/_upload?breadcrumbs

If you have a .spl or targz app file to install, you can upload it using this form.

You can replace an existing app via the Splunk CLI. [2 Learn more

File

\ Choose File |No file chosen

O Upgrade app. Checking this will overwrite the app if it already exists.

Cancel

Figure 4.2
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After clicking the install app from the file, we will be promoted to this page to choose a file
location and upload.

The next step after installing the app is to point to the application form where we will fetch
the data.

C @ & Notsecure | 46.101.21.157:8

ata inputs

L up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwardin == KNOWLEDGE DATA
@ Searches, reports, and alerts Data inputs
. Data models ding and receiving
Local inputs Add Data . .
Event types ndexes
Type Report acceleration summaries

Fields Virtual indexes
Files & Directories Lookups Source types

Index a local file or monitor an entire directory. User interface

Alert actions DISTRIBUTED ENVIRONMENT

Explore Data ced search

HTTP Event Collectol

Receive data over HTTP or HTTPS. configurations Indexer clustering

Forwarder management
N,i SYSTEM Data Fabric

TeR Distributed search
Listen on a TCP port for incoming data, e.g. syslog. Menitoring -
- - - Server sett
Console
erver conirols USERS AND AUTHENTICATION

ubP Health report manager
Listen on a UDP port for incoming data, e.g. syslog. RapidDiag Roles

Instrumentation Users
Scripts Licensi Tokens
Run custom scripts to collect or generate more data. Workload management Password Management

Authentication Methods

S md Journald Input for Splunk w U e

This is the input that gets data from journald (systemd's logging component) into Splunk,

Figure 4.3

With the help of figure 4.3, | will illustrate how data can be fetched. On settings, we require
to click on data inputs. | stored the data into var/log/mhn, so | had to point to the
application where the data is located. To do so, | required to click on the Files & Directories.

Data inputs = Files & directories

Showing 1-11 of 11 items

filte: 25 per page -

Full path to your data + Sethost+ Source type Index = Number App = Status = Ac
of files =

$SPLUNK_HOME/etc/splunk version Constant splunk_wversion internal 1 system Enabled | Disable
Value

$SPLUNK_HOME varflogfintrospection Constant  Automatic introspection 14 introspection_generator_addon  Enabled | Disable
Value

$SPLUNK_HOME/var/lo unk Constant Automatic internal 39 system Enabled | Disable
Value

$SPLUNK_HOME/varflog/splunk/license_usage_summary.log Constant  Automatic telemetry 1 system Enabled | Disable
Value

$SPLUNK_HOME/varflog/splunk/splunk_instrumentation_cloud.log Constant splunk_cloud_telemetry telemetry 1 system Enabled | Disable
Value

$SPLUNK_HOME/varflogfwatchdog/watchdog.log Constant Automatic internal 1 system Enabled | Disable
Value

$SPLUNK_HOME/varfrun/splunk/search_telemetry/*search_telemetry.json Constant search_telemetry introspection 0 system Enabled | Disable
Value

$SPLUNK_HOME/var/spool/splunk Constant Automatic default system Disabled | Enable
Value

Figure 4.4
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Figure 4.4 shows the existing files and directories in my Splunk App. We require to click on

New Local File and Directory to add new.

Select source

usr
var
backups
cache
crash
lib
local
lock
log
apt
dist-upgrade
journal
landscape
Il
mhn
geoloc.err

geoloc.log

Figure 4.5

Once we are on the page, we can select the directory by clicking on it. For the project,

everything is working as requires.

< C @ A Notsecure | 46.101.21.157:8000/en-US/app/launcher/home

Explore Splunk Enterprise

Product Tours

Mew to Splunk? Take a tour to help

+ Find More Apps

YOU On your way.

Figure 4.6

Figure 4.6 shows us the added app into the Splunk dashboard.

Add Dat:

Add or forward dat
Enterprise. Afterwar
extract fiel
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splunk>enterprise Apps ¥ Ad o es ettings Help » Find

Overview Indicators Dionaea Analytics pOf Analytics Kippo Analytics Snort/Suricata Analytics Shockpot Analytics Conpot Analytics

ElasticHoney Analytics
Overview Edit || Export v
All time - Hide Filters
Attacks Unique Attacks Unique MD5s Unique URLs Commands Executed
239372 165 42 3 o
’ -35% -33% -62% -40%
. . "\—__\. A
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Figure 4.7

The overview of Splunk's dashboard also shows the time | was running my honeypots. As
you can view, | ran few honeypots in March to gather the data and at last while writing the
report. To show everything is functional.

The next step was analysing the Honeypots, as my project evolves around the Cowrie and
Dionaea.

Cowrie:

Cowries are medium-level interaction honeypots. They operate on the SSH. Their primary
purpose is to detect the attackers' attempts to connect to the SSH server through brute-
forcing attacks. In my case, the default password was ‘password’.

| deployed many cowries during the project, and even in penetration class, the deployed
cowries IP address was given to classmates to perform attacks. So, | could gather the data.

Before analysing the whole gather data, | decided to run few attacks from my VM and
through two cloud-based machines.

®* () Germany-Cowrie 138.68.105.180

Figure 4.1.0

To perform the attacks, | deployed a Cowrie in Germany datacentre. The Ip address | got
was 138.68.105.180.

Once | have the Ip address, | logged in through my Kali Linux and other virtual machines to
perform some attacks.
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68.105.188 (

marml38.68.1085.180: Permission denied (password,publick

y RUNNING
netmas

b

drop
61

ueuelen 10

ts 917 by
RX errors @ dropped @

Figure 4.1.1

Figure 4.1.1 shows that the Ip address | am attacking from is 192.168.226.128. To confirm if
my attacks being logged, | went back to the dashboard of MHN.

<~ C M A Not secure | 46.101.21.157/ui/attacks/?identifier=37078e14-b0a%-11eb-99bd-aa50c7416afa 76 M @ o= 5 4
MHN Server Map Deploy Attacks Payloads Rules Sensors Charts Settings Log Out

Attacks Report

Search Filters

Sensor Honeypot Date Port IP Address
Germany-Cowrie - All @ MM-DD-YYYY 445 8.8.8.8
Date Sensor Country Src IP Dst port Protocol Honeypot
1 2021-05-09 09:40:01 Germany-Cowrie [ 0] 109.79.171.28 22 ssh cowrie
2 2021-05-09 09:39:41 Germany-Cowrie [ 1) 109.79.171.28 22 ssh cowrie
3 2021-05-09 09:37:11 Germany-Cowrie i 109.79.171.28 22 ssh cowrie
4 2021-05-09 09:32:49 Germany-Cowrie 194.165.16.89 22 ssh cowrie

Figure 4.1.2

Figure 4.1.2 shows the attacks were logged, the Ip address and the country where the
attacks were deployed.

So, | decided to go one step future, in which | will deploy a VM on the cloud platform and
run and attack from there.
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ALLACKS I -
Report

Search Filters

Search by resource name or public IP (Cirl+B)

Sensor Honeypot Date Port IP Address
ﬂ A x18142061 oeeanr
- o AM-DD-Y 1 8888

EEMEHERE Al M-DD peee Update your project information under Settings

Date Sensor Country SrcIP :::::‘ Protocol Honeypot Resources

2021-05-09 Germany- ;
1 09:42:52 Cowrie [ 7] 165.227.35.148 22 ssh cowrie DROPLETS (1)

2021-05-09 Germany- . ® O Umar 165.227.35148
2 09:40:01 Cowrie | B 109.79.171.28 22 ssh cowrie

2021-05-09 Germany- ;
3 09:39:41 Cowrie | B 109.79.171.28 22 ssh cowrie

2021-05-09 Germany- . Create something new
4 09:37-11 Cowrie | B 109.79.171.28 22 ssh cowrie
_ 2021-05-00 Germany- — 196 155.15.09 . . . Create a Managed Database Start using Spaces
2 09:32:49 Cowrie 58 cowre Worry-free database management Deliver data with scalable object

storage

9 | Spin up a Load Balancer
&
Distribute traffic between multiole

3

Figure 4.1.3

Figure 4.1.3 shows us the attacker IP and the country. In this case, it was the VM | deployed
in Canada. After few successful attempts, | decided to deploy another VM in the USA and
run few more attacks.

*x B2 DEBEESH D000+ S

< C @ A Notsecure | 461012.. 18 1= g

£ 18142061 project - DigitalOcez X | -

2 - <& C m B https://c... 76 W vE g S
Atta C kS W f) Search by resource name or public IP (Ctr+B)
Report

Search Filters FR x18142061
Sensor Honeypot Date Port IP Address . j X1 8142061 DEFAULT
B New Project Update your project information under Settings
Germany-Cowrier All @ MM-DD-Y 4 8888
:I College Project
Resources
Date Sensor Country  Src IP '[::I'_" Protocol  Honeypot

DROPLETS (1)

2021-05-09  Germany-
1 09:55:59 Cowrie <] 82 156.22 146 22 ssh cowrie 7
® O Umar-USA 159.203103.218
20210509 Germany- Apps [NEW
2 - Y = 159.203.103.218 22 ssh cowrie
09:54:56 Cowrie
Droplets
2021-05-09  Gemmany-
3 095335 Cowrie [ 1) 109.79.171.28 22 ssh cowrie Kubernetes )
Create something new
Volumes
4 20210509 Gemany- g g 10979.17128 22 ssh cowrie —
09:51:33 Courie Databases ‘ g8 ‘ Create a Managed Database . Start
Worry-free database management Deliv
. 2021-05-09  Germany- —
a5 095120 Coutie [ 1) 109.79.171.28 22 ssh cowrie Spaces stora
Container Registry
2021-05-09  Gemany- g ' —
6 09:49:08 Cowrie . 91.21.35.146 22 ssh cowrie images *_Y_* Spin up a Load Balancer
9! © Distribute traffic between multiple

Figure 4.1.4

Figure 4.1.4 shows us the attack | ran from a virtual machine-based in the USA. | successfully
logged into the cowrie and ran few unfamiliar commands, which was my name and student
Id shown in Figure 4.1.5.
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e ¥= [ ) https://cloud.digitalocean.com/droplets/245286352/console?no_layout=true

¥, to the extent

B x18142061

. 0
¥ New Project Class project / Educational purposes / Server & |

1 4 College Project

Resources

DROPLETS (2)

Germany-Cowrie 138.68.105180

Server-Lon 46.101.21157

Create something new

Create a Managed Database o~ Start

5 H®)
ontainer Registry Worry-free database management < Deliv.
stora
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Figure 4.1.5

The next step will perform analysis on Splunk if it has been logged or not.

Top Username/Password Combinations

ssh_username ssh_password count

umar password B
umar 12345 B
umar Password 4
umar 123456 2
umar [APass1234 2
zhangnt zhangnt 1
umar root 1
umar passwordi I
umar passl2id I
umar Pass1234 I

Figure 4.1.6

Figure 4.1.6 shows the username and password of the attacker used to get the access. The
username is shown as umar because | created virtual machines under my first name.

It illustrates the recent attack and logs, but now, | wanted to investigate what password has
been used frequently to access the honeypot.
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Top Passwords

ssh_password = count =
123456 646
nproc 629
123 211
password 158
admin 118
1234 117
1 109
test 186
12345 2|
user 98
Figure 4.1.7

Figure 4.1.7 shows the Top password. On top of the list was 123456, which was attempted
646 times, then nproc with the second-highest attempts of 629 so on and so forth.

Top Username/Password Combinations

ssh_username = ssh_password = count =
nproc nproc 629
user user T8
admin admin 76
test test 64
pi raspberry 61
posteres postgres 57
pi raspberryraspberry9333il 53
oracle oracle 53
user 1 45
ubuntu ubuntu 43
Figure 4.1.8
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Then | wanted to investigate the combination with includes the username and password. In
this case, the nproc username and nproc password were used 629, the second-highest
username and password used were user, user, and so forth.

At the start of the project, my investigation was limited, but | realised a lot could be done
when | went through the project. As mentioned in my proposal and technical report, |
wanted to get geolocation, so the following chart gives us the attackers countries.

Top Attacker Countries

Indonasia
South Korea
Germary

Colombia

Russia

United States

Singapoare

Figure 4.1.9

After receiving the Countries, | wanted to investigate to top cities of the attacker.

Top Attacker Cities

Seou

Shangha

Las Wegas
Roundwood
Frankfurt am Main

Bengalurn

Figure 4.1.10

Figure 4.1.10 shows us the top cities of the attackers.
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Top Attackers

icount

Source = Sparkline = »
167.71.228.234 472
62.62.132.94 382
@9.79.171.28 35
59.203.103.218 3
b 55.2.142 24
8.89.237.28 24
5.108.43 =4
3.65.16.18 20
4,63.213.72 20

Figure 4.1.11

Figure 4.1.11 show us how Splunk was able to determine the raw data and converted it into
a helpful graph. We were able to retrieve the top counties and cities of the attackers based
on the above data. For manual computation, it would have taken month or years to come
up with figures with the probability of fifty per cent of wrong information because the
attackers were attacking in real-time.

Dionaea:

Dionaea was the second and the most crucial honeypot. It comes under the low interaction
category of honeypots. It matches vulnerabilities inside the network servers. Dionaea
supports HTTP, SIP, SMB, FTP protocol. Dionaea runs on a restricted mode with no
administrative privileges to keep the impact of attacks at a minimum. If an attacker exploits
any of the port mentioned above, it creates an alert while making a copy. Dionaea gathers
malware attacks, which are nowadays on the peak. When dionaea is attacked, it logs the
payload into URLDownloadToFile, Command Exec, Multi-Stage Payloads, and shells, Once
the payload from the attacker has been received. Dionaea analysis the payload using
‘Libemu’, then the extracted information is sent to and stored in the SQLite database.
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Dionaea Analytics Edit | | Export ¥

All time - Hide Filters

Dionaea Events per Hour

3000
][] - . [ [ ] (-

400 PM 800 PM 12:00 AM 4:00 AM £:00 AM 12:00 Pr 4:00 P 8:00 PM
Tue Apr 13

-
0 # 00 AM 8:00 AM

12:00 AM 4:00 AM 12:00 PM 4:00 PM
Wed Apr 14

Figure 4.2.1

Figure 4.2.1 shows us the attacks | was receiving on the Dionaea honeypot. The minimum
per day | have received was 204, and the maximum goes to 2772. It shows the trend of
malware attacks.

Top Ports
dest_port = count »
445 28455
ae 3856
1433 2260
23 2862
dese 224
65533 178
6379 165
25 134
443 123
3389 119
Figure 4.2.2

Figure 4.2.2 shows us the top ports being hit, SMB was on top of the list with the count of
28459, and then we have HTTP with 8056, so on and so forth.
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Statistics Visualization
— Zoom Out
List = # Format
= All Fields O e
> 414/21
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a host 1

a source 1
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INTERESTING FIELDS
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# date_hour 13
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> 414/21
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No Event Sampling ~ Job~w s & 4 * Smart Mode ¥

1day per column

20 Per Page v

Event

2021-04-14T17:24:35.837437 src="104.140.188.26", direction="inbound", protocol="ip", ids_type="network", dionaea_action="acce
pt", type="dionaea.connections", app="dionaea", dest="178.128.228.248", vendor_praduct="Dionaea", dest_port="21", signature
="Connection to Honeypot", src_port="43842", sensor="b1a5d434-3ba7-11eb-33bd-aa50c7416afa", transport="tcp", severity="high"

host= Server-Lon | source = /varflog/mhn/mhn-splunk.log | sourcetype = Final Project

2021-04-14715:21:36.880889 src="192.241.213.8", direction="inbound", protecel="ip", ids_type="network", dionaea_action="accep
t", type="dionaea.connections", app="dionaea", dest="178.128.228.248", vendor_product="Dionaea", dest_port="21", signature="C
onnection to Honeypot", src_port="51872", sensor="bl1a5d434-3ba7-11eb-39bd-aa50c7416afa", transport="tcp", severity="high"

host= Server-Lon | source = /varflog/mhn/mhn-splunk.log | sourcetype = Final Project

2021-04-14714:29:08.185799 src="192.241.208.113", direction="inbound", protocel="ip", ids_type="network", dicnaea_action="acc

Figure 4.2.3

Figure 4.2.3 shows that the port 21 FTP was exploited 14 times.

Top Dionaea Attackers

SIC =

43.125.65.74

128.68.252.73

117.4,43,220

36.77.78.7

201.243.131.114

183.224.30.178

218.56.161.69

81.28.175.43

42.112,223.185

14.171.138.86

Country = count = D5hield =
Hong Kong 24034 Dshield
China 7167  DShield
Vietnam 3326 DShield
Indonesia 2847  DShield
Venezuela 2733 DShield
Irag 1862 Dshield
China 1438  DShield
Russia 1153  DShield
Vietnam 1838  DShield

Yietnam 771 Dshield

Figure 4.2.4

Figure 4.2.4 shows us the top Dionaea attackers IP address with the country's name and
total count of how many attacks have been launched on the honeypot.
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+ 24,034 events (2/28/2111:41:49.000 AM to 5/9/21 11:38:00.000 AM)

Save As ¥ Create Table View Close

source="#mhn-splunk. log*" type=dionaea.connections src="45.125.65.74" Date time range v n
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Events (2,667) Patterns, Statistics Visualization
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> 41321

SELECTED FIELDS
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a host 1
a source 1
a sourcetype 1
> 4131

INTERESTING FIELDS 1:59:56.183 PM

aapp 1
# date_hour 5
# date_mday 1

Apr 13,2021 | Apr 14, 2021
—

20 Per Page 2 3 4 5 6 7 8 Next >

Event

2021-84-13T23:59:57.951138 src="45.125.65.74", direction="inbound", protocol="ip", ids_type="network", dionaea_action="rejec
t", type="dionaea.connections", app="dionaea", dest="178.128.228.248", vendor_product="Dionaea", dest_port="12566", signature
="Connection to Honeypot", src_port="47259", sensor="b1a5d494-9ba7-11eb-39bd-aa50c7416afa", transport="tcp", severity="high"

host= Server-Lon | source = Avarflog/mhn/mhn-splunklog | sourcetype = Final Project
2021-84-13T23:59:56.183150 src="45.125.65.74", direction="inbound", protocol="ip", ids_type="network", dionaea_action="rejec

t", type="dionaea.connections", app="dionaea", dest="178.128.228.248", vendor_product="Dionaea", dest_port="15793", signature
="Connection to Honeypot", src_port="47253", sensor="b1a5d494-3ba7-11eb-33bd-aa50c7416afa", transport="tcp", severity="high"

host = Server-Lon | source = ivarflog/mhn/mhn-splunklog | sourcetype = Final Project

~ Figure 4.2.5

Figure 4.2.5 shows us the top attacker and the IP address of the honeypot he/she was trying
to exploit. Only within two days, April 13 and April 14, 2021, a total number of 24034
attacks were logged from the IP address of 45.125.65.74.

Top MDSs Captured

mds =

count = TotalHash =

ae12bb543f31227017feffd3598a6f5e

996c2b2ca3@180129c69352a333515e4

Bab23eda9022183216725127332dd702

41433594e24a822cfb9734326e1857620

953e8e32ebB635eTeabe14f fbfaa?77b

cd99e5e4f44621978Faf 8dfBed1d2d2b

355b%addb2447db1882232995a708151

fcbbbBf35853dfda72d5535a424b3a29

£e72ad8085b4322612b9c 97673245635

59b50908fad3d62fa5572478fBcT9c9a4

185

54

4

23

Figure 4.2.6

TotalHash

TotalHash

TotalHash

TotalHash

TotalHash

TotalHash

TotalHash

TotalHash

TotalHash

TotalHash

Figure 4.2.6 shows us the hashes of files. To run a further analysis and check what is inside

the files, | copied the hash to virustotal.
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Figure 4.2.10

The above figures show | copied the top two and the last hash of the file. After investigating
on VirusTotal, it gives us the conclusion that the files were associate with malware.
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Combined Analysis:

The global map of attackers.

Top countries and cities of attackers.

Top Attacker Countries

Indenesia
Romania
Vietnam

Singapare

United States

Russia

Panama

Top ports being attacked.

Top Ports

6379
65533

B080
23
1433
80

445

e
%
° ¥
Figure 4.3.1
Top Attacker Cities
Clifton
Ireland
Parlamar
Palembang \
Washington
Macroom
Hana 'r
Hang kong Timisoara
China Ballingsary
Figure 4.3.2
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Figure 4.3.3
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Top Attackers

Source = Sparkling =

45.125.65.74

Top attackers and the honeypots that attracted the attackers.
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Figure 4.3.5 shows total Dionaea attacks running on different datacentres. The graph below
shows the New York datacentre was the hit most and the Frankfurt was the second highest.

Dionaea Attacks

Dionaea-Frankfurt 207705

Dionaea-NewYork 3450161

Dionaea-Bangalore 37173

Dionaea-Canada 73738
Figure 4.3.5
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Data visualisation of numbers.

o O O
Attacks
4000000 C O ]
3500000
3000000
2500000
:JEUUUUUU o) Q) @
1500000
1000000
500000
0 o— N o ‘e
Dionaea-Frankfurt Dionaca-MewYork Dionasa-Bangalore Dionaesa-Canada
“ . i
Figure 4.3.6

In the below graph for Cowrie, Canada datacentre was the one hit mostly, Singapore took
the second position than Germany and was the USA.

Cowrie Eﬂ.tta cks I
Cowrie-Germany 70421
Cowrie-USA 28517
Cowrie-5ingapore 131664
Cowrie-Canada : 23 2055_

Figure 4.3.7
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Figure 4.3.8
5. Testing

The testing plays a vital role in this project. | used waterfall methodology while installing
each of the honeypots. This means | tested every single server and droplet (Honeypot) when
installed. If the server and honeypots are not deployed properly, | will not have achieved the
results of this project.

Following screenshots are the demonstration of testing that when the celery worker was
not installed properly, | could not log the attacks after the first attack.

®

3.81
emaining

Umar Rafique

Joptsmhn#

se notes, and

; % 18:49
& A ot G
P Type here to search ] - ® NG a0 53

Figure 5.1
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Figure 5.2

Figure 5.1 show us that mhn-celery-worker was Fatal. | received a couple of attacks
worldwide, but the server logged only one of the attacks, shown in Figure 5.3.

£) Alpha Pots project - DigitalOcez. X | [ Dashboard % | ) MHN Troubleshooting Guide - X | -+ = X
& O m A Not secure | 139.59.47.212/ui/dashboard/ % = 2
MHN Server Map Deploy Attacks Payloads Rules Sensors Charts Settings Log Out

Attack Stats
Attacks in the last 24 hours: 1

TOP 5 Attacker IPs:

1. mmm 45.150.206.103 (1 attacks)

TOP 5 Attacked ports:

1.32844 (1 times)

TOP 5 Honey Pots:

1. dionaea (1 attacks)

TOP 5 Sensors: .

19:39

H 2 Type here to search t 4 X NG oo B
Figure 5.3
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to remove

18:56
14/12/2020 % )

Figure 5.4

After researching, | restored the celery-worker via few Linux commands. Figure 5.4 show us
that the mhn-celery-worker is generally functioning because the issue was resolved in figure
5.5. The screenshot shows the other attackers are also getting logged into the server.

) Alpha Pots project - DigitalOce=. X | [ Attacks x  + = X
& O r A Not secure | 68.183.40.2/ui/attacks % =
SEI_T:C’ ) N Honeypot Date Port 3 :
All - All © IM-DD-YYYY 445 8.8.88 ﬂ
Date Sensor Country sre IP Dst port Protocol Honeypot

1 2020-12-14 20:29:29 D-Germany - 182.119.253.37 23 Blacknole dionaea

2 2020-12-14 20:29:25 C-Germany = 173.225.104.57 22 ssh cowrie

3 2020-12-14 20:29:119 D-India L] 153.127.69.188 2008 pcap dionaea

4 2020-12-14 20:29:16 D-Germany - 182.119.253.37 23 Blackhole dionaea

5 2020-12-14 20:29:14 D-India - 93.189.200.246 3128 pcap dionaea

6 2020-12-14 20:29:13 D-India - 93.189.200.246 3128 pcap dionaea

7 2020-12-14 20:29:13 D-India - 93.189.200.246 3128 pcap dionaea

8 2020-12-14 20:29:06 D-Germany frr 103.145.13.58 50802 pcap dionaea

9 2020-12-14 20:29:05 D-Germany - 45.129.33.162 7598 pcap dionasa

10 2020-12-14 20:29:03 D-Germany - 182.119.253.37 23 Blackhole dionaea

H £ Type here to search

A fx W 7 dx I ENG

20:29

Figure 5.5

14/12/2020 %:3
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As you can see, the issue was resolved in figure 5.5. | also tested for the MHN server and
Splunk if they worked properly. The results could be confusing if the MHN server does not
log the attacks coming from the same IP address, location, and destination port.

The testing for the MHN server by running few attacks were done under the heading of
MHN Analysis using Splunk can be seen from figure 4.1.0 to 4.1.7.

| also ran Nmap commands to see the open ports.

6. Conclusions
This project has enhanced my knowledge in the cybersecurity field, especially how the
attackers launched the attacks on different systems. Where to find the system's
vulnerabilities using different tools and operating system.

Overall, it was a successful project for me. With much learning, including different tools and
operating systems, | successfully achieved my project aim, which was mentioned under the
sub-heading of the introduction. | successfully deployed the honeypots, gathered the data
and analysed the data.

| was also able to check the hashes using total virus if the files include any malware, which
has broadened my skills, especially when dealing with unfamiliar email addresses.

The only limitation of the project it works virtually, which could cause us few issues from the
cloud provider side. In that scenario, we could lose all the gathered information.

7. Further Development or Research
With additional time and resources, this project could lead us to a company where we
provide organisation knowledge about cybersecurity and prevent it. | would require few
members who are expert in Cyber Security and tools.

The other alternative is to work as a freelance Penetration tester by creating a phishing
email or checking which unsecured ports are open. The attackers could deploy the payload.
The most accessible demonstration would be creating a simple malware and deploying it
into the organisation. The password to unlock the malware will be given to the organisation
before deploying the attack, not to affect the organisation's work.

Also, if we research correctly in this project, we might find many new ways the
hackers/attackers are using to exploit the system and learn how to defend the new
techniques the attackers/hackers are using.
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9. Appendices
This section should contain information that is supplementary to the main body of the
report.
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1.0 Objectives

The main objective of this project is to create a cloud-based honeypot, gather the data from
attackers to create a more potent defence mechanism against online attacks. Last but not
least, as a Cyber Security student, | need to learn and develop the habit of research to keep
myself up to date with online attacks.

| choose cloud-based honeypot because of few online articles. It was suggested not to run
honeypot on the same network & machine we use for daily activities because it is very likely
that the machine (PC/Laptop) can be easily compromised. Also, the online honeypots
assure us that the data of log files we will be receiving from attackers will be safe in a
secure manner.

2.0 Background

As we know, the different types of cyber-attacks are increasing daily. The following studies
have shown the cyber-attacks are increased due to the Covid-19 lockdown. Please find the
detail by clicking on the link:

Cyber Attacks Studies on the extended enterprise.

The link also discussed; the type of attacks differs from countries. The security of systems
and networks should be enhanced as the attacks are opportunist and luring people by
Covid-19 related information. The typical methods used by organisations to defend their
systems and networks are Firewall, Intrusion Detection System, Intrusion Prevention
System, Penetration tests, or using third-party applications to prevent and detect cyber-
attacks. We should always keep in mind that all of these systems have vulnerabilities and
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can be compromised at some stage. To enhance the security of systems and networks from
existing vulnerabilities currently present in systems, | decided to create cloud-based
honeypots.

Honeypot is a computer or computer system intended to attract cybercriminals by showing
them it is an easy target for cybercriminals to gain data. Whilst it operates oppositely, the
honeypot is used to detect attacks or divert cybercriminals from legitimate targets. The
honeypot is also used to gain cybercriminals' information and behaviour learning. There are
two main types of a honeypot, classified as Production honeypots and Research honeypots.

Production honeypots: are deployed inside the production network with other production
servers by an organisation to enhance the network's overall security. The production
honeypots are easy to use, but it catches only limited information.

Research honeypots: comparing to production honeypots, research honeypots are complex
to install and maintain. The research honeypots are run to gather information from a broad
audience to learn their techniques and motives. Research honeypots do not add values
directly to a company or organisation. While learning the new cyber-attacks and their
behaviour, researchers, military, and government organisations usually use the research
honeypots.

Research honeypots can be classified as:
Pure honeypots

High-interaction honeypots
Low-interaction honeypots

https://en.wikipedia.org/wiki/Honeypot_(computing)

3.0 Technical Approach

In order to develop and complete this project, First, | need to research the requirements for
the project. | have learned from past experiences that if project goals are well defined for
the short and long term, it improves the overall quality of work and help to finish the
project on time successfully.

As this is a research-based project, | have decided to finish the project's documentation,
which includes the project proposal, specifications, project plan and research requirements
of the project. Then | will begin creating my prototype of the project, which will be used in
the mid-point presentation.

Then the first step of this project is to deep dive into honeypots. As | have decided to go
cloud-based, the research will be required to find a suitable and authenticated platform for
deploying the honeypots. Once the honeypots are deployed, | will require checking and
keeping them updated. So, | can gather as many as possible logs of cybercriminals after that
will require to store those logs in a safe place where the logs cannot be altered.

After receiving the required data, the next step of the project will be to analyse the
gathered data and get the user data, requiring an application that can deal with big data.
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Once the data are refined, | will progress into learning and researching the mechanism used
to defend such attacks and the available options to protect us from such attacks.

4.0 Special Resources Required

| will require much research in this project but not a piece of hardware. My research will
evolve around honeypots, cyberattacks, cloud-based platform to host honeypots, machine
learning applications, cybercriminals behaviour, existing and alternative ways of preventing
such attacks.

| will require to learn Linux as most cloud platforms are run on the Linux Operating System
and pull the attackers' logs filled on the stored server. The further challenge will be deep
dive into an existing and alternative way of defending systems.

5.0 Project Plan

Thez Microsoft Praject License key cid nat work also tnied to use Miocsalt Project T Thae
Citrix account gat temporany kacked after atternpting few logins try. The message show on
Citrix to contact the adminiskrator.

%o, | decdded to create a table an ward rather than Grant chart. The table for project plan is

I_. following
Tasks Dauratian Start Date Finisheed Date

1 2rojpeck Fich 1 ODay 15-10-2030 15-10-3030
2 "ropasal Report 13 Days 25 10-2030 aF-11-3030
3 tthical Farm 1 ODay OF-10-2030 05-11-3030
o Fzasibaity Study & Days
5 | Technical Teasibility 4 Days 11-10=-2030 15-10=-23030
=] Sehavicur Feasibility 2 Days 15 10=2020 17-10-3030
T | Regusement Analysis 11 Days
= Sequiremant Gathening 5 Days 19-10=-2030 13- 10-3030
9 | roaap imteraction 1 ODay 15 10=-2030 15 10=-30350
10 | Aralysis 4 Days 25 10-2030 0= 10=-3030
11 | Dasign & code 1 Pdanthi+
12 | Choud Platiorm 100 Tmays 11-10=-2030 10-11-3030
13 | Debuugging MHMN Semeer 1 Mdcaithes 10-11-2030 14-13-3030
14 | die-bermn Prescmitationy & Days 14-12-3030 F3-13-3030

Documeritatian
15 | Data Collactian 20 Days
15 | [Daka Aralysis 10 Daays
17 | IDaka Pre-processing 10 Dsrys
15 | Applying Machine Learning 14 Days
19 | Learming python & 5 14 Days
10 | Testing 1 Manth
21 | Wit Tesking 1 Morith Wiarkng

Ewaluation 1 Month+
17 | imtegration Testing B System 1 Moaith

integration
33 | System testing 10 Darys
14 | Docwmantation & Analysks 4 Months
15 | Mot Commaon Sitacks 1 Morith
15 | Analysis on Attacks 1 Months
3T | Dedence Medraniirns for Sttacks 1 Moaith

6.0
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6.0 Technical Details

The technical details will be uploaded later. The only technical detail | can forward right
now is:

| will be using a cloud-based platform to host honeypots and machine learning tools, which
will allow me to pull the logs of the attack from the server.

| have decided to use Digital Ocean to host the MHN server and droplets (Honeypots), and |
will be using Splunk (ML tool) to analyse the data.

7.0 Evaluation

| plan to use my experience that | have gained so far in my academic years. One of the best
scenarios while moving forward with the project is to test whenever a stage of application is
developed. | will be running almost daily, if not then differently weekly test to keep the
project bug free, which is relief on its own. | will be getting feedback from my Supervisor
after passing each step to the final product, which would allow me to add or fix the
application in a scenario where things can be out of control. By each step, | will prepare a
document to keep me on track if | lose the VM or data.

When the project is finalised by myself and Supervisor, | plan to ask colleagues and friends
to test the application and get the survey based on their experience, including people
currently working within Information Technology Industry and people who are not very
familiar with the technology.

The survey will enhance my knowledge and what people think about the project. To see if
the project can be launched in Technology Industry and what additional features | will add
within the project.

Ethics Approval Application (only if required)

Reflective Journals
Reflective Journal 1:

As | differed my final year Software project due to Covid-19. | decided to go back to college
and enrol myself for the academic year of 2020-2021. It was refreshing to keep on track for a
final year project in the first few weeks.

For the academic year of 2020-2021, | decided to change my software project. | realised |
want to work with something related to my final year Stream, Cyber Security. | came up with
creating a honeypot and gathering the data of attackers.

| came across honeypots last year while studying a module called Security Principles and
taught by Professor Sachin Sharma. | spoke to Sachin regards the project. We discussed the
project, and he authorised it as a good project for a fourth-year software project.

| started researching honeypots. While the Project pitch video was due, | finished and
uploaded the project pitch. Whilst waiting on results for the project pitch, | start watching
YouTube tutorials. | found few excellent tutorials on honeypots. One showed how to run a
honeypot on a virtual machine within your pc or laptop. | also discussed this video with
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Sachin as there was a risk factor of running a honeypot on your machine. | do not have
another laptop and an internet connection. Because of that, | was suggested to run a cloud-
based honeypot.

I am working on Project Proposal and Ethical form, which is due this weekend.

Umar Rafique

18142061. Reflective Journal

Student name: Umar Rafique
Programme: BSc (Honours) in Computing
Month: November

My Achievements

In November

As mentioned in my previous month Journal, | worked on Project Proposal and Ethical form
due on November 8. After submitting the first draft of the project proposal and ethical form.
| started working on a cloud-based form to deploy my server & honeypots. | received a
suggestion from one of my friends to use the Digital Ocean platform because they gave 100
US Dollar free trial for up to 60 days to students. | created an account with Digital form and
started working on Honeypots. | required a server to store all the logs. | started working on a
server. The MHN-Server was successfully deployed, but unfortunately, | tried to deploy
sensor/ honeypots with the server. The server was unable to detect all the attacks for almost
a week. The server showed me only one attack. Whilst on the dashboard, | could see
different attacks from different countries. After almost a week, | decided to delete the
server and associated sensors and honeypots. | created another server with sensors/
honeypots. | am still facing the same issue. Right now, | am trying to troubleshoot this issue

My Reflection
The Cloud-based platform is searched and working on a server.
Intended Changes

Next month, | am working on troubleshooting for the server. If the same issue kept showing
up, | might change the cloud platform and try to find an alternative.

Supervisor Meetings
Date of Meeting: last meeting 24/11/2020.

| discuss the so far progress of a project. The next step from Sachin was to try to sort the
server issue, and once | start receiving the data as required, connect the server with any
machine learning technique and start analysing the data, which would help for final year
report and start mentioning everything on the report with the help of screenshots.
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Student name: Umar Rafique
Programme: BSc (Honours) in Computing
Month: November

My Achievements

In December

As mentioned in my previous month Journal, | worked with the MHN server and tried to
resolve the error. After a deep dive into research, | figured out what exactly was the issue.
The MHN celery worker was FATAL. Then | read the troubleshooting guide for MHN Server.
After few items, | was successfully able to troubleshoot.

| was also working on a mid-term report and presentation. In mid of December, | received an
error message from Digital Ocean, the cloud platform | was using to host my machines. The
message indicated that a few of Digital Ocean virtual machines had an issue storing the data
on the server and due to it. | might have lost all the data because | did not enable backup.
The backup cost almost five dollars on each machine. Due to the issue, | lost my all logs and
created the new MHN server from scratch. | have added the screenshots of all the issues and
how | could resolve them on my mid-term report.

My Reflection

Researched oo Celery-worker and why the logs were not showing up on the dashboard.
Debug the issue with the MHN server.

Intended Changes
Next month, | am working on logs and expand my research with ML tools.
Supervisor Meetings

| discuss the so far progress of the project. The next step from Sachin was to try to sort the
server issue, and once | start receiving the data as required, connect the server with any
machine learning technique and start analysing the data, which would help for final year
report and start mentioning everything on the report with the help of screenshots.

Student name: Umar Rafique
Programme: BSc (Honours) in Computing
Month: January

My Achievements

In January
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At the start of this month, my server was crashed due to a large volume of dump files
dumped into pots, and the attackers probably got access to my server. | decided to delete
and create a new one.

Currently, | am working on data gathering. Three Dionaea pots are up since last week. | will
destroy tonight, 05-02-2012 and | will be adding new pots. Dionaea and Crowie.

My Reflection

| have created a new server and researched Splunk's use of it.
Intended Changes

Next month, | am working it will also be data gathering.
Supervisor Meetings

| had an early meeting with my new Supervisor. | discussed the project idea—David like the
idea of the project and what | am doing. During the meeting, it was suggested to narrow
down the research when the project comes towards the end.

Student name: Umar Rafique
Programme: BSc (Honours) in Computing
Month: February

My Achievements

In February

As mentioned in the previous journal. | mentioned that | would keep working on gathering
data for February. My final year software Project Supervisor (David Collins) luckily teaching
us a module called Penetration Testing. Which goes side by side, especially the project | am
working on for my final year.

David decides to run a few tests on the honeypots during the penetration labs deployed by
me for my project. It helps us understand the tools' dept and enhanced the knowledge for
professional testing tools.

Also, how to make pdf reports of vulnerabilities through tools. Which | will be using and
adding into my final report.
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Following are the screenshots of the IP addresses of honeypots and the conversation with
my Supervisor regards the scan for finding the vulnerabilities within the pots:

:-‘J Umar Rafique % 1 5 T

Fri 12/02/2021 09:15
To: David Collins

For brute force
IP address: 159.203.14.64

Thu 18/02/2021 21:32
To: David Collins

#ﬁ Umar Rafique R NN

Hi David,

As promised, | am attaching the IP addresses of new honeypots.
Raspberry Pie: 142.93.150.151

Raspberry Pie: 64.225.29.75

SSH: 206.189.94.106

Thanks,

Kind Regards,
Umar Rafique

David Collins
<
@ Fri 19/02/2021 11:33 & 9 9 >
To: Umar Rafique
Hi Umar,

running a scan against 64.225.29.75 taking a long time to start.

thanks,
David
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Umar Rafique
b a - rh 5 & )
e Fri 26/02/2021 12:57 - - -

To: David Collins

Hi David,

Apology for delay for ending the ip addresses in short notice. It's because | wasn't feeling well
yesterday.

Cowrie Honeypots SSH:
67.205.128.94

164 9017052
167.99.183.95

Thanks,

Kind Regards,
Umar Rafique

My Reflection

Deployed new honeypots, run few tests with the help of David (Project Supervisor).
Intended Changes

Next month, | plan to work on integrating the Splunk ML tool.

Supervisor Meetings

As David is my Penetration Testing lecturer and my final year software project Supervisor. |
feel fortunate to have him as my Project Supervisor because of the knowledge he has about
Computer security and vulnerabilities.

After each Penetration lab, David gives us time from his precious time to discuss our module
and Software Project. David is always offering a helping hand for module and project. We
are having meetings each Friday.

Student name: Umar Rafique
Programme: BSc (Honours) in Computing
Month: February

My Achievements

In March
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At the start of this month, | completed the data gathering for my final year project
(Honeypots). | researched several techniques suggested by my Supervisor as March was way
busy comparing to others. Submitted my CA1 for Penetration testing, Advance Secure
Programming and Digital Forensics.

My Reflection
Gathered the data.
Intended Changes

In April, | will be working on Machine Learning Techniques & another way to make the data
readable.

Supervisor Meetings

| had an early meeting with my new Supervisor, | discussed the project process and the next
step | attended to take. Few suggestions were made by David and alternative ways how the
data can be fetched and used in future steps—currently researching those methods,
achieving the max performance, and how to mitigate the risk to the lowest level.

Student name: Umar Rafique
Programme: BSc (Honours) in Computing
Month: April

My Achievements

In April

In March, after submitting all the CA and TABA. | worked on Splunk integrated Splunk into
my final year project. | tried my best to fetch all the data. After collecting the data, | took the
raw data and tried to fetch the information.

The information is mentioned in my final documentation. As currently, | am working on the
final documentation.

My Reflection

Transformation of data from raw to readable.

Intended Changes

| will be working on a video presentation in mid-April, and there are no intended changes.
Supervisor Meetings

Yesterday 07/05/2021, | had a meeting with my Supervisor. Explained the progress and

welcomed the suggestion. The next supervisor meeting is set for 09/05/2021. The meeting is
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to go through the project and documentation to see if any changes are required before final
submission.

Survey

| conducted a survey on Survey Monkey asking Cyber Security students from BSc
Honours & Master students about the knowledge and deployment of Honeypots
without collecting any personal data. Following are the results from the survey:

Q1 s$& customize  Saveasv
Question summary data 7]
Have you heard about honeypots or honeynets? Question chart only &
Answered:17  Skipped: 0
\'es_
0% 10%  20%  30%  40%  50%  60%  70%  30%  90% 100%

ANSWER CHOICES ¥ RESPONSES 7

- Yes 82.35% 4

= No

TOTAL

As you can see, before starting the actual survey. | wanted to ask students their

knowledge regards honeypots, and | was surprised that almost 18% of students did not
know about honeypots.
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Do you know honeypots or honeynets are used to gather the data from
attackers by storing their logs?

Answered: 17  Skipped: 0

- _
° -

0%  10% 20% 30% 408 50% 50% T0% 80% 90% 100%

ANSWER CHOICES ¥ RESPONSES

- Yes 82.35%

* No 17.65%

TOTAL

The question was related to getting the general knowledge about honeypots, and the
ratio remains the same in the above questions.

17
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If you have ever deployed honeypots or honeynets, were they physical or
virtual?

Answered: 17 Skipped: 0

Virtual

MiA

Both

AMSWER CHOICES = RESPDMSES -
= FPhysical 0.00% G
= Virtual 9.41% B
= Both n.78% 2
= MA 53.82% 10

TOTAL 17

Then | went ahead and asked students about the deployment of honeypots. AlImost 60%
of students have not deployed any honeypot. The ratio of deployment for physical
remain 0%, the virtual deployment was high as it was almost 30%, and both were quite
surprising as two members have done virtual and physical deployment of honeypots.
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If you have deployed honeypots or honeynets, Approximately how often your
machines received an attack?

Answered: 14 Skipped: 3

20000+

10000-20000 ———10 1000-3000

300010000

ANSWER CHOICES * RESPOMSES =
= 1000-3000 42.86% E
= S000-10000 28.57% 4
= 10000-20000 14.28% 2
* 20000+ 14.28% 2
TOTAL 4

Then | asked how many approximately their machines were getting an attack. The 1000-
5000 remains relatively high. As it depends on the honeypot they have deployed, Dionea
and annum honeypots get many more attacks than the others.
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If you have deployed honeypots or honeynets, what was your primary reason?

Answered: 17 Skipped: 0

Research

MJA ——_

Educational
Personal Interest j
AMNSWER CHOICES * RESPOMSES -
+ FRezearch 17.685% 3
» Educational 29.41% B
~ Perzonal Interest 1.76% 2
- M/A 4113% 7
TOTAL 17

My final question was related to deployment, and | was amazed to see mostly it was for
educational purpose than research. Only two users clicked the personal interest, and |
believe these were the user who deployed both virtual and physical honeypots.

Splunk Overview

=5 =5 =
FDF FDF FDF
Past 24hours overview.pdf dionaea overview.pdf Cowrie overview .pdf
=5 =5
FDF PDF
indicators overview.pdf kippo_analytics-2021-05-09.pdf

Digital Ocean Invoices

==
PDF

DigitalOcean Invoice 2021 Mar (8311695-424146355).pdf

==
PDF

DigitalOcean Invoice 2021 Apr (8311695-424904618).pdf
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