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Configuration Manual 

Sherwin Norman Xavier 

19126662 

1 Introduction 

This Configuration Manual gives a step-by-step process to carry out the thesis topic 

“Machine Learning Approaches to Detect Browser-based Cryptojacking”. The main aim of 

this study was to achieve higher accuracy from the two approaches using machine 

learning. The manual consists of the software and hardware requirements for this study. 

It also contains the steps to install certain tools that were used during the course of this 

study.  The libraries and packages used in this study are also specified in the upcoming 

sections. Machine learning algorithms used for the Static Analysis are One-Class SVM, 

Isolation Forest and Local Outlier Factor while for the Dynamic Analysis are K-Nearest 

Neighbours (KNN), Naive Bayes Classification and Support Vector Machines (SVM).  

2 System Specifications 

This section describes the various specifications of the system used for the study to be 

carried out without any interruptions.  

2.1 Hardware Requirements  

As this study was conducted on the local system, the local system had the following 

specifications: 

1. System OS – Windows 10 Home 64-bit 

2. Processor – Intel Core i5 8th Gen @ 1.80 GHz 

3. Ram – 12 GB DDR4 @ 2400 MHz 

4. Hard Disk Drive – 1 TB 5400 rpm SATA 

2.2 Software Requirements  

1. Python 3.8 – This is a programming language that was used throughout this study 

from pre-processing the data to evaluating the machine learning models for the 

two approaches. 

2. Jupyter Notebook – This is an open-source web application that helps to code and 

execute Python and also helps to visualize the data [1]. For this study, the Jupyter 

Notebook 6.0.3 was used to execute Python 3.8.  

3. Node.js 12.18.2 – This is an open-source, cross-platform tool that is used to run a 

JavaScript code outside a browser [2]. This tool is used to run the tool Plato for 

this study.  

4. Plato – This is an open-source tool available on GitHub. It is used to visualize the 

complexity metrics of a JavaScript code [3].  This tool is used to build the dataset 

used for the static analysis.  

5. Microsoft Excel – This tool is used to import the datasets. All the datasets used for 

this study is used in .csv file format. This tool was also used to visualise the results 

of the evaluation of the different models. 



 
 

3 Data Collection & Merging 

3.1 Static Analysis  

• To create the static dataset, we first collect scripts for both Cryptojacking and 

benign. Benign scripts are extracted from websites using 1 . Add the URL of a 

JavaScript webpage to the search box and hit Extract. The output of the tool is 

shown in Fig. 1. Fig. 2 and 3 are examples of the benign and cryptojacking scripts 

respectively. 

 

 

Figure 1: JavaScript Extractor Tool 

 

Figure 2: Example of Benign JavaScript 

 

Figure 3: Example of Cryptojacking Script 

• Node.js was used to install and run the tool Plato to collect the complexity data 

from both the benign and cryptojacking JavaScript codes. Mentioned below were 

the steps followed to carry out the extraction process.  

1. Download Node.js from this site2.  Select Windows Installer to download for the 

Windows machine as seen in Fig. 4. Once the download is complete carry on with 

 
1 https://www.webtoolhub.com/tn561363-javascript-extractor.aspx 
2 https://nodejs.org/en/download/ 



 
 

the installation of Node.js by following the steps shown on the installation wizard 

& select a suitable location to install the files. 

 

Figure 4: Download Page of Node.js 

2. Install the tool Plato using the command shown in Fig.5.  

 
Figure 5: Installation of Plato  

3. Once the installation of the tool is complete, change the working directory to the 

directory where the JavaScript files to be analysed are located. Then run the 

command as shown in Fig.6. 

 

Figure 6: Running of Plato 

4. On opening the `out` folder that is created upon running Plato on a file, different 

files are available as shown in Fig.7. 

 

Figure 7: Files from the Output of Plato 



 
 

5. Using Notepad++ we open the report.js and the following output is delivered to us.  

 

Figure 8: Complexity Report of CoinImp Script 

6. Using the output from the Plato tool the values of the different features shown in 

the output have been added using Microsoft Excel to create the dataset for the 

static analysis. The dataset is shown in figure 6 with an added column `Target` to 

differentiate between the complexity data of benign and cryptojacking scripts 

where 0 is benign and 1 is malicious. 

 
Figure 9: Dataset for Static Analysis 

3.2 Dynamic Analysis 

The dataset used for this approach is made up by merging two datasets i.e. `final-normal-

data-set.csv` and `final-anormal-data-set.csv` in Microsoft Excel. After merging the two 

datasets, a new column `target` is added to the dataset with values 0 and 1 which 

represent the normal dataset and abnormal dataset respectively.   

4 Data Processing and Evaluation 

For both approaches, different codes were used to carry out the processing and 

evaluation of the different models used. The source code used for the static analysis [4] 

and dynamic analysis [5] are available on Kaggle.  



 
 

4.1 Importing Packages 

 

 

The following libraries have been used in studying the approach for Dynamic Analysis: 

• Numpy: NumPy is a library in Python to work with arrays. It offers multiple 

resources to interact with arrays with maximum performance.   

• Pandas: This library in Python is used for data processing. It is flexible to use as 

well as a good manipulation tool for data analysis. 

• Matplotlib: This library in python is used to create an interactive visualisation of 

data.   

• Seaborn: This library is based on matplotlib. It is used for creating a high-level 

interface for data visualisation.   

Also, the packages required for the models to be built are imported along with the 

metrics to be used in this study. 

4.2 Importing the Dataset 

 

 

4.3 Data Cleaning 

Some data in the dynamic dataset required some cleaning as they were not useful for 

this study. Hence, we take out the data that is not numeric and eliminate rows with 

any null value in the data set for better results from the machine learning models. 

 

 



 
 

4.4 Descriptive Statistics of the Dataset 

The descriptive statistics of the data is used to understand the data. 

 

 

 
 

4.5 Feature Extraction and EDA 
4.5.1 Static Analysis 

• KDE Plotting 

 
• Histogram 

 

 

4.5.2 Dynamic Analysis 

• Multicollinearity Principle 

 



 
 

• Two-Tailed Z Test: 

The source code for the Two-Tailed Z Test is used from Kaggle [6]. 

 

 
 

4.6 Data Normalization 

The data for the dynamic analysis is normalized to handle unbalanced features and 

brings the values of data between 0 and 1. 

 

4.7 Splitting of Data 

Data for the dynamic analysis is split between training data and test data for all the 

three supervised models in the ratio of 75:25 

 

4.8 Statistical Test 

Matthew’s Correlation Coefficient is used as a statistical test to support the results of 

this study. 
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