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Configuration Manual

Yashodha Patil
Student ID: x19102437

1 Introduction

The configuration manual document contains the information on the tools and technologies
used to carry out the implementation of the research project. Section 2 contains introduction
to software tools and technologies required for the implementation. Section 3 contains step
wise procedure from starting the application till getting the output. The source code for the
implementation is also explained.

2 Software Tools and Technologies used

To create the web application, a python Django framework version 2.2.7 and python version
3.7.1is used.

B Anaconda Prompt - python — O X
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Figure 1: Version of python and Django

The Jupiter notebook which is an open source web application tool is used for data cleaning
process and to train the Extreme learning machine algorithm. It supports python
programming languages and the HTML components. It gives the interactive output.
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human-readable docs while describing the
data analysis.

Figure 2: Jupyter Notebook
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3 Implementation and Deployment steps:

e Step 1: Install the Anaconda navigator from google, to access the Jupiter from this
navigator. By clicking on the launch button, the Jupiter notebook will get open in web
browser.

{2 Anaconda Navigator
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Figure 3 : Install Anaconda Navigator

e Step 2. Open the file from the location where the “ELMClassification.ipynb” file is
stored in the Jupiter notebook.

® localhost:8888/notebooks/Desktop/New%20folder?620(4)/Codeanddataset/ELM%20classific
" Jupyter ELMClassification (autosaved)
File Edit View nsert Cell Kemel Widgets Help

B+ = & B » ¥ MHRun B C W Markdown v | =

Figure 4 : Launch the jupiter and open the file from the location.



e Step 3: In this file, the steps carried for the Binary classification through ELM model
such as,

1) Important libraries are imported such as pd, np, sns, pickle, ELMClassifier, time
and many more.

Importing all the neccessary libraries

import pandas as pd

import numpy as np

import seaborn as sns

import pickle

import time

from sklearn.svm import SVC

import matplotlib.pyplot as plt

from sklearn.model selection import train_test split
firom sklearn.metrics import roc_curve, roc_auc_score
from sklearn_extensions.extreme learning machines.elm import ELMClassifier
from sklearn.metrics import classification_report
from sklearn.metrics import accuracy_score

firom sklearn import metrics

Figure 5: Imported Libraries

2) The dataset is loaded and data processing is performed as shown in the fig:6 and
fig:7

loading Dataset

data=pd.read cswv({"phishing data.csv").drop(['id"],axis=1)

Figure 6: Dataset Loaded

def nocaseGraph(data):
pd.value_counts(data[ "Result’]).plot.bar()
plt.title('Phishing class histogram')
plt.xlabel('Cclass’)
plt.ylabel (' Frequency ')
print("-1: Phising cases™)
print("1: MNon- Phising cases™)
data[ 'Result’].value_counts()

def data_analysis(data):
print(">>>>>>>>>2>3>>3>3>23332>2233353> ANALYSIS >>3>33>3>333333333333333333333333333>3>33>>")

[EFAFEf " =======================—c=—c=c-===—c=-c--==——--—c-=c-c—-——--—-—--—----——-———-—- "y
print("No of rows and columns:",data.shape)
print("------— - ")

print("List of column name\n")
print(data.columns.to_list())

oL 1 o e e ")
print(“"Checking how many columns contain null wvalue”,data.isnull().values.any()})
Praimt (e s s s m s e et "y

print(“Checking whether dataset imbalance or not™)

# Determine number of phishing and non phishing cases in dataset

nocaseGraph(data)

non_phishing = data[data[ 'Result’] == 1]

phishing = data[data[ 'Result’] == -1]

print( 'Phishing cases: {}%'.format(round(len{phishing)/len{data),2)))

print( 'Non-Phishing cases: {}%'.format(round(len(non_phishing)/len(data),2)))
print("##### Data set is mostly balanced, hence no need to balance the dataset #####")

Figure 7 . Data Preprocessing



3) Then, the dataset is split into Training and the testing dataset.

spiliting the dataset for training and testing

for testing we take 20%

x_train,x_test,y train,y test=train test split(x,y,test size=@.2,random_state=8)

Figure 8: Split Dataset

4) The ELM Classifier is trained based on the parameters n_hidden, alpha and the
activation_func = ‘tanh’.

model=ELMClassifier(n_hidden=15@, alpha=8.99, activation_ func='tanh")
x_train = np.array(x_train)

y train = np.array(y train)

start elm = time.time()

model.fit(x _train,y train)

stop_elm = time.time()

print(“training time by elm: {} sec”.format(round((stop elm -start elm),2)))

Figure 9 : ELM model Training

5) Now, the Trained ELM model is saved in the pickle file, to use later to classify the
links based on this learnings.

with open('elmclassifier..pkl’, 'wb') as f:
pickle.dump(model, f)

Figure 10 : converted to pickle file

Step 4: Run the web application through anaconda prompt. Go to the location where the web
application folder is stored from the anaconda prompt.

B Anaconda Prompt — O =

Users\Siddharth Patil\Desktop\Mew folder

Jsers\Siddharth Patil\Desktop\MNew folder ( .Django webapplicationicl

Figure 11: Path
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Step 5: To run the web application, run the command — python manage.py runsslserver.

B Anaconda Prompt —

(base) C:\Users\Siddharth Patil\Desktop\New folder (3)\Django webapplicationicl
ickjacking>python manage.py runsslserver

Figure 12: run command

Step 6: From the browser, open the webapplication on localhost
https://127.0.0.1:8000/button

&« C A Not secure | 127.0.0.1:3000/button

This is mapper page

Welcome

| Original Page | | ClickJacking Detection

Figure 13: Web application


https://127.0.0.1:8000/button

Step 7: Click on original page button, it will redirect to original page of the webapplication.

C A Notsecure | 127.0.0.1:8000 QU ow
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Figure 14: Original Web application page

Step 8: Click on original page button, it redirects to the dummy page of the web application,
where all the hidden links and iframe are made visible.

> C A Notsecure | 127.0.0.1:8000/clickjacking Q 3

YASHODHA PATIL
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Figure 15: Dummy Wéb page — clickjacked page



Step 9: To view the source code written for the creation of dummy HTML page, open the
Django web application project in pycharm and open the Extractor.py file from djangonautic
sub menu.

Figure 16: Extractor.py file

Step 10: The following Fig shows the code for the URL extraction from the webpage using
the beautifulsoup scrapping technique.

phishingUrl(

* model

(allurl)
urlist = [link link

Figure 17: URL Extraction

Step 11: The fig 18 and 19 shows the feature extraction process and the vector representation
of features in array format.



ip_fFeature(url):

Figure 18 : Feature extraction

completefeature(url)
url_

number_of links(url), statistical

Figure 19 : Vetor Representation

Step 12: The will classifies the links as phishing and non-phishing

predictor({model

[]

Figure 20 : ELM Classification



Step 13: The HTML file contain in the soup are converted to the string in order to perform
further operation on it.

Figure 21 : Soup converted to String format

Step 14: The Iframe links are updated by assigning new values such as margin value: left
150px which are classified as phishing iframe links.

iframe_sent_lis:

hishing list,iframe_Sent):

,iframe_Sent)

find_margin

= modified_text.replace(margin_val

Figure 22: CSS property are assigned for the phishing Iframe Links.



Step 14: Opacity is also updated.

Figure 23: Opacity is updated

Step 15: Finally, the new updated changes are written in new HTML file, to show the
changes.

Figure 24: New HTML page is created.
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