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. Introduction

This Configuration Manual document includes details on the technical resources and
tools and technologies required to execute the project. This manual also provides step-
by - step procedure of implementation. The approach involves downloading and
installing the necessary applications and services, and the minimal setup needed to
operate the project smoothly.

. System Environment

It is very important to consider System with good hardware specifications which are
capable of handling Machine Learning Tasks. The System Specification used for the
research are as follows:

Processor: Intel(R) Core(TM) i15-5200 CPU @ 2.20GHz

RAM: 16 GB

Storage: 1 TB HDD

Operating System: Windows 10 Pro (64 bit)

. Tools and Technologies

Python 3.8.5
Anaconda 2020.02
Jupyter Notebook 6.0.3

. Download and Installation
4.1 Downloading and Installing Python

The Latest Version of Python has been installed from the official website for the

purpose of Development. It is Open Source and free to download. [T ink for
Downloading Python: https://www.python.org/downloads/



https://www.python.org/downloads/
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Figure 1: Installation of Python

4.2 Downloading and Installing Anaconda

Anaconda is a free and open source distribution of the Python and R
Programming languages for data science and machine learning applications and
many more for simplification of package management. The Latest Version of
Anaconda has been installed from the official website for the purpose of

package = management. 21 Link  for Downloading ~ Anaconda:
https://www.anaconda.com/products/individual
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Figure 2: Installation of Anaconda


https://www.anaconda.com/products/individual

4.3 Launch Jupyter Notebook

The Jupyter Notebook is a web-based open-source application that helps you to
build and exchange documents that include live data, calculations, visualizations
and many more. It is used for data cleaning and transformation, numerical
simulation, statistical modelling, data visualization, machine learning, etc.
Home page of Jupyter Notebook is shown in figure 3. This is the base directory,
if we want to create a new file in this directory, we can do it by clicking on new
and select Python 3, by this new jupyter notebook will open and then we can

start development.
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Figure 3: Jupyter Notebook Home Page

5. Project Development

Step 1: Firstly importing all required Libraries of python for development.

import numpy as np
import pandas as pd

from scipy.io import arff

import seaborn as sns
sns.set()

import matplotlib.pyplot as plt

Figure 4: Python Libraries




Step 2: Importing Dataset in Python using read_csv function.

dfl = pd.read _csv("dataset.csv")

#d2 = arff.loadarf{("d2.arff")
#df2 = pd.DataFrame(d2)

#d3 = arff.loadarff("d3.arff")
#df3 = pd.DataFrame(d3)

Figure 5: Importing Dataset in python

df1
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Figure 6: Glimpse of Dataset imported

Step 3: Plotted Histograms of every variables present in the dataset with respect to
frequency.

import matplotlib.pyplot as plt

for col in dfi:
plt.hist(dfi[col],bins = 3)
plt.xlabel(col)
plt.ylabel("Frequency™)
plt.title(col)
plt.show()
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Figure 7: Histograms of all Variables




Step 4: Imported all the classifiers which were considered for development from
sklearn python library.

from sklearn import metrics

from sklearn.ensemble import BaggingClassifier, RandomForestClassifier, AdaBoostClassifier, GradientBoostingClassifier
from sklearn.tree import DecisionTreeClassifier

from sklearn.neighbors import KNeighborsClassifier

from sklearn.linear_model import LogisticRegression

from sklearn.model_selection import train_test_split

from datetime import datetime

Figure 8: importing classification models

Step 5: Correlation of all variables were outputted.

index having_IPnaving_IF_Address URLURL_Lengin  Snortining_Service having_At Symbol doubés_siash_redirecting Prefix

Ingex  1.000000 0,388m7 0.008105 0.006281 0, 185478 0, 003383 Q.00
hawing_IPhaving_IP_sddress 0 3848377 1, 000000 L0841 0. 403481 0. 158659 0357384 Q.00
URLURL_Length 0.008105 fas2411 1000000 0057881 0.075108 0.087247 0.0¢
Snortining_%arvice 0008201 0. 400481 0.0araa 1,000000 0. 104447 0842754 Q.04
having_AR_ Symbed 0185478 0. 1586545 0.075108 0.104447 1000000 0088580 0.0
ooutss_slasn_redirecting 0001383 0357384 0.087247 0842756 0.088560 1.000000 Q.04
Prafix_SuMx 0007340 0.008287 0.055247 0.080471 L0178 0.085550 1.00
naving_Sub_Domaln 0234051 0.080745 0.003857 0087978 0.058978 0043079 Q.04
SELNnal_State O O002&42 Q071414 0.0a8TEL 0081424 0.031220 0.0E200 (k=]
Comain_registaration_length £ 001100 0.022738 0. 221852 0.080823 0.018532 0.047484 0.0%
Favicom (0.0072%3 0.0A7025 0. 0482457 0008101 0. 304459 0.038100 Q.00

port 0001858 0.080879 0,000 0.002201 0. 384851 0.025080 0.0

HTTPE_token  0.002978 0,383534 0, CAsId 0.757834 0. 104581 0.780754 Q.00
Request_URL 0000882 0.028773 0. 246348 0037235 0.0RTa0a 0026384 0.0
URL_of_anchor -0.005071 0095847 0.02%356 0.000581 005794 0.008038 0%
Links_ln_tags 0 C20885 0.008212 0.052889 0. 133374 0.070BE1 0. 128583 Q.1

SFH  0.085354 a.010862 0414158 0.02272) 0.008&ET2 0.047872 0.0
Submitting_to_emall 0005428 0.077984 0.014457 0.085124 0370123 0.031858 0.0
Abnormal_URL  0.003228 0. 3385449 0. 108781 0.735250 0. 203845 0.723724 Q.00
Radirect  0.018804 21181 0. 088832 0.534530 0028180 0587478 0.0
on_mausecwer 0001645 0.084029 0.045103 0082383 0. 275857 0.0BEALS 0.0
RightClick  0.005285 0042881 0.012813 0038118 0. 215503 0025883 0.0
popUpWiancw 0008515 0.Caeanz 0.0 0008678 0. 280853 0.054483 0.0

frama  0.002533 0054858 0.013838 0.018581 0.284410 0.010458 0.0

ape_of_domalm 0115320 Q.010444 0. 175428 0.052554 0.005459 0.050107 o
DM3Record 0400850 0.0507X3 0. 0a0A23 0. 438084 0.04TAT2 0431404 0.0

web_frafic  0.014500 0.002932 0. OO8a%3 0.0470T4 0032918 0.082385 o

Page_Rank (0085117 0.091774 0.182518 0.014551 0.084725 0003132 0.00
Google_Indéx  -0.012527 0025183 0.002802 0.155844 0.03T081 0.178415 0.0d
Links_pointing to_pagse 0002142 0. 335085 0. 02987 0. 1384170 0. 008080 0. 154185 0.0
‘Statistical_report 0183759 0.01510 0087183 0.0A5481 0.0B0AET 0.070350 0.0
Rasult 0.00047T8 .08 180 0.057430 0.08Ta88 0052948 0038608 0.3

Figure 9: Correlation of variables




Step 6: Next step is Data Pre-processing and splitting the data in training set and
testing set.

Preprocessing

#df2 = dfi.iloc[:,[6,7,8,9,13,14,15,16,24,26,31]]

x = dfl.iloc[:,8:31]

y = dfl.loc[:,"Result”]

train_x, test_x, train_y, test_y = train_test_split(x,y,shuffle = True,test_size = ©.2)

Figure 10: Pre-Processing and Splitting od data

Step 7: Analysis of Ensemble Models.

Bagging Classifier

time_st_bc = datetime.now()

bc = BaggingClassifier(n_estimators=15)

bc.fit(train_x, train_y)

time_fn_bc = datetime.now()

predict_y_bc = bc.predict(test_x)

accuracy_bc = metrics.accuracy_score(test_y, predict_y bc)
precision_bc = metrics.precision_score(test_y, predict_y_bc)
recall_bc = metrics.recall_score(test_y, predict_y_bc)
f1_score_bc = metrics.fl_score(test_y, predict_y_bc)
confusion_matrix_bc = metrics.plot_confusion_matrix(bc,test_x, test_y)
plt.title("Bagging Classifier™)

plt.show()

time_bc = time_fn_bc - time_st_bc

Bagging Classifier

1 248
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. _400
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1 1
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Figure 11: Bagging Classifier




Random Forest Classifier

time_st_rfc = datetime.now()

rfc = RandomForestClassifier(n_estimators=15)

rfc.fit(train_x, train_y)

time_fn_rfc = datetime.now()

predict y_rfc = rfc.predict(test_x)

accuracy_rfc = metrics.accuracy_score(test_y, predict_y rfc)
precision_rfc = metrics.precision_score(test_y, predict_y_rfc)

recall rfc = metrics.recall score(test_y, predict_y rfc)

f1_score_rfc = metrics.fl_score(test_y, predict_y rfc)
confusion_matrix_rfc = metrics.confusion matrix(test_y, predict_y rfc)
confusion_matrix_rfc = metrics.plot_confusion_matrix(rfc,test_x, test_y)
plt.title("Random Forest Classifier™)

plt.show()

time_rfc = time_fn_rfc - time_st_rfc

Random Forest Classifier
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Figure 12: Random Forest Classifier

Adaboost Classifier

time_st_ac = datetime.now()

ac = AdaBoostClassifier(n_estimators=15)

ac.fit(train_x, train_y)

time_fn_ac = datetime.now()

predict_y_ac = ac.predict(test_x)

accuracy_ac = metrics.accuracy_score(test_y, predict_y_ac)
precision_ac = metrics.precision_score(test_y, predict_y_ac)
recall_ac = metrics.recall_score(test_y, predict_y_ac)

f1_score_ac = metrics.fl_score(test_y, predict_y_ac)
confusion_matrix_ac = metrics.confusion_matrix(test_y, predict_y_ac)
confusion_matrix_ac = metrics.plot_confusion_matrix(ac,test_x, test_y)
plt.title("Adaboost Classifier™)

plt.show()

time_ac = time_fn_ac - time_st_ac
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Figure 13: Adaboost Classifier



Graaient B00stNg Classitier

time_st_gbc = datetime.now()

gbc = GradientBoostingClassifier(n_estimators=15)

gbc.fit(train_x, train_y)

time_fn_gbc = datetime.now()

predict_y_gbc = gbc.predict(test_x)

accuracy_gbc = metrics.accuracy score(test_y, predict_y_gbc)
precision_gbc = metrics.precision_score(test_y, predict_y gbc)
recall_gbc = metrics.recall_score(test_y, predict_y_gbc)

f1_score_gbc = metrics.f1_score(test_y, predict_y_gbc)
confusion_matrix_gbc = metrics.confusion_matrix(test_y, predict_y_ghc)
confusion_matrix_gbc = metrics.plot_confusion_matrix(gbc,test_x, test_y)
plt.title("Gradient Boosting Classifier™)

plt.show()

time_gbc = time_fn_gbc - time_st_gbc

Gradient Boosting Classifier
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Figure 14: Gradient Boosting Classifier

Step 8: Analysis of Non-Ensemble Models.

Decision Tree Classifier

time_st_dt = datetime.now()

dt = DecisionTreeClassifier(max_depth=2)

dt.fit(train_x, train_y)

time_fn_dt = datetime.now()

predict_y_dt = dt.predict(test_x)

accuracy_dt = metrics.accuracy_score(test_y, predict_y_dt)
precision_dt = metrics.precision_score(test_y, predict_y_dt)
recall_dt = metrics.recall_score(test_y, predict_y_dt)

f1_score_dt = metrics.fl_score(test_y, predict_y_dt)
confusion_matrix_dt = metrics.confusion_matrix(test_y, predict_y_dt)
confusion_matrix_dt = metrics.plot_confusion_matrix(dt,test_x, test_y)
plt.title("Decision Tree Classifier™)

plt.show()

time_dt = time_fn_dt - time_st_dt

Decision Tree Classifier
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Figure 15: Decission Tree Classifier



KNeighbors Classification

time_st_kn = datetime.now()

kn = KNeighborsClassifier(n_neighbors=18)

kn.fit(train_x, train_y)

time_fn_kn = datetime.now()

predict_y_kn = kn.predict(test_x)

accuracy_kn = metrics.accuracy score(test y, predict_y kn)
precision_kn = metrics.precision_score(test_y, predict_y_kn)
recall kn = metrics.recall score(test_y, predict y kn)

f1_score_kn = metrics.f1_score(test_y, predict_y_kn)
confusion_matrix_kn = metrics.confusion_matrix(test_y, predict_y kn)
confusion_matrix_kn = metrics.plot_confusion_matrix(kn,test_x, test_y)
plt.title("KNeighbors Classifier™)

plt.show()

time_kn = time_fn_kn - time_st_kn
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Figure 16: KNeighbors Classifier

LOgISTIC Kegression

time_st_l1r = datetime.now()

1r = LogisticRegression(max_iter=1608)

lr.fit(train_x, train_y)

time_fn_1r = datetime.now()

predict_y_lr = lr.predict(test_x)

accuracy_lr = metrics.accuracy_score(test_y, predict_y_lr)
precision_lr = metrics.precision_score(test_y, predict_y_1r)
recall_lr = metrics.recall_score(test_y, predict_y_lr)

f1_score_1r = metrics.fl_score(test_y, predict_y 1lr)
confusion_matrix_lr = metrics.confusion_matrix(test_y, predict_y_1r)
confusion_matrix_lr = metrics.plot_confusion_matrix(lr,test_x, test_y)
plt.title("Logistic Regression™)

plt.show()

time_lr = time_fn_lr - time_st_l1r

Logistic Regression
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Figure 17: Logistic Regression




Step 9: Generated Confusion Matrices for Ensemble and Non-Ensemble Models.

Confusion Matrices

Bagaing Classifier

Figure 18: Confusion Matrices
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Step 10: Calculated Accuracy measures for all the classifiers

print(“accuracy”)
print(pd.DataFrame(accuracy.items()))
print(“precision™)
print(pd.DataFrame(precision.items()))
print(“recall™)
print(pd.DataFrame(recall.items()))
print("fl_score")
print(pd.DataFrame(fl_score.items()))
print("times™)
print(pd.DataFrame(times.items()))

accuracy

<] 1
e Bagging Classifier @.956128
1 Random Forest Classifier ©.961556
2 Adaboost Classifier ©.932610
3 Gradient Boosting Classifier 0.924921
4 Decision Tree Classifier ©.905020
5 KNeigbors Classifier ©.543193
6 Logistic Regression ©.924016
precision

] 1
] Bagging Classifier ©.961508
1 Random Forest Classifier ©.970858
2 Adaboost Classifier @.936458
3 Gradient Boosting Classifier 6.925984
4 Decision Tree Classifier ©.926108
5 KNeigbors Classifier ©.605124
6 Logistic Regression ©.929253
recall

@ 1
a Bagging Classifier ©.960737
1 Random Forest Classifier ©.960737
2 Adaboost Classifier 0.944712
3 Gradient Boosting Classifier ©.942308
4 Decision Tree Classifier @.983846
5 KNeigbors Classifier ©.548878
6 Logistic Regression ©.936699
f1_score

e 1
a Bagging Classifier ©.961122
1 Random Forest Classifier @.965767
2 Adaboost Classifier ©.948566
3 Gradient Boosting Classifier ©.934875
4 Decision Tree Classifier ©.914842
5 KNeigbors Classifier ©.575630
6 Logistic Regression ©.932961
times

a 1
e Bagging Classifier 275728
1 Random Forest Classifier 185795
2 Adaboost Classifier 123068
3 Gradient Boosting Classifier 181886
4 Decision Tree Classifier 14589
5 KNeigbors Classifier 41833
6 Logistic Regression 559801

Figure 19: Accuracy Measures
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a. Accuracy:

Step 11: Final Step is to do Analysis and comparison of all the measures mentioned
below:

Accuracy
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Figure 20: Accuracy
b. Precision:
Precision
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Figure 21: Precision
c. Recall:
Recall
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Figure 22: Recall
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d. F1-Score:

F1-Score
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Figure 24: Time Taken
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