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1 Introduction

This document presents the details on how to execute the Android mobilw malware
detection code. The entire code has been written in the Python programming language.

2 System Requirements

e [t is assumed that the user of this document have basic python programming know-
ledge and we need python3(version ’3.8.%’) installed on the system in order to run
this code. Latest version of python can be downloaded from python official web-
site [1])

e Anaconda Version 3.* should be downloaded and installed on the PC.Anaconda
software Individual edition can be downloaded from Anaconda official website [2].
Make sure that this software have Jupyter Notebook IDE installed in order to run
the python code.

2.1 Packages needed to install and run the code

The following packages or library is needed to run the code:
1. Pandas: Used for data manipulation and analysis
2. Numpy: Used for array related operations and numerical operations
3. Matplotlib: Used for plotting the graphs

4. Scikit Learn: Used for Machine learning algroithms.

2.2 How to install a package :

e To install a package first open Anaconda Prompt.
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e the command to install a package or library in Anaconda prompt
— pip install jpackage namej E.g.: pip install sklearn

2.2.1 Numpy

Command: pip install numpy
(base) C:\WINDOWS\system32:pip install numpy

Requirement already satisfied: numpy 1n c:\Users\janish\anaconda3\1lib\site-packages (1.19.1)

2.2.2 Pandas

Command: pip install pandas

(base) C:\WINDOWS\system32>pip install pandas

Requirement already satisfied: pandas in c:\users\janish\anaconda3\lib\site-packages (1.1.8)

Requirement already satisfied: numpy>=1.15.4 in c:\users\janish\anaconda3\lib\site-packages (from pandas) (1.19.1)
Requirement already satisfied: pytz»=2617.2 in c:\users\janish\anaconda3\lib\site-packages (from pandas) (2019.3)

Requirement already satisfied: python-dateutil»=2.7.3 in c:\users\janish\anaconda3\lib\site-packages (from pandas) (2.8.
1)

Requirement already satisfied: six>=1.5 in c:\users\janish\anaconda3\lib\site-packages (from python-dateutil>=2.7.3->pan|
das) (1.14.0)

2.2.3 Matplotlib

Command: pip install matplotlib
(base) C:\WINDOWS\system32>pip install matplotlib
Requirement already satisfied: matplotliib 1n c:\Users\janish\anaconda3\lib\site-packages (3.1.3)
Requirement already satisfied: pyparsing!=2.8.4,1=2.1.2,!=2.1.6,>=2.6.1 in c:\users\janish\anaconda3\lib\site-packages (|
from matplotlib) (2.4.6)

Requirement already satisfied: kiwisclver>=1.8.1 in c:\users\janish\anaconda3\lib\site-packages (from matplotlib) (1.1.

)
Requirement already satisfied: python-dateutil»>=2.1 in c:\users\janish\anaconda3\lib\site-packages (from matplotlib) (2.

8.1)

2.2.4 Scikit Learn

Command: pip install sklearn



(base) C:\Users\Janish}pip install sklearn
ollecting sklearn
Downloading sklearn-9.0.tar.gz (1.1 kB)
Requirement already satisfied: scikit-learn in c:\users\janish\anaconda3\lib\site-packages (from sklearn) (©.22.1)
Requirement already satisfied: numpy>=1.11.8 in c:\users\janish\anaconda3\lib\site-packages (from scikit-learn->sklearn
(1.18.1)

already satisfied: joblib>=0.11 in c:\users\janish\anaconda3\lib\site-packages (from scikit-learn->sklearn)

already satisfied: scipy>=0.17.@ in c:\users\janish\anaconda3\lib\site-packages (from scikit-learn->sklearn

(1.4.1)
Building wheels for collected packages: sklearn

Building wheel for sklearn (setup.py) ... done

Created wheel for sklearn: filename=sklearn-©.8-py2.py3-none-any.whl size=1320 sha256=f268875179812dc7011d945e7aa258e7]
T2beb479767419b6T86efc15056bfcl

Stored in directory: c:\users\janish\appdata\local\pip\cache\wheels\46\ef\c3\157e41f5eel1372d1be90b89f74f82bl6e391eaac
a8f22d33e

uccessfully built sklearn
Installing collected packages: sklearn

uccessfully installed sklearn-6.e@

3 Data Sources

The dataset used for implementation is Malgenome mobile malware dataset provided
by North Carolina State University. The dataset can be downloaded from figshare [3]
website as shown in the figure below:

% Android malware dataset forma: X =

& O‘l @ figshare.com/articles/Android_malware_dataset_for_machine_learning_1/5854590/1 | * ._]
a . & 3 i o @
f|gsha re Browse Search on figshare. .. Login Sign up
DATASET DATASET
| malgenome-215-d....csv (1.57 MB) I dataset-features-c....csv (8.35 kB)

Download all (1.58 MB) Share  Embed  + Collect (you need to log in first) 2files

After downloading the Malgenome dataset in CSV format, put the data file in the
same folder as the code ipynb file.

4 Code Execution

To execute the code, run the Jupyter notebook program, or open Anaconda Navigator
and Launch Jupyter notebook. Jupyter notebook come pre-installed with Anaconda.
From the directory structure, move to the folder where the code file is stored. On the
Kernel tab select Restart and Run all option, all the code blocks will execute one by one
presenting the output in the cell below.



B & | £ Jupyterlab X IS = X

< - 0O @ @  localhost:8889/1ab Y = 7. ©e
Z Fille Edit View RunTabs Settings  Help
+ : 4 ] Interrupt Kernel Il
- ] P
= v Python3 O
= Restart Kernel... 0,0
o = Restart Kernel and Clear All Outputs. alvsis
Restart Kernel and Run All Cells 1aly
@ = \
data

Shut Down Kernel

Q " Shut Down All Kernels... _ i
. . onServiceConnected ~ ServiceConnection android.os.Binder ~READ_SMS WRITE_SMS Ljavala
m 3799.000000 3799000000 3799000000 3799.000000  3799.000000 3799.000000 3799.000000
) Change Kernel..
e e Ll mean T UAS2224 0467228 0470387 0469334 0500921 0256383 0437484 0202948 0319295
" std 0497778 0498991 0499188 0499124 0500065 0436693 0496142 0402247 0466265
min 0000000  0.000000 0.000000 0000000 0000000 0.000000 0000000 0.000000 0.000000
25% 0000000  0.000000 0.000000 0000000 0000000 0000000 0000000 0.000000 0.000000

References

[1] “Download python latest version,” https://www.python.org/downloads/.
[2] “Anaconda individual edition,” https://www.anaconda.com/products/individual.

3] S. Yerima, “Android malware dataset for machine learning 1,” ht-
tps://figshare.com/articles/ Android _malware_dataset_for_machine_learning_1/5854590/1.



	Introduction
	System Requirements 
	Packages needed to install and run the code 
	How to install a package : 
	Numpy
	Pandas
	Matplotlib
	Scikit Learn


	Data Sources 
	Code Execution

