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1 Introduction 
This document specifies the system requirements and configuration details for the “Opcode 

Frequency Based Malware Detection Using Hybrid Classifiers” research project. 

2 System Requirements 
The entire code is developed in Python version 2 on Ubuntu 14.04, using Pipenv based 

virtual environment. In order to replicate the project on any system, it is highly 

recommended to use the same version of Python and Operating System (Ubuntu), as well as 

other dependent libraries as discussed below. Also, all python dependent libraries are 

automatically installed from the Pipfile (included in the project) as per the version number 

mentioned. 

2.1 System packages needed to be installed are: 

i. python 2.7 

ii. python-tk 

iii. python-pip 

2.2 Python packages needed to be installed are: 

i. pipenv 

ii. scikit-learn==0.20.0 

iii. xgboost==0.82 

iv. pandas==0.24.2 

v. matplotlib==2.2.5 

vi. seaborn==0.9.1 

2.3 For setup, run following commands in order: 

i. sudo apt-get install -y python python-pip python-tk 

 

 
 

ii. sudo pip install --ignore-installed pipenv 
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iii. cd /_path_/_to_/_projectFolder_/ 

iv. pipenv install --skip-lock 
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3 Data Sources 
The size of the dataset is about 3000 executable files. 2000 legitimate files were obtained 

from online free software sources like SourceForge, PortableApps and Softsonic. 1000 

malware samples were downloaded from Virusshare. All the files in the dataset are 32bit. 

4 Code Execution 

https://sourceforge.net/
https://portableapps.com/
https://en.softonic.com/
https://virusshare.com/
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Open the terminal and navigate into the directory with the project code. Now, activate the 

virtual environment with the following command: 

- pipenv shell 

Now run the project with the following command: 

- python project.py 

 

 
 

Above figure demonstrates the run of project to verify that the project is able identify a malicious 

file. 
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Above figure demonstrates the output of the run, as we can see that the project is able identify 

the malicious file. 
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Above figure demonstrates the run of project to verify that the project is able identify a benign 

file. 
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Above figure demonstrates the output of the run, as we can see that the project is able identify 

the benign file. 


