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Configuration Manual

Arun Kollara
Student ID:; 18212204

1 Introduction

This document specifies the system requirements and configuration details for the “Opcode
Frequency Based Malware Detection Using Hybrid Classifiers” research project.

2 System Requirements

The entire code is developed in Python version 2 on Ubuntu 14.04, using Pipenv based
virtual environment. In order to replicate the project on any system, it is highly
recommended to use the same version of Python and Operating System (Ubuntu), as well as
other dependent libraries as discussed below. Also, all python dependent libraries are
automatically installed from the Pipfile (included in the project) as per the version number
mentioned.

2.1 System packages needed to be installed are:

i.  python 2.7
ii.  python-tk
iii.  python-pip

2.2 Python packages needed to be installed are:
I.  pipenv
ii.  scikit-learn==0.20.0
iii.  xgboost==0.82
iv. pandas==0.24.2
v. matplotlib==2.2.5
vi. seaborn==0.9.1

2.3 For setup, run following commands in order:
i.  sudo apt-get install -y python python-pip python-tk

arun@ubuntu:~/Desktop/arunThesis$

arun@ubuntu:~/Desktop/arunThesis$ sudo apt-get install -y python python-pip python-tk
Reading package lists... Done

Building dependency tree

Reading state information... Done

python is already the newest version.

python set to manually installed.

python-tk is already the newest version.

python-pip is already the newest version.

0 upgraded, © newly installed, © to remove and © not upgraded.
arun@ubuntu:~/Desktop/arunThesis$

ii.  sudo pip install --ignore-installed pipenv



arun@ubuntu:~/Desktop/arunThesis$
arun@ubuntu:~/Desktop/arunThesis$ sudo pip install --ignore-installed pipenv

-H

/usr/local/lib/python2.7/dist-packages/pip/ vendor/urllib3/util/ssl .py:387: SNIMissingWarning: An H
TTPS request has been made, but the SNI (Server Name Indication) extension to TLS is not available o
n this platform. This may cause the server to present an incorrect TLS certificate, which can cause
validation failures. You can upgrade to a newer version of Python to solve this. For more informatio
n, see https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings

SNIMissingWarning,
/usr/local/lib/python2.7/dist-packages/pip/ vendor/urllib3/util/ssl .py:142: InsecurePlatformWarning
: A true SSLContext object is not available. This prevents urllib3 from configuring SSL appropriatel
y and may cause certain SSL connections to fail. You can upgrade to a newer version of Python to sol
ve this. For more information, see https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-
warnings

InsecurePlatformwWarning,
Collecting pipenv
/usr/local/lib/python2.7/dist-packages/pip/ vendor/urllib3/util/ssl .py:142: InsecurePlatformWarning
: A true SSLContext object is not available. This prevents urllib3 from configuring SSL appropriatel
y and may cause certain SSL connections to fail. You can upgrade to a newer version of Python to sol
ve this. For more information, see https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-
warnings

InsecurePlatformWarning,

Downloading pipenv-2020.8.13-py2.py3-none-any.whl (3.9 MB)

| I ( 3o MB 2.1 MB/s

Collecting virtualenv-clone>=0.2.5

Downloading virtualenv clone-0.5.4-py2.py3-none-any.whl (6.6 kB)
Collecting pip>=18.0

Downloading pip-20.2.2-py2.py3-none-any.whl (1.5 MB)

I | 1.5 MB 3.2 MB/s

Collecting typing; python version < “3.5"
Downloading typing-3.7.4.3-py2-none-any.whl (26 kB)
Collecting virtualenv
Downloading virtualenv-20.0.30-py2.py3-none-any.whl (7.1 MB)
| 7.1 MB 1.6 MB/s

Collecting certifi
Downloading certifi-2020.6.20-py2.py3-none-any.whl (156 kB)
| I | 156 kB 2.9 MB/s
Collecting setuptools>=36.2.1

iii. cd/_path_/ to / projectFolder_/
iv.  pipenv install --skip-lock



arun@ubuntu:~/Desktop/arunThesis$

arun@ubuntu:~/Desktop/arunThesis$ 1ls -1

total 1892

-TW-rw-r-- arun arun 134015 Aug 16 02:12 Bening.csv

-rW-rw-r-- arun arun 1473 Aug 16 21:38 check.csv

-rW-Trw-r-- arun arun 3800 Aug 15 13:28 classification rpt.py
arun arun 213 Aug 15 15:42 configure.sh

drwxrwxr-x 5 arun arun 4096 Aug 15 16:37 data

-rw-rw-r-- 1 arun arun 1601482 Aug 16 21:38 hello.txt

-rw-rw-r-- 1 arun arun 156003 Aug 9 22:20 Malware.csv

-rw-rw-r-- 1 arun arun 1080 Aug 15 13:26 opcode dataset.py

-rw-rw-r-- 1 arun arun 1367 Aug 15 16:41 opcode generate.py

-rw-rw-r-- 1 arun arun 2788 Aug. 16 04:95 outout txt

-rw-rw-r-- 1

-rwxrw-rw- 1

arun arun 277 Aug 15 15:47 Pipfile
arun arun /014 AUQ Lo vZ:u4 project.py

arun@ubuntu:~/Desktop/arunThesis$
arun@ubuntu:~/Desktop/arunThesis$ cat Pipfile
[[source]]

name = "pypi"

url = "https://pypi.org/simple"

verify ssl = true

[dev-packages]

[packages]

scikit-learn = "==0.20.0"
pandas = "==0.24.2"
matplotlib P2
seaborn =

xgboost =

ipython =

[requires]
python version = "2.7"
arun@ubuntu:~/Desktop/arunThesis$

Creating a viriuatenv fur Lirls prujeci...

Pipfile:

Using to create virtualenv...
" Creating virtual environment...

Virtualenv location:

Installing dependencies from Pipfile...
ARRRRNNNNRRRRRRANERRRNNNANNNNNN 6/6 — 00:00:27

To activate this project's virtualenv, run 2

Alternatively, run a command inside the virtualenv with

arun@ubuntu:~/Desktop/arunThesis$

3 Data Sources

The size of the dataset is about 3000 executable files. 2000 legitimate files were obtained
from online free software sources like SourceForge, PortableApps and Softsonic. 1000
malware samples were downloaded from Virusshare. All the files in the dataset are 32bit.

4 Code Execution


https://sourceforge.net/
https://portableapps.com/
https://en.softonic.com/
https://virusshare.com/

Open the terminal and navigate into the directory with the project code. Now, activate the
virtual environment with the following command:

- pipenv shell
Now run the project with the following command:

- python project.py

Ty
:~$ cd Desktop/arunThesis/

arun@ubuntu:~/uesktop/aruninesiss
arun@ubuntu:~/Desktop/arunThesis$ pipenv shell
Launching subshell in virtual environment...
arun@ubuntu:~/Desktop/arunThesis$ . /home/arun/.local/share/virtualenvs/arunThesis-62SbDRzL/bin/:
ctivate
(arunThesis) arun@ubuntu:~/Desktop/arunThesis$
(arunThesis) arun@ubuntu:~/Desktop/arunThesis$ python project.py ./data/malware/VirusShare_0001617
ffcd2415814904556ba2252d8
Ada Boost:Train set
('Ada Boost:Confusion Matrix: ', array([[6%94, 0],

[ o, 706]1))
('Ada Boost:Accuracy: ', 100.0)
Ada Boost:Test set
('Ada Boost:Confusion Matrix: ', array([[275, 31],

[ 27, 267]1))
('Ada Boost:Accuracy: ', 90.33333333333333)
AUC: 0.95

precision recall fl-score support

No 5 = 5 306
Yes : ¢ : 294

micro avg : 2 % 600
macro avg 5 = 5 600
weighted avg - 5 s 600

[6.91, 0.9, 0.9]

[6.9, 0.91, 0.9]

plotMat: [[0.91, 0.9, 0.9], [0.9, 0.91, 0.9]]

support: [306, 294]

XGB Boost:Train set

('XGB Boost:Confusion Matrix: ', array([[673,
[ 14, 692]1))

('XGB Boost:Accuracy: ', 97.5)

XGB Boost:Test set

('XGB Boost:Confusion Matrix: ', array([[277,
[ 13, 281]1))

('XGB Boost:Accuracy: ', 93.0)

AUC: 0.97

Above figure demonstrates the run of project to verify that the project is able identify a malicious
file.



[ 29, 265]1))
('RandomForest Neighbors:Accuracy: ', 92.33333333333333)
AUC: 0.97
precision recall fi1-score support

No . b . 306
Yes . . . 294

micro avg . . : 600
macro avg . : . 600
weighted avg % % . 600

[0.91, 0.94, 0.93]

[0.94, 0.9, 0.92]

plotMat: [[0.91, 0.94, 0.93], [0.94, 0.9, 0.92]]

support: [306, 294]

Voting Classifier :Train set

('Voting Classifier :Confusion Matrix: ', array([[693, 1],
[ 0, 706]1))

('Voting Classifier :Accuracy: ', 99.92857142857143)

Voting Classifier :Test set

('Voting Classifier :Confusion Matrix: ', array([[280, 26],
[ 16, 278]1))

('Voting Classifier :Accuracy: ', 93.0)

AUC: 0.98

precision recall fi1-score support

No 2 3 3 306
Yes : . : 294

micro avg . ; . 600
macro avg . : . 600
weighted avg . 5 : 600

[06.95, 0.92, 0.93]

[06.91, 0.95, 0.93]

plotMat: [[0.95, 0.92, 0.93], [0.91, 0.95, 0.93]]

support: [306, 294]

i

. /data/malware/VirusShare_0001617ffcd2415814904556ba2252d8 is Malware File

Above figure demonstrates the output of the run, as we can see that the project is able identify
the malicious file.



(arunThesis) arun@ubuntu:~/Desktop/arunThesis$
(arunThesis) arun@ubuntu:~/Desktop/arunThesis$ python project.py ./data/benign/2048Portable.exe
Ada BoostT:Train set
('Ada Boost:Confusion Matrix: ', array([[706, 1],

[ o, 693]1))
('Ada Boost:Accuracy: ', 99.92857142857143)
Ada Boost:Test set
('Ada Boost:Confusion Matrix: ', array([[266, 27],

[ 24, 283]1))
('Ada Boost:Accuracy: ', 91.5)
AUC: 0.96

precision recall fi1-score support

No 2 5 A 293
Yes . ‘ . 307

micro avg A : i 600
macro avg 3 : : 600
weighted avg : . > 600

[6.92, 0.91, 0.91]

[0.91, 0.92, 0.92]

plotMat: [[0.92, 0.91, 0.91], [0.91, 0.92, 0.92]]

support: [293, 307]

XGB Boost:Train set

('XGB Boost:Confusion Matrix: ', array([[682, 25],
[ 12, 681]1))

('XGB Boost:Accuracy: ', 97.35714285714285)

XGB Boost:Test set

('XGB Boost:Confusion Matrix: ', array([[269, 24],
[ 18, 289]1))

('XGB Boost:Accuracy: ', 93.0)

AUC: 0.98

precision recall f1l-score support

. . . 293

Yes 4 : : 307

micro avg . i . 600
macro avg : . . 600

Above figure demonstrates the run of project to verify that the project is able identify a benign
file.



('RandomForest Neighbors:Accuracy: ', 93.83333333333333)
AUC: 0.98

precision recall fi1l-score support

\[6} ‘s : A PAK]
Yes s 5 s 307

micro avg A - : 600
macro avg A % A 600
weighted avg 2 : 2 600

[0.94, 0.94, 0.94]

[6.94, 0.94, 0.94]

plotMat: [[0.94, 0.94, 0.94], [0.94, 0.94, 0.94]]

support: [293, 307]

Voting Classifier :Train set

('Voting Classifier :Confusion Matrix: ', array([[706, 1],
[ 0, 693]]))

('Voting Classifier :Accuracy: ', 99.92857142857143)

Voting Classifier :Test set

('Voting Classifier :Confusion Matrix: ', array([[276, 17],
[ 9, 298]]))

('Voting Classifier :Accuracy: ', 95.66666666666667)

AUC: 0.98

precision recall f1l-score support

\[6} . : . PAK]
Yes s . s 307

avg 5 5 . 600
avg . ‘ . 600
avg . . . 600

.94, 0.96]

.97, 0.96]
: [[0.97, 0.94, 0.96], [0.95, 0.97, 0.96]]
: [293, 307]

. /data/benign/2048Portable.exe is Bening File
(arunThesis) arun@ubuntu:~/Desktop/arunThesis$
{ arun@ubuntu:~/Desktop/arunThesis

Above figure demonstrates the output of the run, as we can see that the project is able identify
the benign file.



