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Configuration Manual

1. Introduction

2.

Ritesh Naresh Gohil
Student ID; X18205836

This configuration manual will provide in depth information about configuration and
implementation of these Research Project which includes system specifications and
software requirements. Python is used for Traditional Machine Learning whereis
Hadoop Spark framework and Pyspark language is used for classification of threats in
IDS using Distributed Machine Learning Techniques.

Project Setup

[F

LAB setup for My Thesis Project
ast and accurate classfication of threats in IDS using Distributed Machine Learning techniques

Ubuntu Server Master

Name: Master

Node: Name Node

IP Address: 192.168.115.147
Mask: 255.255.255.0

0S: Ubuntu{Debian-derived)

Name: Slave0l

Node: Data Node

IP Address: 192.168.115.148
Mask: 255.255.255.0

0S: Ubuntu(Debian-derived)

Ubuntu Server Slave0l

Name: Slave02

Node: Data Node

IP Address: 192.168,115.149
Mask: 255.255.255.0

0S: Ubuntu(Debian-derived)

. Ubuntu Server Slave02

Figure 1: Project Setup

2.1 System Requirements

Ubuntu Server (Master) Ubuntu Server (Slave01) Ubuntu Server (Slave02)
4 GB RAM 4 GB RAM 4 GB RAM
40GB HDD 40GB HDD 40GB HDD

Number of Processor 2

Number of Processor 2

Number of Processor 2

Number of Cores per
Processor 2

Number of Cores per
Processor 2

Number of Cores per
Processor 2

Network Adapter: NAT

Network Adapter: NAT

Network Adapter: NAT

Table 1: System Requirements



3. Software and Tools Used
e VMWare Workstation 15.0 Pro
Anaconda 2020
Python 3.8
Jupyter Notebook 6.0
Pyspark

4. Configuration Steps
Below are the steps followed for Hadoop Distributed File System (HDFS) installation
and configuration:-

Step 1: Installation of Java JDK version 8.
Command: sudo apt-get install openjdk-8-jdk

Hadoop_Setup.txt

Figure 2: Validate Java Version

Step 2: Creating a user for Hadoop group whose name is hduser.

Figure 3: Created hduser



Step 3: Add all hostname and IP addresses in /etc/hosts file
Command: vim /etc/hosts
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Figure 4: Entry of hosts in /etc/hosts file

Step 4: Install OpenSSH and Share SSH public key to other machines
Command: sudo apt-get install openssh-server

Figure 5: Generate and share SSH public key

Step 5: Global variable JAVA_HOME, HADOOP_HOME, SPARK_HOME in
.bashrc file.
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Figure 6: .bashrc file



Step 6: Install Hadoop and verify $HADOOP_HOME.
Command: sudo wget https://archive.apache.org/dist/hadoop/common/hadoop-
3.2.0/

Hadoop Setup.txt

Figure 7: Install Hadoop

Step 7: edit hadoop-env.sh file which is located at /hadoop/etc/hadoop/.
Command: vim /hadoop.hadoop-env.sh

Activitien ™ Terminal »

$\ =

. Muserpmastesvintuab mahing: v flnn

Figure 8: hadoop-env.sh



Step 8: Make directories and provide permissions for Hadoop hduser.

Figure 9: Permission for Hadoop hduser

Step 9: Installation of Spark (Master and Slaves).

Command:

sudo wget https://mirrors.estointernet.in/apache/spark/spark-3.0.0/spark-3.0.0-
bin-hadoop2.7.tgz

sudo tar -xzvf spark-3.0.0-bin-hadoop2.7.tgz
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Figure 10: Spark Install
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Step 10 to 14: Modification in Hadoop main config (xml) file.

3 Master_Mew-01

Activities ™) Terminal + Toe 1AL

S

hdeser@nastecvirtual mackine: justlocal hadospfetcSosong

Figure 11: List of Hadoop Configuration File

Make changes in core-site.xml file under /usr/local/Hadoop/etc/Hadoop directory.
Command: vim core-site.xml

Activkies ™ Terminal » Tue 17243

ts kL —

hénerdnatervirtssi-nachbe: Jowrfiecathadoapfetchadoop

- N
Figure 12: core-site.xml




Make changes in hdfs-site.xml file under /usr/local/Hadoop/etc/Hadoop directory.
Command: vim hdfs-site.xml
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Figure 13: hdfs-site.xml

Make changes in mapred-site.xml file under /usr/local/Hadoop/etc/Hadoop directory.
Command: vim mapred-site.xml

Actwvties F Tarmbael ~ Tue 1151

Mubsr@enastersitogl-mechiae. Jasrfecal Nhogoop el ghedeep

ot rapred-site.anl

Figure 14: mapred-site.xml



Make changes in yarn-site.xml file under /usr/local/Hadoop/etc/Hadoop directory.
Command: vim yarn-site.xml
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Figure 15: yarn-site.xml

5. Data Processing and Visualisation of Dataset
Data set contains 23 different types of attack which can be mapped in 4 various
categories i.e Dos, User to root attack (U2R), Remote to local attack (R2L) and
probing attack. Also, prepared column data which include protocol types and flag.

# renaming

‘ipsweep’:

‘multihop’:

'neptune':

‘Amap‘s: ‘r2

attack types
attack_types = {
‘normal '
'back’': ‘'dos’',
'buffer _overtlow':
'ftp_write':

'guess pass

l1°,

‘probe’,
*land': ‘'doxs’,
‘loadmodule’

‘dos '

‘normal’',

YR o 2 A
wel': 'r2

‘u2r!,
hif i b RG2ER

urs'

S

Figure 16: Data Processing



Flag

values—>

Figure 17: Data Visualisation

6. Implementation and Validation by Hadoop GUI portal

e Command for loading data in Hadoop
Command: hadoop fs -put *.csv /IDS data

g 192158 ET @ 192168 1452

¥ Commanas ¢ Run Sample Script s Call Host fom Host Directory ® Fuachase License

Figure 18: Command for loading data in Hadoop

e Starting Hadoop (HDFS)
Command: start-dfs.sh

2L LTIMIEOIOVI TINIVI T AT TOoONI VALES O 2uwa L‘yﬂl MH«san
hduser@master-virtual-machine: /home/master/Desktop/myS$S start-dfs.sh
Starting namenodes on [master]

Starting datanodes

Starting secondary namenodes [master-virtual-machine]

Figure 19: Command for satring Hadoop

e Starting Spark for Master and Slaves (User: hduser)
Command: start-master.sh

Figure 20: Command for starting Spark



e Hadoop GUI

ortal ( http://ip_address:9870

Qverview

Figure 21: Hadoop GUI Portal

Data Node information of Slave0l1 and Slave02 ( http://ip_address:9870 )

Datanode Information

Figure 22: Data Node Information

Validating Spark GUI portal and Justification of Slave - Masters
connection (http://ip_address:8080)

Spark Master af spack: 0182468 4459477017

r——

- P e e

Curwieted Jonbastims 11|
~—

Figure 23: Spark GUI Portal
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o Job completed by logistic regression algorithm. ( http://ip_address:8080)

147 .

PR XTT

Spcvk Application: spark_log_reg.py

Exacutor Memery: 2 0 GiE
Exocutor Resources

Submit Date: 20200501 13244
State: AUNNN

Apphicaty

» Executor Summary (2)

Exocutorlo Worker Cores Marnory Resources State Loge

Figure 24: Spark Logistic Regression

7. Steps for executing command to analyse output.

e Execute python file data_processing.py.
python3 data_processing.py

After executing data_processing.py. It will create 1k, 10k, 1L and 10L csv. These
files used in to analyse Logistic Regression, Naive Bayes and Random Forest results.

List of Algorithm used:

() ¥orme » Master Mew-01

Activities T Terminal v sat 1748

A
-

hduser@master-virtual-machine: fhome/master/Desatop/Ninsl

&
=
E
?.

B

Figure 25: Algorithm Scripts

To perform every algorithm output, 1 must define 1k, 10k, 1L and 10L csv file to see
result individually for both machine learning techniques. As per below snapshot:
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» Mastor_ Mew-01

Activities

bdvsar@marter-virtual-machine: /oome /mastor/Desktop/Mnal

] Figure 26: Define ample data file in Algortithm

vierPmasies oFiusl methne M

Figure 27: All in one snapshot to start Hadoop and spark

e Execute below command to run algorithm in tradition machine learning.
python3 spark_log_reg.py

e Execute below command to run algorithm in distributed machine learning
spark-submit --master spark://192.168.115.147:7077 --executor-memory 2G
spark_log_reg.py

e After that, analyse and compare the result for all algorithm i.e Logistic Regression,
Naive Bayes and Random Forest for 1k,10k,1L and 10L sample data.
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