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An approach for mitigating botnet attack on a large network.

Hope Micah Ayuba
X19134771
MSc in Cyber Security

Abstract

Botnet attacks and the various techniques of propagation has constantly been a tricky
challenge for organizations to control. These attacks usually involve compromised
computers and all categories of mischievous actions to cause colossal damage and loss of
resources from the victim. There is a need to expose the botnet frequent methods of
dissemination by implement machine learning algorithms. This research uses artificial neural
networks, logistic regression, and decision tree to develop a server-based botnet detection
system that maintains accuracy of 99.90%. The system detects bot/botnet that uses IRC,
HTTP, and the P2P protocols by analyzing their data flows and then distinguishes their
behavioural patterns on the network. Compare to other papers, this research measures
performance using Accuracy, True Positive, False Negative Rate, and Precision. We got the
dataset from the Stratosphere datasets repository. The dataset was netted at the Czech
Technical University, Prague and these botnet samples comprise dissimilar various
communication protocols and achieved different activities. Similarly, the study adheres to
rigid data input that does not meet the required data within the trained botnet traffic.

Keywords: Botnet, Detection, Network, Flow, Client, Server, Machine learning.

1. Introduction

One of the major security challenge facing the network environment nowadays is the
infection of computers by malicious programs that permits the formation of a botnet. A botnet
can be described as a compromised pool of connected bots (computers), remotely controlled
under the command of a botmaster. Botnet attacks to organizations are for various reasons
including stealing sensitive information, the spread of spam, denial of service, or damaging IT
resources [1]. To successfully perform an attack, the botheaders (botmaster) set up a
communication channel to send commands to the bots and receive feedback from them. The key
difference between botnet and other mischievous attacks is the command and control channel
framework. Compare to other malware attacks that are used to cause havoc on the network, a
botnet grows as collecting of compromised computers reliant on the command and control
channel. Botnet depends on communication protocols. Botheaders normally uses the centralized
(IRC, HTTP) command & control channels, or a decentralized (P2P) command & control
channel to disseminate bots [2].



The earliest botnet utilizes a channel called Internet Relay Chat (IRC) that functions as a
communication medium between parties on the network. Internet Relay Chat protocol was
developed by Jarko Oikarinen at Oulu University Finland to replace a platform named Multi-
User Talker in 1988. The design of IRC has gained remarkable recognition in communication
and networking over the years and has been persistently compromised (attacked) by many
hackers because of the flexible nature [3]. Usually what the bot does is to perform a scan on a
system that the security configuration is weak within a networking environment. When this
scanned system is fully compromised it means that the botheader (botmaster) is in total command
of the open channel. The command and control channel that is waiting to be controlled by
botmasters can execute over 200 commands at a go. The botheaders have adopted command and
control channel tactics to commit mischievous activities using the Hypertext Transfer Protocol.
HTTP botnet is like the IRC botnet with some behavioural characteristics like DNS fast-flux.
This type of botnet is known for propagating DDoS attacks, malware spreading, sending
unsolicited messages (Spamming), and fraud on the internet. Denial of Service was a usual attack
by HTTP botnet according to [4]. According to [5] in their 2017 report, they showed that the
numerical figure of malware infection caused by HTTP botnet increased massively. To date,
botheaders have improved in many attack tactics and using a various network protocols to
perform their enterprise. P2P botnet is another protocol that uses the P2P mechanism to perform
a decentralized attack on a network. Though, Peer-to-Peer botnet has the problem of organizing
bots for decentralized network architecture. A single point of failure is the issue with P2P botnets.
But the nowadays P2P botnet strengthened by operating in a network concurrently, both as a
server and as a client [6, 7]. The various fashion of botnet in the networking environment pose a
threat and should be a battle by network operators in whatever ways or tactics it present itself [8]
[3]. The botheader uses bots through the network server or client computers in recruiting zombies
and subsequently force the computers into botnet. If the botheader activities on the attacked
server is not curtailed, it can cause distributed denial of service using affected computers on the
network stealing sensitive data or hijacking of IT resources for ransom [2] [9]. Motivation. The
threat on normal Port 80 an HTTP protocol used by the regular user to access websites,
vulnerable nature of IRC protocol, and that botheaders are using some communication protocols
to remotely attack servers and client’s on a network, causing loss and damage of valuable
resources. Hence, we picked up a challenge to develop a botnet detection system to uncovering
bots/botnets within the network and curtail future threats. In this paper, we develop a detection
system that can classify and detect bots/botnet data flow based on machine learning models. This
model will create a server-based bot/botnet detection system that can pragmatically detect in
real-time botnet attack. The following are the objectives of this research:

e To properly analyze network flow and protect the network from bot/botnet attack.
e To capture bot that do not meet the required network parameter within the trained
botnet traffic.

e To develop a machine learning detection system that detect IRC, HTTP, and P2P
botnet on a network.

Research question: How can botnet attacks on a large network be mitigated using
machine learning models?

The structure of this paper is as follows; Section | provide information on the background
motivation, contribution, research question and objectives. Section Il discussed related work.
Section 111 present research methodology and specification of the proposed system. Section
IV implementation. Section V evaluation. Section VI discussion and conclusion.



2. Related Work

The subject of botnet detection has been the area of research across various researchers.
Many related studies emphases on the use of machine learning models in the botnet detection
system. Many of these systems stressed merely on particular botnet detection channels. Some of
these botnets detection systems have shortcomings such that they are incapable to detect
improved bots, and some achieved not more 99.7% accuracy rate. Conversely, here are some
previous detection models we reviewed.

2.1 IRC Botnet Detection

In [10], the researchers proposed a botnet detection model that is focused on metrics based
flow analysis. In other to determine between fake and real IRC channels. They perform an IRC
cleaning routine and execute flow based techniques on traffic. [11 and 12], developed a
mechanism that joined the network and application layer analysis for botnet detection. In [13],
the model used the application layer analysis to compare and validate the IRC channel activity.
Other authors also used machine learning to develop botnet detection mechanisms, joining the
effort in the fight against botnet. The claimed that machine learning has the capability of
describing bots/botnets, provided a suitable set of representative components are considered in
the selection process. The eventual result of the average detection rate is 95% [14]. The authors
of [15], proposed a multidimensional model that detects botnet by analyzing network behaviour
using distributed monitoring. [16], proposed a model by blacklisting and monitoring DNS
activities related to a botnet. The Internet Relay Chat bot has some detection mechanisms that
operators used to fight botnet and the botheader activities on the network [13]. According to [1
and 17], detection mechanisms like Domain Name System (DNS) group traffic activities and
Intrusion Detection System (IDS) which centres on a single point host (IRC) design. The authors
in [30] proposed a randomly determined process model, this model isolates command and control
botnet communications from human communications using an Empirical Test. They called the
system BotProbe with the moderately desired accuracy. According to them, the IRC based botnet
has about 53% of the botnet command detected amongst huge numbers of real-world botnets,
and the downloaded botnets are about 14.4%.

2.2 HTTP Botnet Detection

They carried out an HTTP bot survey specifically on botnet detection which according to
[18], the survey article claimed that HTTP bot utilizes Transport Control Protocol (TCP) as the
major fulcrum of its dissemination but mainly on HTTP bot. Conversely, [19] performed
pragmatic research pertaining to botnet attack on a large network also known as botheaders. [20],
said that botnet can also be detected by supervised learning mechanisms such as regression and
classification or by clustering such as unsupervised learning mechanisms. They express this
mechanism in three dimensions. A decision tree with three most popular clustering algorithms
in a hybrid prototype to classify mischievous flows. From the above mechanism by [20], saw a
formula of DR = TP/TP+FN where, TP the total number of properly-identified mischievous flow,
FN denote the number of improperly identified mischievous flow and DR means the detection
rate. After an in-depth check, they claimed that K-Means can help recognize mischievous flow.
In [21 and 22], they proposed a system that can intermittently detect communication in network
data using a model named Degree of Periodic Repeatability. They described repeatability as a
group of unique activities (i.e. clients of the same origin are traceable to an HTTP server) that is
detected periodically within a defined time window by related intervals.



In the first part of their study, they planned a method that enumerates and calculates the time
interval between the same origin HTTP connections that fall within a specific time. In the second
part, to determine whether the time intervals were near each bot generated by the specific
network activities, they calculated the standard deviation of assumed time variances. Though,
botheaders can penetrate this model and create false-negative results by randomly changing the
configuration of connection intervals [23]. [24], in an international conference paper titled
Management and Security in the Age of Hyper-connectivity Germany 2016, the researchers
claimed that Self-Organizing Network has contributed to the dissemination of various malicious
threat like botnet on the network and equally helped unravel the loophole, and to build a model
called Network Element Virtual Temperature that permit the firmness in the network element.
Similarly, [25] developed a prototype in mobile botnet known as DeDroid detection technique,
the technique allows permission on API calls and depends only on Static code analysis.
Compared to dynamic code analysis, the Static code analysis utilizes a lightweight model.

2.3 Peer2Peer Botnet Detection

The network features traced to the Flow-based technique remain the same as seen in NetFlow
attributes like the bytes-per-flow, bytes-per-second, and bytes-per-packet. In the last decade,
there has been tremendous work on botnet detection approaches that use flow analysis. There
are several network traffic flow detection approaches that have been proposed in recent times.
We will discuss some approaches and their shortcomings in this section. Anomaly detection is a
container for mining-based detection techniques it can extract which network traffic patterns
unexpected and detect abnormal traffic including advance encrypted packets [26, 27, 28, and
29]. In [26], they proposed a comprehensive botnet detection prototype that can detect several
botnets. This model analyzes the network traffic flow intermittently. Then, building an effective
system classification that is executed using a statistical correlation in the network traffic flow.
Irrespective of the various protocols used, this model can only identify and detect botnet
averagely 99.5% accuracy rate. In [27], they proposed a Peer2Peer botnet detection model that
uses a mining scheme that centred on network traffic monitoring and analyzing. They did their
final assessment and outcome by the use of three data mining popular algorithms namely:
Bayesian networks, Naive Bayes, and J48. This algorithm claimed accuracy of 87%, 89%, and
98% respectively. [28], proposed a novel model for Peer2Peer to detect botnet by analyzing
network traffic. Their concept involved picking twelve features from the network flow to extract
flow behaviour and to enable them to analyze some pre-set time windows. In this model, they
separated genuine network traffic from botnet traffic using the machine learning algorithm. They
used the reduced error pruning algorithm for the selection of the decision tree and then; they
selected the core discriminating feature by using the correlation features evaluator for bot/botnet
detection. It can detect both the connected botnets and those not connected using their model.
Similarly, their model claimed to detect bots early activity via the control center phase and detect
unfamiliar bots. According to [29], they used machine learning to develop a botnet detection
model. The system focused on network traffic. They base their view on extracted and flow-based
characteristics from the network traffic. They included inter-arrival time, flow characteristics,
and some noise to the payload for the model to achieve its target. The model claimed about
99.7% accuracy and demonstrates that it can fight more noise compared to other detection
models according to the Computer Networks and Communications Journal. Zeus-botnet [31]
and [32], developed their own special system of command and control design. This system
exhibits a different behaviour of capturing and analyzing network flow features.



Also, it is possible that the system may fairly match the botnet behavioural patterns. Take, for
instance, as with P2P botnet where botheaders normally use scripts that execute when precise
events happen without human input like new bot joining the zombies. Under this scenario, our
proposed system has in it the abilities to identify specific network flow features that can
differentiate between botnets flow and other network flow.

To avoid vagueness, we prudently studied the several established models used in botnet
detection. However, the most substantial thing in the studied models is the fact that the key
principle behind all the models is to detect bot in system on a single, double, or combine methods
used in having access. Another insight gained in the cause of this study is that the principal goal
of botheaders is to attack network infrastructure (i.e. by stealing or takeover) for selfish interest.
Though the strategy of spreading or dissemination varies. The persistence tactics of
dissemination by botheaders on network servers suggest this study, which is assumed to be the
most pre-emptive and effective botnet detection system which is a little above the reviewed
models. We see this from the exclusive attributes of bot/botnet detection machine learning
models with the systematic method of combining other known channels of botnet propagation
(IRC, HTTP, and P2P) to a single system.

3. Methodology

In section 111, we provide detailed clarification to substantiate the choice of research method,
design, and implementation. We developed the proposed system in Python programming
language version 3.7 and we used Sklearn library which features several machine classification
algorithms that we need. This study implements some machine learning algorithms like; artificial
neural networks, logistic regression, and decision tree to enable us to classify and categorize
normal and infected data flow on a network.

3.1 Machine learning

There are three key categorizations of Machine learning: supervised, semi-supervised, and
unsupervised learning. In a supervised learning approach, the system learns the input data. The
supervised approach train, analyze, and labeled every input data and uses the output investigation
to better the performance of its inputs. Unsupervised learning approach executes the description
of unlabeled and hidden features. The data used is unlabeled, because of that the system can only
be described and summarized the significant features of the input without evaluation of the
system’s accuracy. Semi-supervised learning is a hybrid approach. It is the joining of supervised
and unsupervised learning. In pattern recognition, semi-supervised learning uses huge numbers
of unlabeled input and this can decrease high accuracy [34].

3.2 Algorithms

In this study, we developed a server-based system using machine learning models which
depend on the support of both supervised and unsupervised classifier algorithms. Our goal is the
system performance which is why we selected the three classifiers above to enable us to evaluate
the performance metrics such as accuracy in the classification of infected and normal data and
also to benchmark the results of each classifier against existing researches using CTU dataset.



3.3 Data collection and Experimental Setup

We setup a simulated network test environment on a VMware for experiments. This test
simulated environment targets to obtain mischievous and normal network flow, and also to
construct dataset for IRC, HTTP, and P2P botnet detection investigation. The virtual network
architecture is made up of five infected computers, network server, network router, and
botmaster command and control server. In this study CTU labeled dataset have been used and it
consist of different botnets samples which was used for this experiment specifically Neris, Rbot,
Virut, Menti, Sogou, Murlo, and NSIS.ay. While the normal network flow, we carry out web
browsing activities to get our normal flow, while for the mischievous network flow binary bot
was executed into the computers in our test environment. We used Windump tool on the server
to collect both incoming and outgoing network flow. The network flows of IRC, HTTP, and P2P
is captured by Windump and stored for further analysis. The CTU dataset by [35], comprises of
thirteen various captured scenarios of dissimilar botnet attacks which include denial of Service,
pay per click attack, port scan, fast flux, spam traffic, and blockage of normal conversation to
escalate server workload. The architecture of the network test environment is shown below.
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Figure 1. Network Architecture for Botnet Test Environment

3.3.1 Data Pre-Processing

In data pre-processing, both the normal and mischievous network flow is mined to traffic
log parser and stored into packet capture (pcap) file format using Windump tool. We merged the
normal and mischievous logs labeled with 1 for normal flow and 0 for malicious network flow.
To decrease error, unnecessary noise in the result, and to curtail inaccuracy in classification, we
merged both normal and mischievous network flow and performed data cleaning which is done
manually [35]. In the data cleaning process, we disregarded some features like the source and
destination IPs because of inefficiency in some general botnet detection systems.



3.3.2 Machine Learning Classification

We used a data modeling tool called RStudio to run the labeled data through the classifier
algorithms. Artificial neural networks, logistic regression, and decision tree algorithm was used
to build our system. The contribution of each classifier algorithm is to improve the general
performance of our system using the same CTU-13 dataset which several researchers have used
for the botnet detection system. Table 1 below described the three selected most effective
classifier algorithms used in this study.

Classifier Algorithms

Description

Artificial Neural Networks

Artificial Neural Network is a concept that is centered on a group
of connected nodes known as artificial neurons, which loosely
depicted the animal brain [36]. The capability of the network to
function and process properly relies on the inter-node connection
strengths, or weights, gotten by learning from a set of training
patterns.

The following equation describes the linear combination
function:

net=wl*x14+w2+*x2+..+wD=x*xxD

D
=ijxj = wT * x,
j=1

Where wj is a weight linked with the input (xj). This weight
shows the intensity where a specific input value influences the
output value. The calculated value (net) is applied in an
activation function that can be Linear, Steps, Hyperbolic
Tangent, Ramp, and Sigmoid. [37] The Artificial Neural
Network technique can classify non-linearly independent nodes
[38], and this is suitable for our botnet detection system.

Logistic Regression

Logistic Regression is a statistical approach that is used to predict
the likelihood of target variables. It has been used in the
development of several detection mechanism such spam and
denial of service detection technique and it has been proven to
be a viable technique for botnet detection. When calculation the
likelihood of target variable it uses a link function described by
the following equation:

e(BO+B1x1+B2x2+..Bixi)
1 + e(BO+B1x1+p2x2+..pixi) '

n(x) =

Where 7(x) is the probability of success when the value of the
target variable is X. 1 denote a constant used for adjustment and
B0 denote the coefficients target variables [39].




Decision Tree A decision tree is a machine learning classifier that is mainly
made of tree nodes, where data is divided into leaves. The node
comprises features of data. Whereas the leaves show a class
label. The learning tree model is generated by the branches of
nodes connected to leaf nodes. One of the most potent machine
learning classifier that is the classification of supervised
algorithms is the decision tree [40].

Table 1. Classifier Description

4. Implementation

We discuss the application of the botnet detection system that have been developed using the
CTU-13 from Stratosphere datasets repository. Then, we present detail information about our
system design, evaluation metrics and experimental results.

4.1 Botnet detection system framework

We show the design of the botnet detection system in figure 2 below. We make the system
up of different parts; the captured network flow, this part record the network flow and save it
into packet capture (pcap) file format using Windump tool to record all the network flows on the
network infrastructure, the pre-process part takes in pcap file, process them into pre-defined
botnet features and output two different files. Then input them into machine learning classifier
algorithms to build an efficient system from the selected features, the supplied dataset, and the
test. From the pre-process part including classifier algorithms outcomes then produces our final

predicted result.
Captured Network
Flow

! !

Infected Network Mormal Metwork
Flow Flow
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)
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Figure 2. System Design



5. Evaluation metrics and experimental results

In this study we used k-fold crossed-validation technique to evaluate our predictive algorithms
that was trained and validate their performance. We set13-fold crossed validation method in
other to validate each botnet sample in our CTU-13 dataset. We divided the input sample into 13
sets. During the training process of the system we used 12 sets of sample for learning and the
remaining 1 sample was used for testing the system. To obtain a better and robust result in the
end, we iterate the training process 13 times and the performance of each algorithm was
evaluated by using performance metrics. The labeled sample dataset that had been classified via
the algorithms will produce results based on the performance metrics that our system is
comparing against (Accuracy, True Positive Rate (TPR), False Positive Rate (FPR) and
Precision).

5.1 Experimental results

To evaluate the proposed system, we used dissimilar sample of datasets. The experiment was
executed in the test environment with seven large datasets.

IRC, HTTP & P2P | Classifiers | Accuracy Precision TPR (%) FPR (%)
Bot (%) (%)

ANN 90.07 93.69 87.98 45.05
Logistic

Neris Regression 96.97 89.90 99.87 20.10
Decision

Tree 99.90 90.89 99.98 03.05

ANN 90.87 89.61 89.87 21.07
Logistic

Rbot Regression 95.78 90.70 97.70 15.17
Decision

Tree 99.91 99.98 97.59 11.20

ANN 90.57 89.91 87.81 30.17
Logistic

Virut Regression 89.92 91.87 96.92 21.01
Decision

Tree 99.89 97.79 99.86 07.21

ANN 81.78 92.79 89.90 23.11
Logistic

Menti Regression 90.89 97.71 92.99 09.19
Decision

Tree 99.92 98.79 97.79 20.09

ANN 92.89 88.71 87.70 27.12
Logistic

Sogou Regression 96.99 92.95 99.98 10.34
Decision

Tree 99.89 97.98 99.90 12.23

ANN 90.91 89.91 80.95 38.35




Murlo Logistic 92.82 89.89 98.89 28.18
Regression
Decision 99.90 99.85 95.91 10.01
Tree
ANN 91.89 87.99 89.97 22.12
Logistic
NSIS.ay Regression 90.94 90.78 95.86 08.41
Decision
Tree 99.91 99.99 99.77 07.23

Table 2. The result of IRC, HTTP & P2P botnet detection using our method

5.2 Discussion

We used three machine learning classification algorithms as seen in Table 2. One among the
classifiers, Logistics Regression stands out in True Positive Rate (TPR) with Neris, Rbot, Virut,
Menti, Sogou, Murlo, and NSIS.ay detection archived an average of 98%. Conversely, the False
Positive Rate (FPR) for Logistics Regression is a little high, this suggests that during botnet
detection the classifier may produce a false alarm. Impressively, the Decision tree classifier
produced the highest accuracy rate for each bot and good performance of False Positive Rate,
We can express that, during detection Decision tree outperformed the other classifiers in
classifying the infected and normal data flow because of high detection accuracy rate and also
low false alarm. Therefore, we can say that the best classifier algorithms to detect IRC, HTTP
and P2P bot for this research is the Decision tree algorithm. It has impressive performance in
high accuracy, an encouraging true positive rate, and relatively low false alarm compare to the
other two classifier algorithms. Conversely, in some occurrences, our system may falsely detect
and misidentify normal to infected network flow in a real-life scenario. Take, for instance, when
a user on a network load a particular website several times, this will send a continuous network
flow to the network server. The system may see it as an attack because it looks like a botnet
behavioural pattern [41]. However, for our system not to misidentify normal network flow as
infected network flow and to perform effectively, we will look at selecting appropriate and
required network features to avoid misidentification of network flows.

6. Conclusion

The number of IRC, HTTP, and P2P botnet attacks is on the increase daily. Hence, there is a
need for discontinuing botnet's usual attacks on the network. This study targets to implement
machine learning algorithms to detect IRC, HTTP, and P2P botnets on network infrastructure.
The proposed system will detect botnet in the network by using network flow features. We
measured the performance and tested the proposed system based on accuracy, true-positive rate,
false-positive rate, and precision on seven dissimilar sample botnets. The machine learning
algorithms used in our investigation are three selected classifiers namely Artificial Neural
Networks, Logistic Regression, and Decision Tree. We were able to achieve our objective to
develop a machine learning detection system that detects IRC, HTTP, and P2P botnet on a
network.



The results we got from our experiment showed an improvement and substantial readings on
classification detection of mischievous activities of IRC, HTTP, and P2P botnet in their network
flow. The best classifier algorithms among the three used were Decision Tree with an average
accuracy of 99.90% and True Positive Rate of 98.68%. Compare to the other two classifier
algorithms the result Decision Tree shows that it be able to identify IRC, HTTP, and P2P botnet
in network flow with a relatively false alarm. The result achieved in this study may be an
additional knowledge in information security or cybersecurity field that machine learning
classification algorithms able to detect botnet on a network.

6.1 Future work

One research to carry out is an effective botnet feature selection. In some events, our system
may falsely detect and misidentify normal to infected network flow in a real-life scenario. And
also to attempt more machine learning classifier algorithms by expanding botnet detection.
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