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1 SIEM Tool Interface:

The below image shows in the console interface of the SIEM tool IBM Qradar which can
be accessed by an analyst.
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Figure 1 Qradar Interface!

2 Internship activity:
Company: Ward Solutions Month Commencing: September 2019
e Learnt the basic functioning of SOC.
e Performed threat hunting.
e Learned to handle the incident.
e Performed penetration testing.
e Developed python tools to reduce the time for daily tasks.
e Learned the configuration of SOC.

L https://www.ibm.com/security/security-intelligence/qradar
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Internship Feedback:
Company: Ward Solutions Month Commencing: September 2019

4 WardSolutions

www.ward.le

To whom it may concern, November 29 2019

Internshi Form

Pradeep Raj Mohanur Jagadeesan attended an internship in ward Solutions for three months
between the dates 2™ September 2019 and 29*" of November 2019,

During this time, Pradeep was embedded into the Ward Solution SOC (Security Operations Centre)
team under my supervision. During the course of the internship, Pradeep worked in the following
areas:

e SIEM Management
* Incident Response
o Alert investigations
o Threat hunting
e SOCimprovement
o Development of APl solutions
e Network Traffic analysis
e S0C Management
e Web App Penetration Testing

By gaining experience in the above areas, Pradeep was able to gain an understanding of SOC
operations and management including the following areas

SOC operations Best practice

SOC solution development

SOC team management

SOC performance measurement and Management

Pradeep has used this knowledge to develop a research project titled (Working title) “Building a SOC
framework to enhance the performance of the SOC"

| found Pradeep to be an excellent intern and he was a valuable addition to the team, his dedication,
innovation and enthusiasm made him a pleasure to work with and | would happily recommend him
to future employers, he is a credit to both NCI and to the School of Computing.

If you have any questions please do not hesitate to contact me
Kind Regards
Kenneth Murphy

SOC Manager Ward Solutions

Kenneth,Murphy@ward.ie

www.wardinfosec.co.uk
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