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Configuration Manual 
 

Sarell Lopes 

Student ID: x18147241 
 

1 Introduction: 
This document serves as a guide to replicate the presented project for predicting 

attack on discovered vulnerability by using machine learning algorithm random 

forest. For this proposed research the data is collected from various sources and by 

using various data analytical tools and techniques the proposed design is being 

implemented and evaluated for the its outcome and performance based on accuracy, 

sensitivity and specificity. 
 

2 System Specification 
 

Local machine was used to setup python environment for data cleaning and merging 

procedure. Also, for browser-based scraping tool.  

a) Local Machine 

• Operating System: Windows 10 Pro 

• Memory (RAM): 16 GB 

• HDD: 1024 GB 

• Processor:  Intel® Core™ i7-7500U CPU @2.90GHz 

Google colab is a virtual cloud environment with Jupyter Notebook setup for running 

python codes. This cloud environment was use to conduct correlation test and 

processing the machine learning models. 

b) Google Colabs 

• Operating System: Linux Posix 

• Memory (RAM): 13 GB 

• HDD: 100 GB 

• Processor: Intel(R) Xeon(R) CPU @ 2.20GHz 

 

3 Tools and Technologies 
 

• Python 3.5.9 on local system. 

• Python 3.6.9 on google colabs. 

• Kate Editor 

• Web-Crawling 

• Libreoffice 

• MSExcel 

• Tableau 
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4 Data Collection 
Data is being sourced from the various websites containing Vulnerability data, PoCs 

and Attack Signatures. 

 

a. National Vulnerability Database for JSON data feed. 

b. Datasets (EKITS. SYM-Malware, SYM-Virus) were licensed from 

the University of Trento 

c. Cyberwatch Public DB 

d. Syamtec 

e. Zeroday website 

 

https://nvd.nist.gov/vuln/data-feeds 

http://securitylab.disi.unitn.it/doku.php?id=datasets 

https://kb.cyberwatch.fr/vulnerabilities/ 

https://www.symantec.com/security_response/attacksignatures/ 

https://www.zero-day.cz/database/ 

 

5 Implementation 
 

The script for cleaning and merging the data and running the machine learning code 

are available on the github at https://github.com/lopessarell/MLVULATTK. 

 

Packages and Libraries used: 

1. Pandas 

2. numpy 

3. seaborn 

4. matplolib 

5. sklearn 

6. imblearn 

7. StratifiedKFold 

8. SMOTEENN 

#CODE ON LOCAL MACHINE 

1. Code for reading json files from directory 

 
 

 

 

 

 

 

 

 

 

 

 

 

https://nvd.nist.gov/vuln/data-feeds
http://securitylab.disi.unitn.it/doku.php?id=datasets
https://kb.cyberwatch.fr/vulnerabilities/
https://www.symantec.com/security_response/attacksignatures/
https://www.zero-day.cz/database/
https://github.com/lopessarell/MLVULATTK
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2. Part of json extraction code 

 

 
 

 

 

 

 

3. Code functions for binary features: 
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4. Code functions to replace string value with numeric values of CVSS 

 
 

5. Code to load all datasets: 
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6. Code to write data in CSV file: 

 
 

#CODE ON COLABS 

 

1. Mounting google drive: 

 

 
 

2. Correlation Test: 

 

 
 

 

3. Splitting data, SMOTE data and Run Random forests 
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4. Performance test for model: 

 

 
 

 

6 Scraping using Web Scraper 
https://webscraper.io/  

https://www.youtube.com/channel/UCItHuKRAL3w6fspQUQh8Bkw 

 

We use this scraper tool to scrape the data from the Symantec attack signatures and 

zerodaywebsites.  

 

 
 

 

 
 
 
 
 
 
 
 
 
 
 

https://webscraper.io/


7 
 

 

7 Permission from Cyberwatch.com to scrape website 
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