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Configuration Manual

Sumana Ponnasamudra Boraiah
X18100147

1 Introduction

The configuration manual provides the software and hardware configuration techniques of
the “Secure Cardless Transaction Android Application using ECC Algorithm and QR code”.
The secure application is an android application for handling the secure transaction at ATM.
As a solution to the cardless transaction, the application includes the bank details to interact
and follows with additional features. The code mentioned is to support the application
features explanation.

2 Environment

2.1 Hardware Requirements

Operating System: Windows 7, 8 or the above version
Processor: Intel Core i5 8" Generation

RAM: 8 GB

Storage 256 GB SSD

Android Phone: minimum Android 5.0 Lollipop

2.2 Software

Android Studio is the integrated development environment to develop android applications.
To develop creative GUI and functionalities, it provides editor tools and emulators with
different versions. For implementing user interface, it uses XML tags and properties. The
other functionality could be implemented using java programming by creating activity
classes. The software is available to download in its official website- (“Download Android
Studio and SDK tools,” n.d.)

3 Running/Accessing application
3.1 Installing Secure Application

Download the APK file of the application into smart phone. Run the APK file and
allow the application to access phone gallery and internal storage.
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https://www.androidcentral.com/lollipop
https://www.androidcentral.com/lollipop

4 Operation of the system

e The user must register with the application and continue to use the application.

Register

sumana

Mobile Number

0899634525
[ Genrate KeyPair ]
sumanapbl2@gmall.com
Password
"""" [ User List ]
Don't have an account? Sign Up

HOME _

kapil
@ kkapoorl13g92@gmail.com
nayanasamudra@gmail
com
QR CODE
QR CODE SCAN
DOWNLOAD QR

(3) (4)



{ SCAN QR CODE J L IIIIIIIIIII ¥ ]

[ rrvarewer ]
DECRYPT DATA !

(5)

5 Code

The ECDSA and ECIES standards of ECC algorithm are implemented using java security
APIs and SpongyCastle provider. The code implemented referring (262588213843476, n.d.)
The folder structure of the software includes Manifest File, Java (includes java activity class
files), res folder includes the layouts where GUI design files are coded using XML tags and
properties. Gradle includes the whole application module, the required library must be
included over here.

5.1 Key Generation
e This function used to generate the unique keypair to employ asymmetric encryption.
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Figure 1: ECDSA Key generation
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@ cipherText = new byte[cipher.getoutputsize (plainTextBytes.length)];
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5.4 Configuration File

e Android manifest file is the first file to execute when the application runs.

e In this file, all the activity classes used in application are registered in order to support
redirection from one activity to another.

e The permission required from android device to the application for accessing the
internal storage is registered here.
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“ AndroidM xmins:tools="http://schemas.android.com/tools"
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L e — <uses-pezmizsion android:name="andzoid permission.WRITE_EXTERNAL STORAGE" />
uild.gradle
4 wl gradle-wrapp <application
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-] wiocLp android:supportsRtl="true"
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5.5 QR code

[ ]
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2 com.example.myapplication —~
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]
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g € DownloadQRCodeActivity
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®
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