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SECTION 1 

1.0 Introduction 

 
This manual is to complement the research paper submitted to the national college of Ireland 

as part of the MSc. In Cyber Security ‘Towards an Effective Social Engineering susceptibility detection 

Model Using Machine Learning on the Online Social Network’. This manual discusses the hardware 
and software technologies utilized, their application, and a detailed work through the key areas and 

tasks involved in the development of our social engineering machine learning prediction model (SE-

MLPM), so that the project can be replicated any time. 
 

1.1 Hardware Specification 

The hardware specification used in this project was carefully selected to handle the task and its 

requirements. The figure below shows the hardware specification of the computer system used for the 
installation of necessary software requirements and packages and in the development of the project 

model social engineering machine learning prediction model SE-MLPM. 

 

 
Figure 1 Hardware specification 

 

 

Detailed software requirements 

 

The table below shows a detailed list of software and packages requirements that will be 
installed or used during this work through. It is of note that some of this software and packages come 

by default on installation of Anaconda and Python software, while others are available on install of 

pandas, scikit-learn joblib and flask. Any of the software and packages can be installed if not in system 

already by typing the below command on the command line prompt. 
  

Pip install (command) 
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Anaconda==2019.10 

 

Flask==1.1.1 

 

parso==0.5.1 

 

pathtools==0.1.2 

 

jupyter-core==4.6.1 

 

jupyterlab==1.2.3 

 

jupyterlab-

server==1.0.6  

 

matplotlib  

 

eli5 

 

importlib-

metadata==1.1.0 

 

ipykernel==5.1.3 

 

ipython==7.10.1 

 

joblib==0.14.0 

 

json5==0.8.5 

 

jupyter-

client==5.3.4 

 

six==1.13.0 

 

spacy==2.2.3 

 

 

preshed==3.0.2 

 

prometheus-

client==0.7.1 

 

Python==3.7.5 

 

sublime text==3.0 

 

scikit-learn==0.21.3 

 

scipy==1.3.3 

 

Send2Trash==1.5.0 

 

 

 

 

toolz==0.10.0 

 

webencodings==0.5.1 

 

Werkzeug==0.16.0 

 

zipp==0.6.0 

 

numpy==1.17.4 

 

pandas==0.25.3 

 

pandocfilters==1.4.2 

 

toml==0.10.0 

notebook==6.0.2 

 

Figure 2 software specification 

 

SECTION 2 

 

Creating a Folder Environment 

The first thing we shall do is to create a folder environment in our system where we can save models 

and files in, and where we can automatically run files from. The procedure is as follows: 
a.   Right click on desktop 

b.  Create new folder and name it e.g. machine 

c.  Open the folder and create 4 folders namely: Data, Template, and Static 

d. Open the static folder and create another folder called Models where we will be saving our machine 
learning models latter on. 

e.  Also, the schematic of project workflow can be added to the folder. 

 

 
 
Figure 3 Creating the folder environment 

 

Installations  
To install the packages and software simply follow this step 

a.  go to windows command prompt 
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b.  in the command line type in pip install all the software necessary as shown in the screenshot below. 

 

 
 
Figure 4 Software and command line installation 

 

 

SECTION 2  

Walkthrough 
 

 
Figure 5 Workflow of model methodology and implementation 

 

Stage 1: Data collection 
 

Synthetic data generated was gotten from mockaroo data generator. To navigate and download data 

from the platform the following process was carried out: 

a.     In the URL type in www.mockaroo.com [1] 
b.   Select the necessary field of wanted data from the fields presented, more fields can be added by 

simply clicking on more fields 

the figure below show the web page for mockaroo data generator 

http://www.mockaroo.com/
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c.     A total of 4000 rows of data was downloaded in csv format and transported to MS Excel for 

visualization. 

 

 
 
Mockaroo data generator 

d. The data set is thus saved in the data folder in in the initially created folder (machine). 

 

Stage 2: Next, download the Anaconda software into the system from www.anaconda.com 

(2019.10 version exe file) and install following the manufacturer’s installation procedure. After 

following the basic manufacturer steps of download, the application is launched from the system by  
a.  Navigating from the search button on the system and search for anaconda 

b.  Launch both the anaconda prompt panel and navigator 

c.   Click on the launch button Jupyter notebook 6.0.1 to navigate you to the jupyter notebook 
environment. 

d.   There will be an automatic re-direction to the default web browser on the computer system. 

e.   Click on the new button on the top right corner of the web page and select ‘python 3’ 
 

 
 

Figure 6 Jupyter notebook environment 

 
f.  This will automatically take you to another web page where you can write your python code 

g.  Rename and save the Jupyter notebook page for easy identification 

h. Click on the far-right corner of the page and change the untrusted box to ‘trusted’ 
i.  You are now ready to start building your model 

 

 

http://www.anaconda.com/
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Stage 3: Building the model (SE-MLPM) 

 

This project is conducted to design a social engineering machine learning prediction model 

(SE-MLPM) for the detection and extraction of PII in OSN user posts utilizing natural language 

processing (bag-of-words) and thereafter vectorize dataset into vectors making use of the term 
frequency inverse document frequency (TF-IDF) vector space modelling technique and then classify, 

label and predict levels of post susceptibility to social engineering attacks in addition to revealing the 

PII discovered to the OSN user and recommending to the user if the post should go live or not, based 
on PII count recovered from the post ranging from a high susceptibility level to a no susceptibility level 

using the logistic regression classification algorithm [2]. 

 

 Packages importation 
a.   Import all the necessary packages for development of the model. 

b. Load the exploratory data packages, machine learning packages and visualization packages, as shown 
in the figure below. 

 
 

 
Figure 7 package importation 

 

Loading the various packages 
 

a. The next step is to load the data saved in our initially created data. RUN df = 

pd.read_csv("data/DATA.csv"). 

b. Check the shape of the dataset. RUN df.shape to evaluate how many columns and rows are 

available. 

 
Figure 8 loading dataset 
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Data pre-processing  

The next step is to pre-process our data using spacy 

a. Import Spacey to extract entities 

b.  we import string 

c. Then we create a spacy parser 

d. Build a list of stopwords to use to filter 

e. Define spacy tokenizer and lemmatization  

The individual programming commands are as shown in the figure below 

 
Figure 9 Data pre-processing 

 

Identification and extraction of PII 
 

Since we are more interested in some PII, we will be taking the give away tweets and extract PII from 

it. 
a.    RUN df.columns 

c.    RUN df.columns = df.columns.str.lower().str.replace(' ','_') 

d.   RUN df.columns AGAIN 
e.   RUN f.rename(columns={"giveaway_tweet":"giveaway_tweets"},inplace=True) 
 

Build an email, phone number and IBAN REGEX FUNCTION 
  

f.    Run import re 

g.   Define the email, phone number and IBAN regex 

h.   def extract_email(data): 
    results = email_regex.findall(data) 

    num_of_results = len(results) 

    return num_of_results,results 
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I.  def extract_phone_num(data): 

    results = phone_num_regex.findall(data) 
    results2 = phone_num_regex2.findall(data) 

    num_of_results = len(results) 

    return num_of_results,results,results2 
 

J.  def extract_custom_num(data): 

    results = phone_num_regex_n_iban.findall(data) 

    num_of_results = len(results) 
    return num_of_results,results 
 

Get PII count 

a.   Run df.head()

 
 

b.   Run f['ppi_count'] = df['giveaway_tweets'].apply(get_ppi_count)df['ppi_count'].head() 

  
 

c. labeling the count we run the command as shown on the figure below 
 

 
 

d. Vectorize the data with spacy tokenizer to test and train data as shown in the figure below 

e.  Apply logistic regression classifier 

f.   Tune the model to the best possible output 
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g. Print result of SE-MLPM MODEL 
 

 
 

h.  Save the model using run joblib  

 

 
 

I.   Download the worksheet 

click on file>download as >ipynb >save as > models folder 

 

J.   Integrate model with flask  

>Launch sublime text icon 

>Import folder into sublime 
>Click on file > new file > save as app.py 

>Import flask on app.py 

>Create another file and name it index.html  

 

Render index html file with @app.route('/') 

def index(): 

 return render_template('index.html') 

 

>Load models and vectorizers saved in file 

The following commands can be followed as shown in the figure below 
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Figure 10 Flask Model integration 

 

K.  save the file using ctrl s 

 

 

SECTION 3 

 

USER GUIDE 
 

a.  launch the windows or anaconda command prompt 

b.  copy the path the saved model cd C:\Users\NELSON\Desktop\machine\MLTask\apps\social_eng_app 
c.   RUN python app.py 

d.   Copy the link on the last line after running python app.py 

 

 
 

YOU ARE NOW READY TO TEST THE APPLICATION INTEGRATED WITH SE-MLPM 
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To test the application, follow the following procedure 

a.  click on the post space and type in a controlled text containing any email address, IBAN or phone 
number 

b.   choose the model you want to use in analysis either naïve Bayes or logistic regression 

c.   SE-MLPM predicts susceptibility of post to social engineering and recommends whether the post 

should be taken down or not. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 
Figure 11 Front end user interface 

 

Model can now continue to learn from subsequent posts and continue predicting susceptibility of post to social 

engineering attacks 
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