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Configuration Manual

Ashish Ghorpade
Student ID: x18147461

Introduction

The research conducted as part of the Industry Internship required the use of malware
dataset, automating data pre-processing and evaluation using predictive machine learning
models. This configuration manual is designed to assist the user for evaluating, using and
tuning the developed project and its code. Environment Setup and Prerequisites provides
a step-by-step guide for setting up an environment for the project and the list of
prerequisites for replicating the results achieved. Code and Tuning section consist the
complete source code developed and the parameters for tuning various parts of the
project.

Environment Setup and Prerequisites

Machine learning is a resource intensive task. It is crucial that the hardware
configuration used can handle such tasks. Following are the minimum system
requirements:

e Processor: Intel i7 4™ Gen or Intel i5 5" Gen
e Ram: 8GB DDR3
e HDD: 20GB Free Space

The project was developed in python using multiple packages that support machine
learning and file operations. Following are the prerequisites:

e Python 3.7.4

e Visual Studio Code

e Python tool for Visual Studio Code
e Cycler 0.10.0

e Hmmlearn 0.2.3

e Joblib 0.14.1

e Kiwisolver 1.1.0

e Matplotlib 3.1.2

e Numpy 1.18.0

e Pyparsing 2.4.6



e python-dateutil 2.8.1
e scikit-learn 0.22

e scipy14.1

e six1.13.0

e sklearn 0.0

3 Code and Tuning

The code consists of two main files ‘dataset.py’ and ‘hmmmodels.py’. Below is the
code. The code is provided with inline and multi-line comments for instructions on
tuning and code functionality.

dataset.py

# IMPORT BELOW PACKAGES

import os

import numpy as np

from sklearn.model_selection import train_test_split

import pickle

# DICTIONARY FOR ENCODING DATA FROM SEPARATE MALWARE SYSTEM CALL

SEQUENCES. ENCODING RANGE 1-120

class Data():

_encode = {
'0101"1 , '0102":2 , '0103":3 , '0104"4 , ‘02015 ,
'0202"6 , '02 037 , ‘03018 , '0302":9 , '03 0310,
'0304"11 , '03 0512, '0306":13 , '0307":14 , '0308":15 ,
'0309":16 , '030a"17 , '030b":18 , '030c':19, '030d":20 ,
'03 0e":21 , '0401":22 , '0501":23 , '0502':24 , '0503"25 ,
'0504":26 , '0505":27 , '06 01':28 , '0602":29 , '06 03":30 ,
'06 0431 , '06 05':32 , '07 01":33 , '0702":34 , '08 01":35 ,
'08 02":36 , '08 03":37 , '08 04':38 , '08 05':39 , '08 06":40 ,
‘090141 , '09 02":42 , '09 0343 , ‘090444 , '09 05":45 ,
'09 06":46 , '09 07":47 , '09 08':48 , '0909":49 , '0A 01":50 ,
'0A02':51 , '0A 03":52 , '0A 04':53 , '0A 0554 , '0A 06":55 ,
'0A 07':56 , '0B01':57 , '0B02':58 , '0B 03':59 , '0B 04':60 ,
'0B 05":61 , '0B06":62 , '0B07':63 , '0B08':64 , '0B 09':65 ,
'0B 10":66 , '0B 1167 , '0C01":68 , '0C02":69 , '0D 0170 ,
'0D 02":71 , '0D 03":72 , '0D 0473 , '0D 05":74 , '0D 06":75 ,
'0D 07':76 , 'OE 0177 , '0E 0278 , '0E 03":79 , 'OF 01':80 ,
'OF 02":81 , 'OF 03":82 , 'OF 04':83 , 'OF 05':84 , 'OF 06':85 ,
'OF 07':86 , 'OF 08':87 , '1001':88 , '1002':89 , '1003"90 ,
100491 , '10 05":92 , '1101":93 , 110294 , '1103"95 ,
'1104"96 , '11 0597 , '12 01':98 , 120299 , '12 03":100,



12 04':101, 12 05":102, '12 06':103, '12 07":104, '12 08":105,
12 09':106, 12 0a':107, '12 0b":108, 12 0c':109, 12 0d":110,
13013111, 1302112, 13 03":113, '1304:114, '1305":115,
'1306":116, '13 07117, 13 08':118, '1309":119, '14 01":120,
}
def __init__(self, dir ="'./dataset/"):
self.dir = dir
self.encode = {k.upper():v for k,v in self._encode.items()}
self.labels =[]
self.y = None
self.X = None

def label_encode(self, label):

return self.labels.index(label)
def label _decode(self, code):

return self.labels[code]

def labels_encode(self):
return [self.label_encode(x) for x in self.labels]

def load(self):
self.y =]
self.X=1]

try:
with open('dataset.cache’, 'rb') as fp:
(self.X, self.y, self.labels) = pickle.load(fp)
print(' Load dataset from cache file. OK')
return self.X, self.y

except:
pass

for cur, sub, _in os.walk(self.dir):

self.labels.extend(sub)

for din sub:

for _,_, filesin os.walk(cur +'/' + d):

x_set=1[]

y_set=]

for file in files:

if .csv'in file:
# HANDLE CSV FILES IF ANY
try:
data = np.loadtxt(_+'/' + file, dtype=np.int32, delimiter="\n")
x_set.append(np.reshape(data, (-1,1)).tolist())
y_set.append(self.label_encode(d))
print('File: ' + file + ' OK')
except:
print('File: ' + file + ' invalid')
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else:
# HANDLE TEXT FILES
with open (_+'/' +file, 'r') as fp:
data = [[self.encode[l[:5].upper()]] for | in fp.readlines() if not
l.startswith('#')] # filter comment
x_set.append(data)
y_set.append(self.label_encode(d))
print('File: ' + file + ' OK')
pass

self. X.append(x_set)
self.y.append(y_set)

with open('dataset.cache’, 'wb') as fp:
pickle.dump((self.X, self.y, self.labels),fp)
print(' Save dataset from cache file. OK")
return self.X, self.y

def loadv2(self):

self.y =]
self.X =]
try:

with open('dataset.cache’, 'rb') as fp:
(self.X, self.y, self.labels) = pickle.load(fp)
print(' Load dataset from cache file. OK')
return self.X, self.y

except:
pass

for cur, sub, _in os.walk(self.dir):
self.labels.extend(sub)

for din sub:
for _,_, filesin os.walk(cur +'/' + d):
x_set=1]
y_set =[]
for file in files:
try:

if .csv' in file:

# HANDLE CSV FILES IF ANY

try:

data = np.oadtxt(_ + '/' + file, dtype=np.int32,

delimiter="\n")
x_set.append(np.reshape(data, (-1,1)).tolist())
y_set.append(self.label_encode(d))
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print('File: ' + file + ' OK')
except:
print('File: ' + file + "invalid')
else:
# HANDLE TEXT FILES
with open (_+'/' +file, 'r') as fp:
data = [[self.encode]l[:5].upper()]] for | in fp.readlines() if
not l.startswith('#')] # filter comment
x_set.append(data)
y_set.append(self.label_encode(d))
print('File: ' + file + ' OK')
pass
except Exception as ex:
print('File: ' + file + "' + str(ex))
print(' Label: ' + d + str(len(y_set)) + str(len(x_set)))
self. X.extend(x_set)
self.y.extend(y_set)

with open('dataset.cache’, 'wb') as fp:
pickle.dump((self.X, self.y, self.labels),fp)
print(' Save dataset from cache file. OK')
return self.X, self.y

def split(self, test_size = 0.1, random_state = 42):
if not self.y and not self.X:
self.load()

# SPLIT DATA
X_train, X_test, y_train,y_test=1], [], [], []
for X,y in zip(self.X, self.y):
X_tr, X_t, y_tr, y t = train_test_split(X, y, test_size=test size,
random_state=42)
X_train.append(X_tr)
y_train.append(y_tr)
X_test.append(X_t)
y_test.append(y_t)

return X_train, X_test, y_train, y_test
def splitv2(self, test_size = 0.1, random_state = 42):

if not self.y and not self.X:
self.loadv2()



X_train, X_test, y_train, y_test = train_test_split(self.X, self.y, test_size=test_size,

random_state=42)
return X_train, X_test, y_train, y_test
hmmmodels.py

from dataset import Data

import numpy as np

from hmmlearn.hmm import GaussianHMM
from sklearn.cluster import KMeans

from sklearn.svm import SVC

import pickle

from scipy.spatial import distance

import matplotlib.pyplot as plt

from sklearn.metrics import accuracy_score
import time

class HMMClassifier:
model = {}
def __init_ (self, n_components = 2, n_iter = 800, top_n
svm_gama = 'scale’, labels = []):
try:
self.read()
return
except:
pass
self.n_components = n_components
self.n_iter = n_iter
self.labels = labels
self.svm_c=svm_c
self.svm_gama = svm_gama
self.top_n=top_n
self.model={
'"hmm'": {},
'kmean': None,
'svm': None,
'labels': labels

}
self.build_model()

def build_model(self):

# Build HMM
fori, I in enumerate(self.labels):
self.model['hmm'][l] = GaussianHMM(n_components

n_iter=self.n_iter)

100, svm_c = 1.0,

self.n_components,



#Build Kmean
self.model['kmean'] = KMeans(n_clusters=len(self.labels))

#Build svm
self.model['svm'] = SVC(kernel = 'rbf', gamma=self.svm_gama, C=self.svm_c)

self.model['kmean_svm'] = SVC(kernel = ‘'rbf', gamma=self.svm_gama,
C=self.svm_c)

def train_hmm(self, X, y):
fori, l in enumerate(labels):
y_ith = np.array(y)==
x_ith = np.array(X)[y_ith].tolist()
print('' * 10 +'Fit HMM: ' + str(l))
"try:
with open('models/HMM ' + str(l) +'.pkl', "rb") as file:
model = pickle.load(file)
self.model['hmm'][l] = model
print('' * 15 +'Loading HMM: ' +'models/HMM ' +str(l) +'.pkl')
continue
except:
pass'"
_X = np.concatenate(x_ith)
length = [len(x) for x in x_ith]
self.model['hmm'][l].fit(_x, length)

"'with open('models/HMM_' +str(l) +'.pkl', "wb") as file:
pickle.dump(self.model['hmm'][l], file)
print('' * 15 +'Dump HMM: ' +'models/HMM_" +str(l) +'.pkl')"™

def score_hmm(self, X):
scores =[]
forxin X:
score_x =]
for name, m in self.model['"hmm'].items():
score = m.score(x)/len(x)
#score = m.score(x) #Uncomment for same sequence length
score_x.append(score)
scores.append(score_x)

# Vector scores
X_scores = np.asarray(scores)

return X_scores
def cluster_kmean(self, X_score, y = None):

Y for none use



print(""' * 10 +'Cluster with kmean: ' + str(len(labels)) + ' clusters')
return self.model['kmean'].fit_predict(X_score)

def kmean_predict(self, X_score):
return self.model['kmean'].predict(X_score)

def reduce_trainset(self, X_score, y, y_kmean):
# Find Neighbor
print("' * 10 +'Find Neighbor set ')
# Find miss set
# Store True label # Algorithm 1 Step 3
idx_miss =np.not_equal(y, y_kmean) # Step 4
X_miss = np.asarray(X_score[idx_miss])# Step 5

# Find Neighbor

# Step 1/2 Algorithm 2

# Create distance matrix

n_sample = len(y)

print("' * 15 +'Create Distance matrix: ' + str(n_sample) + ' x "+str(n_sample))
distances = np.ndarray(shape= (n_sample,n_sample), dtype = np.float)

foriin range(n_sample): # Algorithm Il, Step 1
forjin range(n_sample): # Algorithm I, Step 2
ifil=j:
distancesli][j]= np.linalg.norm(X_score[i]- X_score[j]) # Algorithm Il, Step 3
else:
distancesli][j] = 0.0
# Top n-min distance
print("' * 15 +'lterate for each sample in misC: ')
nt_set = set() #Init NNeighbor set index step 12
for i, val in enumerate(idx_miss): #Algorithm | Step 6
if not val: # Skip same y labe and y cluster
continue

#print('' *15 + 'Find ' +str(self.top_n) + ' min distance in row: ' + str(i))
row = distances]i, :]

# Find top n-min distance

top_n_min_dis_index = row.argsort()[: self.top_n]
nt_set.update(set(top_n_min_dis_index))

nt_index= list(nt_set)
X_nt = X_score[np.asarray(nt_index)]
y_nt = np.array(y)[np.asarray(nt_index)]

return X_nt, y_nt

def train_svm(self, X_nt, y_nt, kmean_svm_selected = True):
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if kmean_svm_selected:
start = time.time()
self.model['kmean_svm'].fit(X_nt, y_nt)
elapsed_time = (time.time() - start)
print('Training Time for Kmean+SVM (' + str(len(y_nt))+' samples): ' +
str(elapsed_time))

else:
start = time.time()
self.model['svm'].fit(X_nt, y_nt)
elapsed_time = (time.time() - start)
print('Training Time for SVM Only (" + str(len(y_nt))+' samples): ' +
str(elapsed_time))

def draw_chart(self, y, y_pre, title = "Chart", decode_labels = []):

result = np.zeros((len(self.labels), len(self.labels))) # nx Cluster x
fori,vin enumerate(self.labels):
a_class=y pre==v
unique, counts = np.unique(np.array(y)[a_class], return_counts=True)
result[i][unique] = counts

b =]

fori,vin enumerate(self.labels):
p = plt.bar(self.labels, result[:, v], 0.5)
b.append(p)

plt.title(title)

plt.xticks(self.labels, tuple(self.labels))

plt.yticks(np.arange(0, len(y), 100))

plt.legend(tuple(b), (decode_labels[x] for i,x in enumerate(self.labels) ))

plt.show()

def train(self, X,y, plot = True, labels = []):
self.train_hmm(X, y)
# Compute Score
X_score = self.score_hmm(X)
#Train SVM no kmean
print("" * 10 +'Fit SVM with Gaussian kernel')
self.train_svm(X_score, y, kmean_svm_selected=False)
if plot:
y_pre = self.model['svm'].predict(X_score)
self.draw_chart(y, y_pre, decode_labels= labels, title= "Train Set - SVM Only")
# Cluster
y_kmean = self.cluster_kmean(X_score)

if plot:



self.draw_chart(y, y_kmean, title="Train Set - K mean Only ", decode_labels
=labels)
X_nt, y_nt = self.reduce_trainset(X_score, y, y_kmean)

print('' * 10 +'NT set (Train set for Kmean+SVM): ' + str(len(y_nt)) + ' samples’)
print("" * 10 +'Fit SVM with Gaussian kernel with NT set')
self.train_svm(X_nt, y_nt, kmean_svm_selected=True)
if plot:
y_pre = self.model['kmean_svm'].predict(X_score)
self.draw_chart(y, y_pre, decode_labels= labels, title= "Train Set - Kmean &&
SVvM")

self.save()

def predict(self, X, kmean_svm_selected = True):

X.shape = [n_sample] sequency
#print(' ' * 5 +'Predict: ' + str(len(X)))
scores =[]
for xin X:
score_x =]
for name, m in self.model['hmm’'].items():
score = m.score(x)/len(x)
#score = m.score(x) #Uncomment for same sequence length
score_x.append(score)
scores.append(score_x)

X_score = np.asarray(scores)
if kmean_svm_selected:

return X_score, self.model['kmean_svm'].predict(X_score)
else:

return X_score, self.model['svm'].predict(X_score)

def save(self, path = 'models/Model.pkl'):
with open(path, "wb") as file:
pickle.dump((self.n_components, self.n_iter, self.labels, self.svm_c,
self.svm_gama, self.top_n, self.model), file)
print("' * 5 +'Save Model: ' + path)

def read(self, path = 'models/Model.pkl'):
with open(path, "rb") as file:
(self.n_components, self.n_iter, self.labels, self.svm_c, self.svm_gama,
self.top_n, self.model) = pickle.load(file)
print("' * 5 +'Loading Model: ' +path)
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#lLoad data

dataset = Data()

X_train, X_test, y_train, y_test = dataset.splitv2(test_size=0.10) # This is the split the
data. Size can be varied.

labels = dataset.labels_encode()

model = HMMClassifier(n_components=2, n_iter=800, top_n=100, labels = labels)
print('Train Set: ' + str(len(y_train)) + ' samples') # Iterations can be toggled between
100 - 800 for viewing changes

# Make sure folder 'models' is in the project before running it.

# For training model:

# 1. Delete all files in folder models/*

# 2. Uncomment the line code: #model.train(X_train, y_train, labels=dataset.labels)
# For predicting with existing models (trained)

# 1. Comment out the like code: #model.train(X_train, y_train, labels=dataset.labels)

model.train(X_train, y_train, labels=dataset.labels)

# Testing with data.
print('Test Set: ' + str(len(y_test)) + ' samples')
print('Accuracy for Test:')

# kmean_svm_selected indicate predict with SVM only (false) or SVM + Kmean (True)
_,Y_pre = model.predict(X_test, kmean_svm_selected= True)
model.draw_chart(y_test,y_pre, title= "Test Set - Kmean && SVM", decode_labels
dataset.labels)

print(" "*5 + 'Kmean - SVM: ' + str(accuracy_score(y_test, y_pre)))

# kmean_svm_selected indicate predict with SVM only (false) or SVM + Kmean (True)
X_score, y_pre = model.predict(X_test, kmean_svm_selected= False)
model.draw_chart(y_test, y_pre, title= "Test Set - SVM Only", decode_labels
dataset.labels)

print(' "*5 + 'SVM only: ' + str(accuracy_score(y_test, y_pre)))

#Kmean only:

y_pre = model.kmean_predict(X_score)

model.draw_chart(y_test, y_pre, title= "Test Set - Kmean Only", decode_labels
dataset.labels)

print(" "*5 + 'Kmean only: ' + str(accuracy_score(y_test, y_pre)))
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