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1 Introduction 
 

This configuration manual provides the details of the proposed work and model used for 
detecting malware.  It makes use of the proposed algorithm named Hybrid Adaptive Neuro-
Fuzzy Inference System. It takes malware dataset as input and produces a fuzzy inference 
system that can detect malware. This document provides details of configurations required by 
the project. Some literature on malware detection methods can be found in [1], [2], [3], [4] 
and [5]. However, in this project, the implementation of the system is based on the algorithm 
proposed, and the configuration details are provided in this document to help in 
understanding, setting environment and execution of the project. 
 

2 System Configuration 
This section provides an overview of the system used for the implementation of this 
model. 

2.1 Hardware Specification 
This project is developed using a laptop running Windows 10 operating system. The 
system specifications are as shown in Figure 1.  

 

 

Figure 1: Hardware specification of a system with Windows 10 OS 
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3 Software Specification 
This section describes the details of the tools and technologies used while developing the 
project.  

 

Tool Version Description 

Java Development Kit 1.8 It is the Java language support that is 
essential to develop applications using 
the Java platform. 

NetBeans 8.2 It is the integrated development 
environment (IDE) used for 
application development. It provides 
GUI with drag and drops features to 
build Java-based GUI applications.  

 

Table 1: Tools used in this model 

4 Working 
This section illustrates step by step procedure used for setting up the proposed model 
and demonstrates its operation. 

4.1    Software Installation 
JDK 1.8 and NetBeans 8.2 are installed. They are downloaded and installed. The links 
are as follows. Both are open source and freely available.  

4.2 Implementation 
After installing JDK 1.8 and NetBeans 8.2, the NetBeans IDE is used to build the 
application. For this, open NetBeans, File à New Project à Java Project à Provide 
project name à Finish.   

Then the project has been built with GUI that has features to load the dataset and then 
apply the proposed algorithm to detect malware.  

 

To run the project: 

1. Open NetBeans IDE 
2. File à Open à Project Name (Malware Detection) 
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It shows the authentication screen, with username : admin and password : admin.as shown 
in Figure 2. 

 

Figure 2: Authentication screen. 

After due authentication, the user is forwarded to the screen in Figure 3.  

 

 

 

Figure 3: Helps in loading dataset for malware detection. 

 
As presented in Figure 3, the application helps in loading the dataset. 
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Listing 1: Authentication. 

As presented in Listing 1, user credentials are authenticated before proceeding further.  

 

 
Listing 2: Source code for loading dataset. 

As presented in Listing 2, the code is meant for loading dataset into the GUI form.  

 
Listing 3: Main class of the proposed system. 
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As presented in Listing 3, the main class of the proposed system is provided. It is the starting 

point of the whole application. 

  
 

 

Figure 4: Shows loaded the dataset. 

As presented in Figure 4, it is understood that the dataset is loaded for visualization. Once the 

dataset is loaded, it is possible to choose the "Malware Detect" button. On selecting this 

button, the algorithm performs its functions and provides an appropriate message. On 

completion of the algorithm, it shows the message, as shown in Figure 5. 
 

 

Figure 5: Result message of malware detection. 

As presented in Figure 5, malware detection is made successfully. It is then possible to have 

the performance metrics for evaluation. The performance metrics are then compared with 

state of the art later. 
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Figure 6: Shows the performance metrics such as prediction rate, false alarm rate and 

accuracy rate. 

As presented in Figure 6, it is understood that the detection rate of the proposed system is 

95.28, its false alarm rate is 3.92, and the accuracy rate is 95. These results are discussed and 

evaluated in the ensuing section. 

5 References 
[1]  Ganeshkumar, P., & Pandeeswari, N. (2015). Adaptive Neuro-Fuzzy-Based Anomaly 

Detection System in Cloud. International Journal of Fuzzy Systems, 18(3), 367–378.  

[2]  Roshna R.S, Vinodh Ewards. (2013). Botnet Detection Using Adaptive Neuro Fuzzy 

Inference System. International Journal of Engineering Research and Applications,3 

(2), p1-6. 

[3]  Altyeb Altaher And Omar Mohammed Barukab. (2017). Intelligent Hybrid Approach for 

Android Malware Detection based on Permissions and API Calls. International 

Journal of Advanced Computer Science and Applications,8 (6), p1-8. 

[4]  Hans, K., Ahuja, L., & Muttoo, S. K. (2017). An adaptive neuro-fuzzy inference system 

for detecting redirection spam. 2017 6th International Conference on Reliability, 

Infocom Technologies and Optimization (Trends and Future Directions) (ICRITO), 

P1-6.  

[5]  Sumedh Pundkar and Pratik R. Upadhye. (2015). Self Evolving Antivirus Based on 

Neuro-Fuzzy Inference System. International Journal of Research in Engineering and 

Science,3 (6),p06-09.  


