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1 Introduction

This configuration manual provides the details of the proposed work and model used for
detecting malware. It makes use of the proposed algorithm named Hybrid Adaptive Neuro-
Fuzzy Inference System. It takes malware dataset as input and produces a fuzzy inference
system that can detect malware. This document provides details of configurations required by
the project. Some literature on malware detection methods can be found in [1], [2], [3], [4]
and [5]. However, in this project, the implementation of the system is based on the algorithm
proposed, and the configuration details are provided in this document to help in
understanding, setting environment and execution of the project.

2 System Configuration

This section provides an overview of the system used for the implementation of this
model.

2.1 Hardware Specification

This project is developed using a laptop running Windows 10 operating system. The
system specifications are as shown in Figure 1.

Windows edition

Windows 10 Home Single Language

© 2019 Microsoft Corporation. All rights reserved. == WI n d OWS 1 O

System
Processor: Intel(R) Core(TM) i5-4210U CPU @ 1.70GHz 240 GHz
Installed memory (RAM):  4.00 GB (3.89 GB usable)
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Figure 1: Hardware specification of a system with Windows 10 OS



3 Software Specification

This section describes the details of the tools and technologies used while developing the
project.

Tool Version Description

Java Development Kit 1.8 It is the Java language support that is
essential to develop applications using
the Java platform.

NetBeans 8.2 It is the integrated development
environment  (IDE) used  for
application development. It provides
GUI with drag and drops features to
build Java-based GUI applications.

Table 1: Tools used in this model
4 Working

This section illustrates step by step procedure used for setting up the proposed model
and demonstrates its operation.

4.1 Software Installation

JDK 1.8 and NetBeans 8.2 are installed. They are downloaded and installed. The links
are as follows. Both are open source and freely available.

4.2 Implementation

After installing JDK 1.8 and NetBeans 8.2, the NetBeans IDE is used to build the
application. For this, open NetBeans, File > New Project = Java Project = Provide
project name = Finish.

Then the project has been built with GUI that has features to load the dataset and then
apply the proposed algorithm to detect malware.

To run the project:

1. Open NetBeans IDE
2. File = Open = Project Name (Malware Detection)



It shows the authentication screen, with username : admin and password : admin.as shown
in Figure 2.

Malware Propagation By Using Hybrid Adaptive Neuro-Fuzzy Inference System

User Login

Enter Username :

Enter Password :

Figure 2: Authentication screen.

After due authentication, the user is forwarded to the screen in Figure 3.

Load Malware Dataset : E:\kaleem\benign.td Load

View Dataset

Malware Detect Detection Result

Figure 3: Helps in loading dataset for malware detection.

As presented in Figure 3, the application helps in loading the dataset.



private void
jButtonlBActionPerformed(java.awt.event.ActionEvent evt)
{//GEN-FIRST:event_jButtonlActionPerformed
String username=jTextFieldl.getText();
String pwd=jPasswordFieldl.getText () ;
if (username.equals ("admin") && pwd.equals("admin"))
{
LoadDataset ld=new LoadDataset () ;
// ld.main(null);
ld.setVisible (true) ;
}
else
{
JOptionPane.showMessageDialog (null, "Please
Provide Valid Credentails");
jTextFieldl.setText("") ;
jPasswordFieldl.setText ("");

Listing 1: Authentication.

As presented in Listing 1, user credentials are authenticated before proceeding further.

private void
jButton2fActionPerformed (java.awt.event.ActionEvent evt)
{//GEN-FIRST:event_jButton2ActionPerformed

BufferedReader br = null;
try {
File file = new File(jTextFieldl.getText()) ;
br = new BufferedReader (new FileReadexr (£file));
String st;
try |
while ((st = br.readLine()) != null)

{
/7 System.out.println(st) ;
JTextAreal .append(st+"\n") ;
}
} catch (ICException ex) {

Logger .getLogger (LoadDataset.class.getName () ) . log (Level . SEVERE
, null, ex);

}

Listing 2: Source code for loading dataset.

As presented in Listing 2, the code is meant for loading dataset into the GUI form.

public class Anfis {

puklic static void main(Stringl[] arxgs) {

int RULES = 2:
//0.002 INITIAL MU
//0.006 BIG MU
//0.00002 SMALIL MU

doukle I - = 0.002;

int minDomain
int maxDomain

—az
<z

IFunction function = new F1() >
Dataset dataset = new Dataset (minDomain, maxDomain,
function) -

[ —— fuzzy—neural network——————————————

//OnlineGradientDescent / OfflineGradientDescent

IFuzzyNeuralNetwork network = new
OnlineGradientDescent (RULES, I-, new Random()) 7

network.learnNetworkEpoch (dataset.getTrainingSet (),
10) >

network.learnNetworkRules (dataset..getTrainingSet (),
10, 15, 20):

network.writeLearnedParams2File () -

Listing 3: Main class of the proposed system.



As presented in Listing 3, the main class of the proposed system is provided. It is the starting

point of the whole application.

Load Malware Dataset:  E:\kaleem\benign.bd Load

“0"000000000000000000
“0"0000000000011200114116 118 132
“0°0000000424449052056586000 |
"65"68 77083 0858687 90919297 98 99 100 0 106 108
“0"0000129013200001120011400 132
"0"0000000000052000000
“0"0000000000000000O00
“0"00000000000112114000116 132
"0°000000042444900056586000
"65"6877083085868790919297 98991000 106 108 )
"0"0000129013200001120011500 132

v,]

Malware Detect l Detection Result j

Figure 4: Shows loaded the dataset.
As presented in Figure 4, it is understood that the dataset is loaded for visualization. Once the
dataset is loaded, it is possible to choose the "Malware Detect" button. On selecting this
button, the algorithm performs its functions and provides an appropriate message. On

completion of the algorithm, it shows the message, as shown in Figure 5.

Message ﬂ

Detecting Malware Successfully

Figure 5: Result message of malware detection.
As presented in Figure 5, malware detection is made successfully. It is then possible to have
the performance metrics for evaluation. The performance metrics are then compared with

state of the art later.



Malware Detection Result

Detection Rate :95.28
False Alarm Rate :3.92
Accuracy Rate :95

|

Figure 6: Shows the performance metrics such as prediction rate, false alarm rate and
accuracy rate.
As presented in Figure 6, it is understood that the detection rate of the proposed system is
95.28, its false alarm rate is 3.92, and the accuracy rate is 95. These results are discussed and

evaluated in the ensuing section.
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