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1 Introduction 

 

This configuration manual provides the details of the proposed work and model used for intrusion 

detection system. Hybrid IDS is developed using machine learning approaches. It combines Random 

Forest classification and K-Means clustering. This will use both mis-use detection and anomaly 

detection for improving performance of the IDS. These algorithms are evaluated for the four 

categories of attacks based on accuracy, false-alarm-rate, and detection-rate besides other metrics 

like precision, recall and F1-score. The technical details of individual machine learning methods can 

be found in literature such as [1], [2], [3], [4], [5], [6] and [7].  

 

2 System Configuration 

This section provides an overview of the system used for the implementation of this model. 

 

Hardware Specification 

This project is developed using a laptop running Windows 8 operating system. The system 

specifications are as shown below.  

 

Operating System: Windows 10.1 

Intel i7 CPU with 1.60 GHz 

64 bit operating system  
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3 Software Specification 

This section describes details of the tools and technologies used while developing the project.  

Tool Version Description 

Python for Windows1 3.7 Python language support. 

Anaconda for Windows2 2019.10  Data science platform with 

many IDEs. 

Jupyter3 3 Chosen IDE 

Table 1: Tools used in this model 

4 Working 

This section illustrates step by step procedure used for setting up the proposed model and 

demonstrates its working. 

Software Installation 

Python data science environment is created using the following URL.  

https://www.anaconda.com/distribution/#download-section 

 

Figure 1: Anaconda installation with Python 3.7  

Implementation 

 
1https://www.anaconda.com/distribution/#download-section 
2https://www.anaconda.com/distribution/#download-section 
3https://www.anaconda.com/distribution/#download-section 

https://www.anaconda.com/distribution/#download-section
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Jupyter IDE is used for the implementation of IDE. It is part of the Anaconda platform based on 

Python.  

 

To run the project: 

1. Open Jupyter 

2. Load the project 

3. Load the files to run  

 

KMeans clustering with Random Forest Classifiers 
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Visualization via PCA 

 

 

Data loading 
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Experimental Results 
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