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Using Domain-Based on Machine Learning for Malware

1.

Detection

Configuration Manual Submission
Dai Hoang Vu — X17165423

Install Tools

Step to Step for running the Machine Learning Algorithms to solves the problem about
detecting Malicious Domain:

Download and Install Anacoda[1] : https://www.anaconda.com/distribution/

Find Cmd and activate tendor
Download and Install PyCharm: https://www.jetbrains.com/pycharm/download/#section=windows
Install Python 3.6

In PyCharm, create new Project also go Setting, choose Project and click Existing interpreter, in here
choose the folder which Anacoda was install and select python

From the terminal of the Pycharm, you have to install some package like tensorflow, keras, skript,... and
definitely install jupyterlab ... all package easy install by the command pip install jupyter-lab[2][3].

After installing every package you need, from the terminal again, type : jupyter-lab. The Pycharm will
create the host and which send you to the Jupyter lab to start the code.

Copy all data set ( Good and bad domain ) which you downloaded before to the folder called data inside
the PycharmProject.

From there just follow every step which | show in these pictures because in the code, | mentioned already
which code use for what missions. Or just open the Pycharm and start the project with Jupyter-lab you
will see whole process without typing code yourself

Source Code Download Link : https://drive.google.com/file/d/1c-eXw1qgs3XnyPSdjv76--
7zhib7gjmXd/view

Start Coding

Import Package : Import algorithms from the Scikit Learn library


https://www.anaconda.com/distribution/
https://www.jetbrains.com/pycharm/download/#section=windows
https://drive.google.com/file/d/1c-eXw1qs3XnyPSdjv76--7zhib7qjmXd/view
https://drive.google.com/file/d/1c-eXw1qs3XnyPSdjv76--7zhib7qjmXd/view
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Project : Using Domain-Based on Machine Learning for Malware Detection |

Algorithes used :

- Random Forest

- Logistic Regression
- Maive Bayes

Data Gathering

Legit Domain : Alexa https://github.com/mozill
Malicious Domain :

360 Lab Domain (over 1m domains)

httos://data.netlab. 360 txt

First Step : Set up

import numpy as np
import pandas as pd

from ixlist import FEixList

import math

import collections

dmport matplotlib.pyplot as plt

import seaborn 3s sns

from sklearn.model_selection import train_test_split
from sklearn.metrics import accuracy_score

from sklearn.metrics import confusion matrix

from sklearn.ensesble import RandomForestClassifier

from sklearn.naive_bayes import Gaussianh

from sklearn.naive bayes import MultinomialNe

from sklearn.naive_bayes import BernoulliNB

from sklearn.linear_model import LogisticRegression

from sklearn.metrics import roc_curve, auc, roc_auc_score
from keras.preprocessing import sequence
from keras.models import Sequential

Import Good and Bad Domain also Combine it all in One
# Untitedipynb g ]
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RANDOM_SEED = 1 l
Smatplotlib inline
Using Tensorflow backend.

Put Alexs 1 milions domain

800d_domain = pd.read_csv(’data/top-1m-domain.csv’, headerzNone, namesz['Domain’])
go0d_domain. head()

§00d_domain{ ‘0GA_Family'] = ‘none’

good_domain[ 'Type'] = 'Normal®

§00d_domain =good_domain[['0GA_Family’,'Domain', Type'])

good_domain.describe()

DGA_Family Domain  Type

count 1000000 1000000 1000000
unique 1 1000000 1
top none zuk-mediacom  Normal
freq 1000000 11000000

bad_domain = pd.read_table('data/360_dga.txt',namess['DGA_Family','Domain’,’Start_time','End_time'])
bad_domain = bad_domain.iloc(:, 0:2)

bad_domain[ ‘Type']='DGA"

bad_domain. to_csv(‘data/360_dgs_domain.csv’, index = False)

bad_domain. describe()

DGA_Family Domain  Type
count. 1169720 1169720 1169720
unique a2 1147770 1 -
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Attributefirror: 'float' object has no attribute 'split’
Make all Dommain in one file
bad_domain = pd.concat([bad_domain,badl_domain],axis=0) l

bad_domain = bad_domain. drop_duplicates()
al1_domain = pd.concat([bad_domain,good_domain])
all_domain,describe()

DGA Family Domain  Type

count 2183900 2183911 2183911
unique 64 2183847 2
top none lauggaoqixofiddnsnet  DGA
freq 1000000 2 183m

Save all date to csv file

all_domain_shuffle = all_domain.sample(frac = 1, random_statesRANDOM_SEED)
a1 domain_shuffle. to_csv('data/all_domain.csv', index = False)

all_domain_shuffle. head()

DGA_Family Domain  Type
598985 none ytsmoviesga  Normal
669719 none triger.compl - Normal
522313 none fishintrepid.com Normal
752250 banjori  nplramentalistfanchonut.com  DGA
331668 none bikepricesinnepal.com Normal

Python3 O

» m C Code v
none bikepricesinnepal.com  Normal

This section will show how we create the dataset about attributes for domain. It is include DGA name, lenght of domain(DNL), number of subdomain (NoS),subdomain
length mean(5LM), have www Prefix(HwP), Has a Valid Top Level Domain ( HVTLD), Contains Single-Character Subdomain (CSCS), Contains Top Level Domain as Subdomain
(CTS),Underscore Ratio (UR), Contains IP address(CIPA), Contains digit (contains_digit), The ratiol of vowel( vowel_ration), The ratio of digit(digit_ratio), The
ratio of repeated characters in a subdomain(RRC), The ratio of consecutive digits(RCD), The entropy of subdomain(Entropy)

Now create the dataset

domain_withFeatures = all_domain_shuffle.copy()
domain_withFeatures.head()

DGA_Family Domain  Type
598985 none ytsmoviesga Normal
669719 none triger.compl  Normal
522313 none fishintrepid.com Normal
752250 banjori npiramentalistfanchonut.com DGA
331668 none bikepricesinnepal.com  Normal

# Load Valid Top Level Domains data
import sys

topLevelDomain = []
with open('data/1.txt’'
for line in conten
topLevelDomain. append((line.strip('\n')))

'r') as content:

print(topLevelDomain)

["AAA®, 'AARP', 'ABARTH', 'ABB’, 'ABBOTT', 'ABBVIE', 'ABC’, 'ABLE', 'ABOGADO’, 'ABUDHABI', 'AC’, 'ACADEMY', 'ACCENTURE', 'ACCOUNTANT', 'ACCOUNTANTS', 'ACO', 'ACTIV
E', "ACTOR', , 'ADAC', 'ADS', 'ADULT', 'AE', 'AEG', 'AERO', 'AETNA', 'AF', 'AFAMILYCOMPANY', 'AFL', 'AFRICA', 'AG', 'AGAKHAN', 'AGENCY', 'AI', 'AIG', 'AIGO’, 'AI
*AIRFORCE', 'AIRTEL', 'AKDN', 'AL', 'ALFAROMEO', 'ALIBABA', 'ALIPAY', 'ALLFINANZ', 'ALLSTATE', 'ALLY', 'ALSACE', 'ALSTOM', 'AM', 'AMERICANEXPRESS', 'AMERICANF

Set up code for each attribute. This set-up code helps the computer to recognize values,
so that the computer can learn and make future assessments. For example, the Type
variable, we will divide the good Domain with the value 0 and the bad domain variable

with the value 1.
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Set up code for each Attributes

201 psl = PublicSuffixtist()

def ignoreVPS(domain):
# Return the rest of domoin ofter ignoring the Volid Public Suffixes:

ix = ‘L' e psl

47 Len(validPublicsuffix) <
# If it has WS
g = domain ix)]
i ) ==
return 0
else:
® If not

subString = domain
return subString

def typeTo_Binary(type):
# Convert Type to Binary variable DGA = 1, Normal = @
4f type == "DGA':
return
else:
return 0

det domain_length(domain):
# Generate Domain Nome Length (ONL)
return len(domain)

def subdomains_number(domain):
# Generate Number of Subdomains (NoS)
subdomain = ignoreVPS(domain)
return (subdomain.count(’.') ¢ 1)

def subdomain_length_sean(domain):
# enerate Subdomain Length Meon (SIM)

oo
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O der _length
# enerate Subdomain Length Mean (SLM)
subdomain = ignoreVPS(domain)
result = ( in) - i wnt(.")) 7 (: 3 amt(".") + 1)

O

def has_ww_prefix(domain):
# Generate Hos ww ix (M)
if domain.split('.")[8] == “ww':
return 1

else:
return @

def has_hvltd(domain):
# Generate Has a Valid Top Level Domain (WVTLD) |
4¢ domain.split('.")[len(domain.split(*.")) - 1].upper() in topLevelDomain:
return 1
else:
return @
def contains_single_character_subdomain(domain):
# Generate Contains Single-Charocter Subdomain (CSCS)
domain = ignoreVPS(domain)
str_split = domsin.split('.")
minLength = len(str_split(e])
for i in range(®, len(str_split) - 1):
mintength = len(str_split[i]) i# len(str_split[i]) < mintength else minLength
if minlength == 1:
return
else:
return @

def contains_TLO_subdomain(domain):

‘subdomain
str_split
for i in range(8, len(str_split) - 1):
if str_split[i].upper() in toplevelDomain: -
® Untitled.ipynb x
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for i in range(0, len(str_split) - 1):
4¢ ste_split[i].upper() in topLevelDomain:
return 1
return ©

def underscore_ratio(domain):
# Generate Underscore Ratio (UR) on datoset
subString = ignoreVPS(domain)
result = t('_*) 7 ( ng) - t(*."))
return result

def contains_IP_sddress(domain):
# Generate Contoins IP Address (CIPA) on datosetx
splitSet = domain.split('.’)
for element in splitSet:
1#(re.match(*\ds", element)) == Nome: |

return 1
def contains_digit(domain):
Contains Digits
subdomain = ignoreVPS(domain)
for item in subdomain:
47 item.isdigit():
return 1
return @

dof vowel_ratio(domain):

calculate Vowel Ratio

VOWELS = set('aeiou’)
v_counter = @
a_counter = @&

ratio = 0

—l00 0 grora VPS5 (donin)

taedsean @ iae Fae desmiedion
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ratio = @
subdomain = ignoreVPs(domain)
for item in subdomain:
1¢ item.isalpha():
a_countersz1
4f item in VOWELS:
v_countersz1
if a_counter>1:
ratio = v_counter/a_counter
return ratio

digit_ratio(domain):

calculate digit ratio

d_counter = 0
counter = @
ratio = @
subdosain = ignoreVPS(domain)
for item in subdomain:
Af item.isalpha() or item.isdigit():
counters=1
if item.isdigit():
d_counters=1
4f counter>1:
ratio = d_counter/counter
return ratio

pre_rrc{domain) :
calculate the Ratio of Repeated Characters in a subdomain

subdomain = ignoreVPS(domain)
subdomain = re.sub("[.]",
char_numz@
repeated_char_nusz0

d = collections.defaultdict(int)

Untitled.ipynb

x
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repeated_char_num=0
d = collections.defaultdict(int)
for ¢ in list(subdomain):

dle] += 1
for item in d:

char_num +=1

if d[item]>1:

repeated_char_num +=1

ratio = repeated_char_nus/char_nus
return ratio

def prc_rcc(domain):

calculate the Ratio of Consecutive Consonants

VOWELS = set('aeiou’)
counter = 8
¢ erzo
subdomain = ignoreVPS(domain)
for item in subdomain:
ize
if item.isalpha() and item mot in VOWELS:
counters=z1

else:
if counter>1:
cons_counters=counter
counter=z0
de=1
4f izzlen(subdomain) and counter>1:
cons_counter+=counter
ratio = cons_counter/len(subdomain)
return ratio

def prc_rcd(domain):

calculate the ratio of consecutive digits

counter = 8

L. _____________________________}
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ratio = cons_counter/len(subdomain)
return ratio

prc_rcd(domain) :
calculate the ratio of consecutive digits

counter = @
digit_counter=e
subdomain = ignoreVPs(domain)
for item in subdomain:
ize
if item.isdigit():
counters=zl

47 counter>1:
digit_counterszcounter
counter=0
ie=1
4f izzlen(subdomain) and counter>l:
digit_counterszcounter
ratio = digit_counter/len(subdomain)
return ratio

pre_entropy(domain) :

calculate the entropy of subdomain
param domain_ste: subdomain
return: the value of entropy

subdomain = ignoreVPS(domain)
# get probability of chors in string

prob = [f 7 len( for ¢ in dict. 1ist(
# calculate the entropy

entropy = - sum([p * math.log(p) / math.log(2.0) for p in prob])

return entropy

N




Create Feature for Domain Attributes: Remove some attribute not important for ML algorithms
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[ #Create each feature
def extract_features():
domain_withFeatures['DNL'] = domain_withFeatures['Domain'].apply(lambda x: domain_length(x))
domain_withFeatures['Nos'] = domain_withFeatures[ Domain’].apply(lambda x: subdomains_number(x))
domain_withFeatunes['SLM'] = domain_withFeatures['Domain’].apply(lambda x: subdomain_length_mean(x))
domain_withFeatures[ 'HuP'] = domain_withFeatures['Domain'].apply(lambda x: has_wwm_prefix(x))
in_withFeatures['HVTLD'] = domain_withFeatures['Domain'].apply(lambda x: has_hvitd(x))
_withFeatures['CSCS'] = domain_withFeatures['Domain'].apply(lambda x: contains_single_character_subdomain(x))
_withFeatures['CTS'] = domain_withFeatures['Domain').apply(lambda x: contains_TLD_subdomain(x))
domain_withFeatures['UR'] = domain_withFeatures['Domain'].apply(lambda x: underscore_ratio(x))
@dmh_ﬂthhnuus['(WA' domain_withFeatures| ‘Domain'].apply(lambda x: contains_IP_address(x))
o= domain_withFeatures ' contains_digit']= domain_withFeatures['Domain'].apply(lambda x:contains_digit(x))
domain_withFeatures[ 'vowel_ratio']= domain_withFeatures['Domain'].apply(lambda x:vowel_ratio(x))
domain_withFeatures['digit_ratio’]= domain_withFeatures['Domain’].apply(lambda x:digit_ratio(x))
domain_withFeatures[ 'RRC' )= domain_withFeatures['Domain'].apply(lambda x:prc_rrc(x))
domain_withFeatures[ 'RCC']= domain_withFeatures('Domain'].apply(lambda x:prc_rce(x))
domain_withFeatures[ 'RCO']= domain_withFeatures['Domain'].apply(lambda x:prc_rcd(x))
domain_withFeatures[ 'Entropy']= domain_withFeatures['Domain'].apply(lambda x:prc_entropy(x))

[30]: # Generate features
extract_features()

[411: @ Change Type virable from DGA and Normal to 1 and 0
domain_withFeatures('Type'] = domain_withFeatures['Type'].apply(lanbda x: typeTo_Binary(x))

Now head to process the data

domain_withFeatures.head()

[ DGA_Family Domain Type DNL NoS SLM HwP HVTLD CSCS CTS UR CIPA contains digit vowelratio digitratio  RRC RCC RCD  Entropy
598985 none yismoviesga 0 12 1 90 0 10 000 0 0 0323333 00 0125000 0444444 00 2947703
669719 none tigercompl 0 13 1 60 0 10 000 O 0 023233 00 0200000 0333333 00 2251629
522313 none fishintrepidcom 0 16 1 120 0 10 000 0 0 0333333 00 0100000 0416667 00 3188722
B + X0 DO » = C Code v Python3 O
domain_withFeatures.describe() -
Type DNL Nos s HwP HVTLD cscs. s UR CIPA contains digit  vowelratio  digit_ratio
count 2183911e+06 2183911e+06 2183917e+06 2183911e+06 21839110406 21839116406 2183911€+06 2183011e+06 2183917e+06 21839110 2183911e+06 2183911es06 2183911e406 21
mean 542105901 1 1 1 5402151605 999864901 6776833¢-05 1057735¢-04 5711692e-07 00 1305612e-01 3060640601 340557802 2.
std 4982241601 5526419400 1.186975e-01 5451104600 7350416603 1.162156e-02 8231875¢-03 102840802 2088700e-04 00  3369199-01 1322036e-01 1002824e-01 1
min 0.000000e+00 1 1. 00 ¢
5% 1 1 1 ! o 00 2142857¢-01 0.000000e+00 1
50% 1 1 1 1 1 ! 00 31818186-01 0000000400 2.
5% 1 2 1 1 o 1 o 00 4000000e-01 0.000000e+00 3.
max 1.000000€+00 7. 41 6 1 1 1 1 1538462¢-01 00 1.000000e+00 1.000000¢+00 1.000000e+00 1¢
1 4
# Save the dote
domain_ +to_cev('data/domain Lesv',
# Load the data again I
domain_withFeatures = pd.read_csv('data/domain_sithFeatures.csv')
domain_withFeatures.head()
DGA_Family Domain Type DNL NoS SLM HwP HVTLD CSCS CTS UR CIPA contains digit vowelratio digitratic  RRC RCC RCD  Entropy
0 none ysmoviesga 0 12 1 90 0 1 0 o000 0 o o3 00 0125000 0444444 00 2947703
1 none tigercompl 0 B3 1 60 0 1 0 000 O 0 o3y 00 0200000 0333333 00 2251629
2 none fishinrepidcom 0 16 1 120 0 1 0 000 0 0 03333 00 0100000 0416667 00 3188722
3 banjori nplramentalisttanchonutcom 1 27 1 230 0 1 0 00 0 0 0304348 00 0266667 0521739 00 3675311
4 none bikepricesinnepatcom 0 21 1 170 0 1 0 000 0 0 0411765 00 0363636 0235294 00 3292770 i

Create the table: the values with blue color on the table show little correlation between
the two variables, we will remove these variables to reduce redundancy for the
algorithms we apply next.
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4 none bikepricesinnepalcom 0 21 1 170 0 10 00 O 0 0411765 00 0363636 0235234 0D 3292770 =

Create a correlation map to show correlation between 2 attributes
corrmat = domain_withFeatures.corr()

plt. figure(Figsize=(15,15))
sns.hestmap(corrmat, snnot=Trus, cmap= "RdBu_r")

k = 10 #number of variables for heatmap

cols = corrmat.nlargest(k, 'Type')['Type'].index

<m = np.corrcoef(domain_withfeatures[cols].values.T)

£, ax = plt.subplots(figsize=(16, 16))

sns.set(font_scale=1.25)

hm = sns.heatmap(cm, cmap = “RdBu_r”, cbar=True, annot=True, square=True, fmt='.2f', annot_kws={'size': 18}, yticklabels=cols.values, xticklabels=cols.values)
plt. show()

# Untitied ipynb x
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As we seen in the Map WP, HVILD, UR, CSCS has low correlation value so we will drop this value,also DGA_family and Domain we don't need for next step so we wil
drop it as well

drop_coluan = {'DGA_Family’, "Domain’, 'HWP', 'HVILD', 'UR', "CSCS')
# Drop columns
domain_withFeatures_fixed = domain_withFeatures.drop(drop_column, axis = 1)

domain_withFeatures_fixed.head()

Type DNL NoS SLM CTS CIPA contains digit vowelratio digitratic  RRC  RCC RCD Entropy

° 0 2 1% o o 0 0333333 00 0125000 0444444 00 2947703
1 0 1 1 60 0 0 0 0333333 00 0200000 0333333 00 2251629
2 0 16 1 120 0o o 0 0333333 00 0100000 0416667 00 3.188722
3 1 2 1 230 0 0 0 0304348 00 0266667 0521739 00 3675311
4 o 2 1170 0 0 0 0411765 00 0363636 0235294 00 3292770
domain_withFeatures_fixed.describe()

Type DNL NosS St s CIPA contains digit  vowel_ratio digit_ratio RRC RCC RCD Entropy
count 2.183911e+06 2.183911e<06 2183911e+06 2.183917e+06 2.183911e+06 21839110 2183911406 2.183911e+06 2183911406 21839110406 2.183911e+06 2183911e+06 2.133911e+06
mean  5421059%¢-01 1.796 1 1 1.057735¢-04 00 1305612e-01 3060640e-01 3405578e-02 2667058e-01 3.764959¢-01 1285510e-02 3.172528e+00

std  4982241e-01 5526419e+00 1.186975¢-01 54511040400 1.028408e-02 00 3369199e-01 1322936e-01 1002824e-01 1597517e-01 2084597¢-01 5491473e-02  5459297¢-01 I
‘min 1 Ak 00

5% 1 1 1 00 2142857¢-01 0.000000e+00 1.538462¢-01 2.500000e-01 0.000000e+00 2.855389¢+00

0% 1 1 1 1 00 3.181818¢-01 2500000e-01  3.913043e-01 0.000000e+00  3.272906e+00

™% 0 2 1. 1 00 4.000000e-01 5.000000e-01 0.000000e+00  3.577820e+00

max_1 2 3 1 001

Prepare variable for Training Dataset and Testing Dataset[4]
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75X 1000000e+00 2.100000e+01 1.000000e+00 1.500000e-01 0.000000e+00 00 0.000000e+00  4:000000e-01

- |

Python 3
0.000000e+00  356363646-01  5.0000006-01 0.0000006+00  35778206+00

max 1. T 6. 1.000000e - 00 00 1.000000e+00 1.000000e+00 1.000000e+00 1.000000e+00 9.583333¢-01 9.000000e-01 4.954196e+00

domain_withFeatures_fixed.isnull().sum()

Type

oL

WS

SLM

s

cIpa
contains_digit
vowel_ratio
digit_ratio
RRC

RCC

RCD

Entropy
dtype: int6a

Prepair for training and testing dataset

# Show independent voricbles and dependent varicbles
attributes = domain_withFeatures_fixed.drop('Type', axis=1)
observed = domain_withFeatures_fixed[ Type']
attributes.shape, observed.shape

((2183911, 12), (2183911,))

# SpLit the dataset into training dataset ond testing dataset

train X, test X, train_y, test_y = train_test_split(sttributes, observed, test_size = 0.25, random_state = RANDOM_SEED)

train_X.shape, test_X.shape, train_y.shape, test_y.shape

((1637933, 12), (545978, 12), (1637933,), (545978,))

Naive bayes algorithms[5] : This algorithm is processed in less than 1s.

* Untitled ipynb
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WNaSve Bayes Algorithas

# Use Goussion Naive Boyse to build o model
gnb = Gaussiank8()
#nb.fit(train X, train_y)

# Get the prediction
train_gnb_pred = gnb.predict(train_X)
test_gnb_pred = gnb.predict(test_X)

# Coluate the accurocy

score_gnb_train = round(accuracy_score(train_y, train_gnb_pred) * 100, 2)
score_gnb_test = round(accuracy_score(test_y, test_gnb_pred) * 100, 2)
print("Accuracy of Gaussisn Maive Bayes on training dataset: *, score_gnb_train)
print("Accuracy of Gaussian Maive Bayes on test dataset: ", score_gnb_test)

et: 66.52
66.6

Accuracy of Gaussian Maive Bayes on training da
Accuracy of Gaussian Naive Bayes on test datase

# Use Multinomiol Noive Bayes Model
mob = MultinomialN8(alphase.9)

mob. fit(train X, train_y)
test_mnb_pred = mnb.predict(test_X)
train_mnb_pred = mnb.predict(train X)

# Colculate the accuracy

score_anb_train = round(sccuracy_score(train_y, train_anb_pred) * 100, 2)
score_mnb_test = round(accuracy_score(test_y, test_mnb_pred) * 100, 2)
print("Accuracy of Multinomial Naive Bayes on training dat *, score_snb_train)
print(“Accuracy of Multinomial Msive Bayes on test dataset: ", score_smnb_test)

Accuracy of Multinomial Naive Bayes on training dataset: 79.94
Accuracy of Multinomial Maive Bayes on test dataset: 79.94

# Use Bernoulli Naive Bayes Model
bob = Bernoul1iN8(alphaz0.9)

bob. fit(train X, train_y)

train hoh nred = hoh nredict{train X\

Logistic Regression Algorithms[6]: This algorithm is processed in 30 seconds.

- |

[e]



- Random Forest Algorithms[7]: This algorithm is processed in 5 minutes and 15 seconds.
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Thanks for watching my tutorial
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