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Executive Summary

DHL Twilight is a cloud application to extend the delwergow for B2C (Business to
Customer) deliveries during peak times so that shipments, where a failed delivery was
made, can be-sranged for a delivery outside of the normal working hours when the
customer would be expected to be at home. As an envptokew for DHL Express

Ireland forover5 years | was able to monitor courier reports, shipment volumes and have
meetings withDHL Operation managers to understand the business case and
requirements for the DHL Twilight cloud application. All repodsreetings with the

DHL IE Operations management have confirlyes on year increagesleliveries to
residential addresgbsth in absolute terms and as a proportion of total delidenie®)

peak periods including Black Friday weekend and Christmas.

DHL Operations provided a report breakdown of the total and percentage average daily
inbound volume in to DHL Dublin HUB throughout 2017,

==f==[IHL IE Inbound Daily Volume Avg. %
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As confirmed the daily inbound volumsignificantly increageluring the month of
November and December, Black Friday/Cyber Monday weekend and Christmas holiday
season. Itisthese peak periods that DHL Twilight is targeting to assist with the same day
completed shipment delivery rate.

The DHL Twilight cloud application provides a scaldbleveryplatform toallowDHL
employees the opportunity to assist withaaddeliveries during thessakperiods whilst



maintaining full transparency and traceability for the delivery status and eeduce th
workload on the couriers during peak seasons ensuring that their delivery routes are not
impacted by having to-attempt deliveriesThe DHL Twilight cloud application is fully
scalable across all platforms reducing the requirement for DHL scahisessl] in turn

allow for cost savings on courier scanners and expand the network delivery times to fit

that of the customer.



Introduction

The Final Technical Report det#iis business case and implementation of the cloud
application, DHL Twilighthat was developed as part df ¥ dar Software Projectthé

National College of Ireland. The Final Technical Report will outline the background and
requirements for the cloud application detailing the technical approach that was
implemented for its teery.

Background

| have been working for DHL Express Ireland for over 5 years in their Ecommerce &
Customer Integration department. The department is located within the DHL Express
Dublin HUB facility that is the central distribution centre in tel&hilst working for

DHL Express | havhad the opportunitp look at thehe business from both an internal
perspectivand external customer point of view. The Ecommerce departnuemtiges
Intrapreneralship and adways looking for ways topirave business processes and the
customer experience. With this in mind | have kept a close eye on trends and areas where
| believe innovation can improve our services. | noticed that during peak periods
throughout the year e.g. Black Friday & Christvhas deliveries sigdintly increase

that the demandsm the couriersoseand the first time delivery rate Wwagher This can

be attributed to both the increase of B2C (Business to Customer) deliveries and customers
not beirg at home when the courgallresulting in the delivery having to be rearranged

and a second delivery attempt made. Often during these busy periods a call would be
made to all staff to assist with local deliveries and tHese deliveries would not have

the same traceabildtye to scanners not being available/used therefore completion scans
would not take place. This reoccurring situation and loss of full traceability caused by ad
hoc deliveries is what triggered the idea
DHL Express Twilight.

Currently DHL Express offer timed delivery between the working hours-5p@ewvith

advanced delivery windows available at a premium, for example Express Pre 12 ensures a
delivery will be made by 12pm the following working day.felyelk of a DHL Express
shipment is fully transparent and traceable by the consignee by tracking their shipment
using their dedicated AWB (Airway Bill) number. This AWB number is present on the

shipment label on the package in the form of a uniqueitlt@uhtdper and barcode



interpretation. It is this barcode that the courier scans using designated DHL courier
scanners and selecting the relevant 6check
when a shipment is collected the courier scans the A¥dBdasing their DHL scanner

and selects O6OPicked Up®6 from the menu opti
the DHL network that is then visible against the AWB when traickedv.dhl.ie This

process is rephted at all major events of 8fépmentf our ney i . e. O0With
6Del i veredd. A shipment is considered comy
at which point the consignee also signs the courier scanner to confirm POD (Proof of
Delivery) that is also linked to the AWB.

Aims

The DHL Twilight cloud application provides a scalable delivery platfornihime ad
deliveries tdhavefull tracability for the last leg of the delivery and extend the delivery
window for B2C deliveries during péakes so that shipments, where a failed delivery
was made, can beareanged for a delivery outside of the normal working hours when the
customer would be expected to be at home. This will reduce the workload on our couriers
during peak seasons ensutivag their delivery routes are not impacted by having to re
attempt deliveries.

A brainstorming session was attended with DHL Ecommerce Management during the
initiation stage of this project to help scope the concept and layout the éoppesactix

F, ppage 100 The vision for this application is to provide a more flexible and scalable
solution to the current courier scanners allowing for cost savings and expanding the
network delivery times to fit that of the customer.

Technologies

There were a nurebof applications, programming languages and tools specified within
this document tdevelopDHL Twilight hosted on the AWS cloud environment to allow
full scalability including;

T PHP - Hypertext Prgrocessor

1 SQL - Structured Query Language
1 JS - Javascript

1 JQuery - JavaScript Library


http://www.dhl.ie/

T HTML - Hyper Text Markip Language
1 CSS - Cascading Style Sheet
1 Bootstrap -HTML, CSS & JS Library
1 AWS - Amazon Web Services
1 EC2
1 RDS (MySQL)
1 Route 53
1 Cloud9
1 GitHUB - Online Repository
1 Cloud9 - IDE DevelopmenE&nvironment
1 Google - Google Maps Waypoint API
1T DCG - DHL Customer Gateway
1 FTP - File Transfer Protocol
1 STP - Securd-ile Transfer Protocol
1 Filezilla - Cross Platform FTP Application
Structure

DHL Twilight provides a fully functioning cloud applicaseoalable across all platforms,

allowing users to;

= =4 4 4 -4 -4 -2 -5 _a -2

Register with their DHL staff number

login with their unique credentials,

capture the AWB(Airwayhbill) tracking number on a label,
review the destination address,

view an optimal route planner for their deliveries,

update the status/checkpoint of each shipment

assign POD / customer nameailwAWB tracking number

send updated tracking eventth®DHL customer gateway (DCG)
view user shipment history with advarsesdch filter

view user profile

10



The DHL Twilight landing page displays an overview of the application and provides users
the ability to logn or register. Once a user is logged in to the cloud application they will
have full access to all functiond aisibility of their shipment history. The new delivery
process begins with the user being able to captureidgoeAWB(Airwaybill) tracking

number present on all DHL Express labels, this retireves the shipment details including
the consignee addresEhe application then calculates the optimal route for deliveries
based on the address details for all shipments captured. The option to update the status of
each s hi pehveradt Noteddorgedis pvided including POD(customer Proof

of Delivery) apture The last part of theHL Twilight shipment delivery cyad#owes

users to transmit updates to DHIdapng the Live Shipment statisble atvww.dhl.ie

1. Twilight Courier collects
shipments from DHL
Reception

5. Transmit
update to DHL

~

.')/, 4
4. Update Checkpoint 3. Plot Route

11
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System

User Requirements definition

The DHL Twilight cloud application has been designed to provide a platform to allow
registered DHL Express staff/users to complete the shipment delivery process and view
all completed shipments. All registered users will be granted access to required
funaionality by registering with their DHL Express staff number as their unique ID to
provide security and traceability for all users. The future scope for the application is
provide a secure log in for administration access to view and monitor user actions.

The DHL Twilight Application provides two different types of user with the Admisitrator

userin scope for future development;

1. New User
1 Unregistered- User does not have a login
1 View Home Paged User has access to view the homepage

1 Register Nowd User can register for an account

2. Reaqistered User

1 Login 0 The registered user can access user account homepage

1 New Shipmentsd User can enter in new shipments & retrieve delivery
address

1 Plot Route - User can view the optimal route plan for open debveri
deliveries

1 Update Checkpoints @ The user can update checkpoints of pending
shipments

1 Capture Consignee Signatured User can enter and assign POD /
customer name to AWB
Transmit checkpoint 8 Transmit AWB checkpoint update to DHL

1 View Shipment History d User can view all completed shipments

3. Administrator Used Future Scope

12



1 Login & Administrator has access to login to the administration side of the
site with full privileges.

1 View all Shipmentsd Administrator can view all shipments that have been
enteredy all users

1 View/Edit User Profile d Administrator can view & edit all registered users
profiles. This option is only available to the administrator to add a layer of
security. Only the Administrator can edit user profiles and any user profile
change iguests must go through the Administrator.

The AdiministratotJser was originally scoped for the intial development of the DHL
Twilight cloud application. All administrator tasks are currently handled by the system
administrator for this release. The administrator user was considered surpluss to
requirements untihe application pulls orders directly from the DHL network. This has

been marked for future development.

DHL Twilight is targeted at DHL Express employees only to comply with the security and
integrity that the company requires for shipment courieergleli All DHL Express
employees undergo required training and certification as part of joining the company as
well as a staff ID that are all required in order to register for the application. Based on the
specific demographic that this applicationrgetied towards internal communication
including links to the site will be used to provide maximum visibility to the target audience.
The familiar official DHL colours, branding and functionality are specifically aimed at
DHL Express employees providingwséy and clarity on its functionalities.

FunctionaRequiremesst

During the lifecycle of the DHL Twiligtibud applicatiodevelopment the initial Project
Proposal (Bpendix  andTechnical Repo(fAppendix G outlined the requirements in
scope to deliver the application. Thechnical Bquirment$Specification (Appendix)G
presented at the Mid Point examination detailed that the DHL Twilight cloud appliaction
use caeconsisif the following

13



Use Case

DHL Twilight _|

i

@
ll - -l
@
Browse II\
Hamepage /

=== Capture New
' y Shipment
Sign In t
<<includes>> Update Shipment Table
_____ 5 Update -} -
! 1 Checkpoints Update Ship Table
=<includes=> /
Log — .
Mew Shipments i

| Time
View Shipment
Histary

New|User

Registerad Lisai

1 Update Shipment Table
=<inciudes=>

1
™ Capture
. Consignee Signature

1
Browse
Homepage
@
)
I'\
|
Wiew Al
Shipments
Wiew

Registered
Users Profiles.

Admin User

Each defined user type detailed aelias access to the following functionalities;

New Users
1. Register Now
Registered Users
2. Sign In
Capture Shipment/AWB number
Plot Route
Update Checkpoints

U O

Capture Consignee Signature
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7. View Shipment History
Administrators d Future Scope

8. Signin

9. View allshipments

10. View/Edit Registered user profiles

Based on these functionalities the below 7 core requirement use cases are defined;

Requirement 10 Register Now

Description & Priority

This provides O6new userso6 t haegthrebuniquety t o r
DHL St aff number and gain full access to t

functionalities.

Requirement 2- Sign In

Description & Priority

This is the secondary function prod®iding a
users | anding page and specific functional
of the main Home Pag@his is listed as a priority 6 requirement.

Requirement3 0 Capture New Shipments

Description & Priority

Registered users can log nesigasd shipments into the cloud applicationretnigve
destination address. This is a priority 1 function enabling registered users to log new
shipments and begin the delivery cycle.

Requirement4 6 Plot Route

Description & Priority

This requirement @is the optimal route for all shipments captured and submitted ready

for delivery. Based on the receiver address the system calculates the most efficient delivery

route. This is listed as a priority 2 requirement.

Requirement5 6 Update Checkpoints

Description & Priority

15



This requirement allows the Registered User to select assigned AWB number and update
I'ts checkpoint. Once a ohi PpMercheddwane 6b e e n
the shipment is considered compldteis is listed as a prity 3 requirement.

Requirement6 6 Capture Consignee Signature

Description & Priority

This requirement allows the registered used to capture the signature of the consignee to
act as OProof of Deliveryo f or inkeditethes hi pmen:

AWB number.This is listed as a priority 4 requirement.

Requirement7 o View Shipment History

Description & Priority

Thi s requi rement i's provides the O6Regi ste
shipments that have been completdtk Registered user only has privileges to view their

own completed shipment history whereas the Administrator User can view all completed

shipments for all user$his is listed as a priority 5 requirement.

*For adetaildateakdown of each use case please refeintortheadreport (Appendix G,
pages 1237.

Core Functional ComponedOptimal Route Planner

The core functional requirement for the DHL Twilight Cloud Application will be
designingandimplemenh g t he route planner for the cou
The application will display the AWB (Airwaybill) / tracking number of each shipment

and the associated delivery address and calculate what route the courier is to take and
display theswithin an embedded map. Extensive research was undertaken and a number

of approaches for optimization and search algorithms considered.  Genetic algorithms
have been devised to tackle complex search
approact o finding the opti mal result from 6nd
Algorithms look to reduce the size of the search by randomly selecting sections of the
graph search area and iterating thr.ough th

16



One GA considered was the O06AnNt Col onyd opi

search through graphs liken to that of an ant cgldoymetaheuristic.org)

Non-Functional Requirements

The nonfunctional requirements outline the operation rather than behaviour of the
system. The neunctional requirements in scope for the DHL Twilight cloud application

are listed below;

Performance/Response time requirement

The response and performea times for the DHL Twilight will aim to replicate the
standard | evels deemed acceptable by user s
Standardso6é for this matrix the DHL Twilight
times of around OsSeconds. This target is driven by projected initial base of 1000 users,

the approximate number of DHL Express employees in the Dublin area. DHL Twilight

will be hosted on the AWS EC2 cloud environment that will manage the
performance/response times of ttloud application ensuring the resources are available

to meet the required demand. This projected response time and number of users will need

to be constantly monitored to ensure continued performance levels and relevant

forecasting of usage.

Availability requirement

DHL Twilight can be accessed 24/7 by all user types. Although access and availability to
the site is constant the peak usage periods will be between 17:00 and 23:00 GMT coinciding
with the delivery window this application is targetimgsedBon the recognised and
forecasted spike in use of the DHL Twilight application it is important to host the
application in an environment that can adjust to these demands and keep running costs
down. The AWS EC2 cloud environment is targeted afoisftfluctuating usage time

scaling servers to meet that of the applications demands at any given time.

Recover requirement

The DHL Twilight cloud application will have all running documents and scripts backed
up in GitGub. On release to productioe ttioud application will be hosted on AWS

17



EC2 along with the SQL database. All physical and backup servers will be managed and
maintained by AWS. In the event of any downtime to a required server the backup server
will be initiated to ensure continuedfq@genance levels and recoverability of all secure
data. DHL Twilights core functionality requires for data to be stored and written back to
the DHL DCG gateway including all AWB numbers, checkpoint updates and PODs.
Under data protection laws all infotiora collected and used by the DHL Twilight
application must be kept secure/private and fully recoverable and available to the

individual on reque@Dataprotection.ie)

Robustness requirement

The DHL Twilight cloud applicatn undewentthorough testing to evaluate its robustness
including stress testing to ensure that the site remains responsive and provides informative
error handling messages to identify the root cause of any error encountered. Any errors
encountered inhe live environment the user will be advised to contact the site

administrator and quote the error message displayed.

Security requirement

Security is a primary focus area in designing the DHL Twilight cloud application. As
personal data is exchangetiveen servers it is vital to ensure that all connections and
transfers are encrypted and secure. The main data transfer #oWSthee serveao

the DHL DCG gateway containing the AWB number and checkpoint will travel via an
SFTP link. All data commications will be encrypted with SSL certs. The AWS EC2
cloud environment hosting the application will ensure the security and integrity of the site
with malicious attempts to access the server side of the application being blocked/denied.
Another majo security concern is the registration of new users. The DHL Twilight
application will be released initially to DHL Express employees in the Dublin area only.
As part of the registration GUI form new users are required to provide their 4 digit DHL
Expres staff number, this staff number acts as a two way verification with all DHL
Twilight users having to show their DHL Express badge (including staff number) on
collection of any shipments that will be cross referenced against the database of registered
uses by the Administrator user to confirm identity. All shipments are logged against the
registered user staff ID to provide full traceability. User passwdrdewdtypted using

the md5 hash function.

18



0Cl oud security Astan AW Sustonser, yohvell bénefigfiora & data genter o r
and network architecture built to meet the requirements ofsémsitnesorg@cuzayions.

Amazon EC2 works in conjunction with Amazon VPC to provide security and robust network
functwmal ity for your compute resources. O

(Amazon Web Services)

Reliability requirement

Another advantage of hosting the DHL Twilight cloud application on AWS EC2 is that
the management of the server reliability and badkamied by AWS. AWS is the leader

in the Cloud Service provider and has the infrastructure and support to ensure any down
time of the site is eghzero/minimal. A full endo-end testing will be carried out within

a test and live environment to enslréunctionality works as expected with no errors

and without loops. The application will also undergo full UAT that will provide reports
on user errors. It is vital that the application is fully functioning particularly during the
peak delivery window7:0 23:00 GMT Monda§ Friday. AWS EC2 environment will

scale to meet usage demands on the system.

0OAmazon EC2 offers a highly reliable envi
predictably commissioned. The serviteliunsn Amazonds proven netw
centers. The Amazon EC2 Service Level Agreement commitment is 99.95% availability for
Amazon E GARnaRme\Wdb Sanvices)

Maintainability requirement

To ensurehat the DHL Twilight application can be fully maintained and built upon it is
essential that all code and functionality is captured and documented fully. All code and
scripts that are created within the test environment will be fully commented dating ini
development and versions/updates to the application will be stored separately within
Git Hub for ks. Gi t Hub wi I | supply a ol iwvi
comments on code and text on each release/version. On release to production the DHL
Twilight application a fully detailed release guide will be created detailing all functionality
of the application, code/ programming languages used and where to locate each segment.
This document will be release based with any new update or releasspplidation

requiring a new version of this document listing all new updates signed off by all
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stakeholders. All support documentation and GitHub repositories will be available to all

support staff and current and future developers.

Portability requirement

The DHL Twilight cloud application is based around users on the move, being able to use
the application across all platforms is essential. The application will be designed to scale
across all devices including Android and iOS mobile phorsesingthat the application
functions are compatible and easy to use on smaller mobile devices will be of primary
concern during development. Extensive UAT will be completed to ensure that all users

can easily access all functionality required.

Extendibility requirement

The initial release of the DHL Twilight cloud application is targeted at DHL Express
employees within the Dublin area only. Future scope for this application would see the
application extend across a larger geographic to includasatif éareland. This would

require further advancements to the registration process and administrators available at
DHL Express sites across all access points. Further advancements to the current
functionalities could include the ability to pull additisimpment detail on the AWB
barcode scan including all address data. This would require further communications
between the DHL Express-liouse management systems and the DHL Twilight
application; this in turn would push the need for extended securantoations and

connections.

Reusability requirement

The reusability of code will be present across the application to inherit consistent views,
functions and methods. The DHL Twilight cloud application will consist largely of user
generated data thatllvall be stored and accessed through a database. Temporary PHP
files will be used to retrieve and display unique user data on request. Reusing this retrieve
PHP method will allow for code reusability to enable efficiency.

Resource utilization requirenent
The DHL Twilight cloud application will be created and delivered by 1 developer in
alignment with the project deliverables, timeframes and deadlines that have been laid out
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within the Project proposal. The Project management will be monitored evitkdont
with the aid of a Gantt chart that was created to provide the developer a clear and
structured approach to achieve all deliverables and the RTP within the specified timeframe.
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Design and Architecture

The DHL Twilight cloud application is hosted on AWS EC2 cloud server providing the

infrastructure and scalability to meet the usage demands. The application is centred around
an AWS RDS(Relational Database Service) that provides user validatiomgdatendtor

read/write operations to enable all functionalities. The below system architecture diagram

depicts the system and flow.

DHL Twilight System Architecture Diagram

HomePage
+ Sign In: Form
+ Register Now: Form U Register Now
- First Name : (string)
- Last Name : (string)
- Address (string)
[ - City : (string)
0.1 - Telephone Number : (int}
EC2 | - Staff |D Number : (int)
I .| - DHL Express Department : [string]
! 1-" 1. eMail Addresss : (nvarchar)
| - Password : [nvarchar)
Sign In
i + Submit Registration ()
- Username : Form
0.1 |- Password: Form LU
- SignIn ()
1.
- i
| Registered User View Shipment History
View All Shipmante Administrator User i
o e - View Completed Shipments
- View all completed shipments (fist) - Username : nvarchar - Password : nvarchar
- Password : nvarchar - Staff ID :int
|- 0. 1.* —- Staff ID : Int - - 0.1 —— 1.* — - Sart completed Shipments{list]
- Sort Completed Shipments (list) - - View profile (list) - Search Completed Shipments (form)
- Search all Completed Shipments {form) - Logout ) - Log New Shipments: (|
- View Shipment History ()
- Logout {)
I
0.1 |
] AWS ROf MySQL 04
I
4
1
View/Edit Registered User Profiles
- Wiew All User Profiles (list)
L
- Edit User Profiles (form)
- Sort User Profiles (list
Esehdagibiitaed [,]mmJ Capture New Shipment Plot Route Update Checkpoints Transmit to DHL
- Home () - Update Checkpoints ) - Home () - Home ()
- Plot Routef) - Add more shipments () - Transmit () - Route Planner ()
- Route Planner (} - Checkpoints ()
- AWB Number Capture: Form  |——{ - Select Delivery address: (list) [ ga1ct AWE Number: 0 s Checkpoint: )

- Submit: ()

- View Map: ()

- Enter POD

- Select Checkpoint: {)

- Submit Checkpoint Update: ()}
- View Checkpoints: {}

- Submit Update: ()

e

= =) 7/ A

www.dhl.ie

DCG - Customer

Gateway

FTP

Server
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As can be seen in the above system architecture the AWS RDS is central to infrastructure
of the application. All user registration and sign in information is stored and validated
through SQL queries to the RDS. The core functionalities within theiapphicauding

shipment history, capture new shipment, optimal route planner, update checkpoints and
capture POD all read and write to the database to provide a full repository of each users
shipment delivery cycle. The shipment data stored in thealatabes used generate

and send a file to the DHL gateway to process each shipment status and digplay on
live www.dhl.ietrackingwebsite This architecture wdmsedupon the application
requirementset out inthe midpoint Technical Report (Appendiy &d the need for a

central repository fatorageand validation.

Cloud Provider AWS

There were a number of considerations when deciding how to host the DHL Twilight
cloud application. The coding and devegd of the application was completed in house
therefore it was the platform and services that were required by a cloud provider. The
AWS EC2 cloud environment and AWS RDS were chosen as the main cloud services due
to their standing as one of the leaghrmyiders in the market, the scalability models and

the relative ease to implement along with comprehensive support documentation and
agents. AWS provides free tier usage for its services that fit the DHL Twilight cloud

application current requirements;

Service Free Tier usage limit
RDS - Storage 20 GB-Mo

RDS - Instance 750 Hrs

EC2 - Linux 750 Hrs

EBS - Volumes 30 GB-Mo

The above shows the AWS services that were configured to host and run the DHL
Twilight cloud application and the levels to which the application can run without cost.
Exceeding these limits incurs usage costs however due to the current perfadshnce m

for developing the DHL Twilight application these limits currently exceed requirement.
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PAAS (Platform as a Service)

A PaaS (Platform as a Servigfatructure was chosen as the this moaelided the
infrastructure, server and services within stetioscalable environmaeguired to
develop and run the DHL Twilight cloud application

In House AWS

Application Runtimes
Secutity & Integration
Databases
Servers
Virtualisation
Server HW
Storage

Networking

The above table outlines thanagement responsibilities within a PaaS environment with
the application remaining in house and all other requirements outsourced to AWS.

Based on the system architecture a number of AWS services were required in order to
build and host the DHL Twiliglestoud application;

EC2 (Elastic Compute) Cloud Hosting Environment

AWS EC2 Public Cloud ownership model was adopted as this provided the scalability and
flexibility that was required for the DHL Twilight application offering idremsage of

750hrs thaéxceedrequirements. If the requirement for additional usage is required this
can be increased at an additional cost.

Instance: | i-07ac7418fb53b5b07 Elastic IP: 34.241.93.217 ]
Description Status Checks Monitoring Tags
Instance ID  i-07ac7418fb53b5b07 Public DNS (IPvd)  ec2-34-241-93-217.eu-west-
1.compute.amazonaws.com
Instance state  running & IPv4 Public IP  34.241.93.217
Instance type  t2.micro IPvBIPs -
Elastic IPs  34.241.93.217" Private DNS  ip-172-31-13-148.eu-west-1.compute.internal
Availability zone  eu-west-1b Private IPs =~ 172.31.13.148
Security groups  launch-wizard-2. view inbound rules Secondary private IPs
Scheduled events  No scheduled events VPCID  vpc-c37bb4as
AMIID  ubuntwimages/hvm-ssd/ubuntu-xenial-16.04- SubnetID  subnet-e1b35¢87
amd64-server-20180109 (ami-4d46d534)
Platform - Network interfaces  eth0
IAM role - Source/dest. check  True
Key pair name  TwilightDHL T2 Unlimited  Disabled
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An Elastic IP address was created and assigned to my AWS account to enable dynamic IP
assignment. Assigniag elastic IP allows for an EC2 instance to be start/stopped and
remap the assigned IP to my AWS DNS;

[} Name ~ Elastic IP ~  Allocation ID ~ Instance ~ Private IP address - Scope ~ Association ID ~  Network Interface ID

e 34.241.93.217 eipalloc-f5db70c8 1-07ac7418fb53b5b07  172.31.13.148 vpe eipassoc-814ef77d eni-4537376b
Address: 34.241.93.217 _ NN
Description Tags

Elastic IP  34.241.93.217 Allocation ID  eipalloc-5db70c8

Instance  i-07ac7418fb53b5b07 Private IP address  172.31.13.148
Scope vpc Association ID  eipassoc-814ef77d
Public DNS  ec2-34-241-93-217.eu-west- Network interface ID  eni-4537376b
1.compute.amazonaws.com

Network interface owner 225434174966

RDS (Relational Database Service) MySQL Instance
AWS RDS MySQL instance was configured to provide a cloud hosted DB and allows up

to 20GB free storagend read/write access to DHL Twilight data.

RDS Instances pkdhltwilight

pkdhltwilight

Summary
Engine DB instance class Info DB instance status Pending maintenance
MySQL 5.6.37 db.t2.micro available none

Route 530 twilight -couier.com
AWS Route 53 is a scalable domain name system web service that allows end users to be

routed to web applications. A unique DNS was purchasgkghtcourier.comand
assigned to the DHL Twilight cloud application hosted eleastic IP to provide a relevant
hosted address for end users;

[ ] Name ~ Elastic IP - Allocation ID ~ Instance ~ Private IP address - Scope ~ Association ID ~  Network Interface ID

(] 34.241.93.217 eipalloc-f5db70c8 i-07ac7418f53b5b07  172.31.13.148 vpc eipassoc-814ef77d eni-4537376b

Address: 34.241.93.217 NN

Description Tags

Elastic P 34.241.93.217 Allocation ID  eipalloc-f5db70c8
Instance  i-07ac7418fb53b5b07 Private IP address  172.31.13.148
Scope vpc Association ID  eipassoc-814ef77d
Public DNS  ec2-34-241-93-217.eu-west- Network interface ID  eni-4537376b
1.compute.amazonaws.com

Network interface owner 225434174966
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SSL Certificatiod twilightcourier.com

You are here: Home > Projects > SSL Server Test > twilight-courier.com
SSL Report: twilight-courier.com (34.241.93.217)
Assessed on: Wed, 09 May 2018 18:23:18 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

coruncas
protoco!

Support

<oy [

Exchange

Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are
documented here.

Certificate #1: RSA 2048 bits (SHA256withRSA)

Server Key and Certificate #1

Subject

Common names
Alternative names
Serial Number
Valid from

Valid until

Key

Weak key (Debian)
Issuer

Signature algorithm
Extended Validation
Certificate Transparency
OCSP Must Staple
Revocation information
Revocation status

DNS CAA

Trusted

Certificates provided
Chain Issues

#2
Subject
valid until
Key

Issuer
Signature algorithm

Certification Paths

®

Additional Certificates (if supplied)

twilight-courier.com

Fingerprint SHA256:
Ubﬁ;g;caﬂsaﬂbddﬁc&l:ﬁ!i-iez:’.eza‘lUBBSGDDeCIB(]QdeMedfaESTSG—
glln SHA256: 2v4dQSYDI5Vis1ShBLNW]hhvanxywBuxMZTRVIdRISU=
twilight-courier.com

twilight-courier.com

0432814c68000db74ed30b17b2cc9dI04D6TT

Wed, 09 May 2018 17:16:57 UTC

Tue, OF Aug 2018 17:16:57 UTC {expires in 2 months and 28 days)
RSA 2048 bits (e 65537)

Mo

Let's En cr}rpt Authority X3
AlA: hitp:/icert.int-x3.letsencrypt.org/

SHAZEEWIthRSA
No
Yes (certificate)
No

oCsP

OCSP: http:ffocsp.int-x3.letsencrypt.org
Good (not revoked)

No (more info)

Yes
Mozilla Apple Android Java Windows

2 (2732 byles)
None

Let's Encrypt AuLhorItg X3

Fingerprint SHA256: 2584 7d668eb4f041d-
d40b12bEb0740c567daTd024308eb6c2c96fed 1d9de218d

Pin SHAZ256: YLh1dURSy6K]a30RrAn7 JKnbQG/UEILMKBgFF2Fuihg=

Wed, 17 Mar 2021 16:40:46 UTC (expires in 2 years and 10 months)
RSA 2048 bits (e 65537)

DST Root CA X3

SHAZEEWIthRSA

Click here to expand
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HTTPSA twilightcourier.com

HTTPS was enabled for the DHL Twilight Courier website obtaining a certificate through
CertBot.eff.org;

& Secure | https://twilight-courier.com/IndexHTML/DHLTwilight.html

DHL Twilight

—DAa

DHL DCG (DHL Customer Gateway)

The DHL Twilight cloud application is fully hosted on AWS to provide a platform and
process data for all application functionalities. On completion of a shipment delivery and
transmition of data to DHL the updated status of a shipment is then reflethed on
tracking page through the mamvw.dhl.iewebsite. To achieve this the data that is
captured from a shipment completed through. OMiilight is transferredia an FTP
serveito DCG. An integration was configuretthin DCG and mapped to the shipment
status update file generated from the DHL Twilight applicafibea DCG integration

was configuretb digest new files from the designated FTP file path and translate the
shipment data and output results tditleavww.dhl.igracking site. The DCG integration

was configured to accept a standard @8\ile from the DHL Twilight application
containing the manadtory data required to ideinéfsttipment, translate the data, feed in

to the backend DHL systeraad output the status update agianst the shipment number

on thewww.dhl.igracking site.
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The PK_Twilight DCG Integration Profile was configured,;

~»sre. DCG Framework 420

INTEGRATION *

Customer PK_Twilight_ Integration PK_Twilight_BPI Tracking ( )

Integration OvervieW  pagic properties  Customerside  BLS  Backend

Description

tracking for internal project. Sending bespoke checkpoints via csv.

Overview Business Logics (0)

Message format name  Standard CSV for Tracking BPI s Tl Eueis

The message format selected fronptaeefined DHL tracking specification;

CUSTOMER COMMUNICATION METHOD ' ?

Production Methods  ?

Method id Method Name Communication Type
- PK_Twilight FTP ETP receive
Receive
~ Add Method

CUSTOMER MESSAGE FORMAT ' ?

Name Standard CSV for Tracking BFI
Properties Flat file delimited , CSV | 2.0

DHL REGIONAL
Standard

Piece true
enabled

Description  this is standard message format for Tracking BP| which can be offer
to possible new 3rd parties

Select message format
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The communication and FTP server details defined for file retieval;

COMMUNICATION METHOD

Customer PK_Twilight TEST (145488)

Name * PK_Twilight FTP Receive Id 73305
Type FTP receive v Usedin PK_Twilight_BPI Tracking (170792 Tracking BPI process)
integrations
Global
Host name * ftp3.dhl.com
FTP port

Password *

Transfer type MNone | =
ASCIl mode None | =
FTP folder * linftwilight

Remote filename mask

Delete remote file MNone =
Remote archive Y -
Remote archive folder linftwilight/archive

The FTP fetch scheduled to minimum periodical time of 5 minutes;

Schedule

Schedule | periodically = cach” 5: Minutes =

The DCG PK_Twilight integration was configured to accept csv/.bdrdesiapped to
successfully translate the below sample file structure;

Header;20180509;IntegrationID
Detail;6;ServiceCode;Facility;20180509;215611;+01:00;AWB#;PiecelD#;NH;P OD; RgDyeleaim«
Trailer;6
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Implementation

AWS RDS MySQDesign

The DHL Twilight cloud application revolves around a central cloud hosted database,
6 Member s o, for storing and accessing data
designed with these twoweg r e ment s f ormi ng the tabl es.
are named ORegi st er ed 0 databbadstrugtgrddiagmmme nt s as

ﬂ ¢ Members Registered ﬂ ry Members shipments
s username : varchar(255) 2id : bigint(11)
2 password : varchar(255) gstaffNo : int(4)
2 ’name : varchar(255) #awb : bigint(10)
2 .email : varchar(255) = pieceNo : varchar(100)
= dept : varchar(255) = status : varchar(255)
# staffNo : int(4) = statusCode : varchar(35)
2 address : varchar(255) - address : varchar(255)
= city : varchar(255) = city : varchar(255)
#phone : int(30) 2 pod : varchar(255)

= date : varchar(35)
2time : varchar(35)
stransmit : varchar(10)

Each record within each table was assigned to relevant variables to handle the data
assigned. TikRegi st eredod6 table was created to prc
and their details. This table is referenced throughout the DHL Twilight application to

vali date user access and session mamangemer
to act as a ODummydé DHL shipment repositor
table manually by the system administrator. This was a requirement due to the sensitivity

and availability to the DHL network. DHL adhere to strict datacposteegulatios
preventingaccessibility to the Live shipment DB. After thepuidt Presentation
feedback and discusstions with my Project ¢
DHL database storing test shipments to allow the DHL Twilight cloud applecétith t

all functions. The O6shipmentsd table provi
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also performing required read/write operations against assigned shipments updating the

status detail as the shipment delivery is completed.

Requirementstigration

User Registration

The user is navigated to the registration page and displayed with a form to capture all
mandatory details including Email address and passwords to access the site. The
Registration page was created using HTML/CSS for thardoktyling and PHP to

i nteract with the Members database to val.i
table. All fields within the registration form are mandatory with validation controls being
applied to 6Staff NceregistrationEfoma validétionasrcatried Pa s s w
out using a series of PHP calls and references. The main registration page includes the
0server.phpo & O6errors.phpd files with dat :
of them;

The Registration filet art s with the 6server.phpd inclu
the Members DB,;

<?php include('server.php') 7>
<!DOCTYPE html>

<html>

The form includes the O6errors. phpd and capil

rrors.php'); 7>

<div class="form-group">

<label>Name</1abel>
<input type = "text" name="name" class="form-control" placeholder="Your name'| value="<?php echo $name; ?>">
</div>

<div class="form-group"> <label>Address</label>
<input type="text" name="address" class="form-control" placeholder="Your home address" value="<?php echo $address; ?>">
</div>

<div class="form-group"> <label>City</label>
<input type="text" name="city" class="form-control" placeholder="Your City" value="<?php echo $city; ?>">
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When the wuser clicks the O06Registerd submit

to O0reg_user 0;

<div_class="form-aroun">

<button type="submit" class="btn-primary" name="reg_user">Register</button>
</dih

From the values caputured on the registrat
entry to ascertain whether the data is incomplete or is not unique. All fields are mandatory
with 2 requiring unique value;
1. Staff Nod This must be anique DHL staff number and is checked against the
current ORegisteredd users within the 0
2. EmaildThe emai | address must be unique as
application. The Email i s secslwighmkhe d agai

6 Member sd db.

$user_check_query = "SELECT * FROM Registered WHERE username="$username' OR staffNo='$staffNo' LIMIT 1";
$result = mysqli_query($db, $user_check_query);
$user = mysqli_fetch_assoc($result);

if ($user) { // if user exists
if ($user['username'] === $username) {
array_push($errors, "<p style='color:red'> *Username already exists</p>");

}

if ($user['staffNo'] === $staffNo) {
array_push($errors, "<p style='color:red'> *Staff Number already registered</p>");

}

The 6server.phpd also checks to ensure t hat

form validation: ensure that all manadatory fields are rilled 560

by adding Carray_push()) corresponding error unto $errors array

(empty($name)) { array_push($errors, "<p style='color:red's *Name is required</p>"); }
(empty($address)) { array_push($errors, "<p style="color:red's *Address is required</p>"); }
(empty($city)) { array_push($errors, "<p style='color:red's *City is required</p>"); }
(empty($phone)) { array_push($errors, "<p style='color:red's *Phone Number is required</p>"); }

(empty($dept)) { array_push($errors, "<p style="color:red's *Department is required</p>"); }
Cempty($staffNo)) { array_push($errors, "<p style="color:red'> *Staff Number is required</p>"); }
Cempty($username)) { array_push($errors, "<p style="color:red'> *Email is required</p>"); }
Cempty($password_1)) { array_push($errors, "<p style='color:red'> *Password is required</p>"); }
if ($password_1 != $password_2) {
array_push($errors, "<p style='color:red'> *The two passwords do not match");

32



If any of the conditions for registration are not met then the form returns an error back to
the user indicating thdtere are mandatory fields not complete or not unique. If all
registration requirements are met when t he

A

the new users details are written to the 0

Password Encryption

Onsuccessfulregis at i on of a new user all user det a

within the 6Membersod db. The password is

// Register the user if Fhere are no errors in the form
if (count(S$errors) = 0) {
$password = md5($password_1);//encrypt the password before saving in the database

$query = "INSERT INTO Registered (name, address, city, phone, dept, staffNo, email, username, password)
VALUES('$name", '$address’', '$city', '$phone’, '$dept', '$staffNo', '$email', '$username', '$password')";

username password name dept staffNo address city phone
pat@test.com 7852341745c93238222a65a910d1dcc5 |Patrick King eCom 1234 0 Fairview Road, Fairview Dublin 12345678

Capture New Shipments

Once logged into the DHL Twilight cloud application the user is presented with their

|l anding page displaying all options avail g
option starts the Twilight couriAgWBd.eliver
An AWB is a unique 10 digit tracking number assigned to all shipments. The user obtains

their assigned AWB from the packages that have been assigned to them by the DHL
Twilight Administrator at the DHL Dublin HUB office. When the user entefd/ifBe

number into the field and clicks 6Capture £
the O6shipmentsd tabntkbudibhpi hhehéSodOdMembeér so
and theusersDHL Twiight staff number is assigned against the geliféis feature is

driven when the ©6Capture Shipmentd submit
agaisnt the O6shipmentsd6d table and the wuser

below requiremnets are met;

33



T The AWB number kxpméentssdovitabinet he
T The AWB number i s not
T The 6statusd is O6With

assigned

Cour

er o

t o

$sql = "UPDATE shipments SET staffNo = $staffNo WHERE awb = $AWB AND staffNo = '@'";

6s

anott

All captured shipments assigned to the user staff number are displayed to a table displaying

all

$staffNo = $_SESSION['staffNo'];
$sql = "SELECT * FROM shipments WHERE status='With Courier' AND staffNo = $staffNo";

$result =

mysqli_query($db, $sql) or die ("Bad Query:$sql");

<th>#</th>

<th>AWB Number</th>
<th>Shipment Status</th>
<th>Address</th>
<th>City</th>

</tr>
</tr>
</thead>
<tbody>
<?php

$num = 1;
while($row = mysqli_fetch_assoc($result)){

echo
echo
echo
echo
echo

"<tr><td>".$num. "</td>";
"<td>".$row["awb']."</td>";
"<td>".$row["status']."</td>";
"<td>".$row["address']."</td>";
"<td>".$row["city']."</td></tr>";

$num++;|

}

Route Planner/ Google Maps WayPoint JS API

Foll owing on from the o6Capture
deliery cycle is the Optimal Route Plannér.number of techniques and search

Shi pment 6 f

optimizatiorgenetic algorithms were considered for rgeimg the route planner based

on the Travelling Sal es me optinpzato®m | @ img o mict lumhi

however after discussions with my Project Supervisor and extensive research the Google

Maps WaypoinlavaScripAPl was considered to progid solution to this requirement

based around the same requirements in scope for delivering the optimal route based on

time and distance. The Google Maps Waypoint API calculates the fastest route for up to
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23 destinations and displays these to an interastbedded Google MapThe Route
Pl anner | ists all current deliveries assig
OWi th Courier 0. nechded® theGodgeelMaps ARl Waypgointdist.e t h e

Built into the DHL Twilight RoutPlanner is an optimised directional waypoint Google
Maps Javascript API. This API provides an embedded Google Map, Waypoint panel and
Route detail segmento enable this configuration a Google Maps API key was obtained
from the Google developemnt areghe configuration ofhe Google Map®vaypoint

APl was aided by th&oogle Maps WayPoint ARleveloper guide providing
documentation to implement. The standard plan available for free directions usage

provides;

1 2,500 free requests per day, calculateleasum of clierside anderver
sidequeriesenable billingo access higher daily quotas, billed at $0.50 USD / 1000
additional requests, up100,000requests daily.

Up to 23 waypoints per request, plus the origiestination.

1 50 requests per second*, calculated as the sum ofsidkeranderver

sidequeries(Developers)

To implement th&oogle Maps Waypoint Javascript APl the map and set variables for

the start and end location were set as was the array pulling in the delivery addresses
assigned to the Twilight courier from the
always begimd end the delivery cycle at the DHL Dublin HUB office.
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Start:</b>
<select id="start">
<option value="DHL Express, Dublin Airport Logistics Park, St Margarets, Dublin, Ireland">DHL Express HUB, Dublin</option>|
</select>
<br>
<b>Delivery Points:</b>
<br>
<select multiple id="waypoints">

["address"]. '</option>';

<option value="DHL Express, Dublin Airport Logistics Park, St Margarets, Dublin, Ireland">DHL Express, Dublin</option>
</select>

>

</div>

The initiation of the map along with its default view were also defined with
| atitude/l ongtitude for Dublin and an even:

<script>
function initMapQ {
var directionsService = new google.maps.DirectionsService;
var directionsDisplay = new google.maps.DirectionsRenderer;
var map = new google.maps.Map(document.getElementById('map'), {
zoom: 10,
center: {
lat: 53.350140,
lng: -6.266155
}
i H
directionsDisplay.setMap(map);

document.getElementById("submit').addEventListener('click', function() {
calculateAndDisplayRoute(directionsService, directionsDisplay);
i9H

The next function added was to iteratedahu gh t he O6waypointsd arr e

address information;

function calculateAndDisplayRoute(directionsService, directionsDisplay) {
var waypts = [1;
var checkboxArray = document.getElementById('waypoints');
for Cvar 1 = @; i < checkboxArray.length; i++) {
if (checkboxArray.options[i].selected) {

waypts.push({
location: checkboxArray[i].value,
stopover: true
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Finally the directionsService.Route is defined detailing the DirectionsRequest. Based on
the standard plan implemented for this feature the below fields were includedeo provi

requied informatiorto send the request;

origin(required) specifies the start location from which to calculate directions.
destinatior{required) specifies the end location to which to calculate directions.
travelModdrequired) specifies what mode of fpartso use when calculating directions.
waypoints[] (optional) specifies an arraypafectionsWaypoints. Waypoints alter a route
by routing it through the specified location(s).

optimizeWaypoints (optional) specifies that the route using the suppigabintsnay

be optimized by rearranging the waypoints in a more efficient drder.tHe Directions

service will return the reordeseaypointsn awaypoint_ordefield. (Developers)

directionsService.route({
origin: document.getElementById('start').value,
destination: document.getElementById('end').value,
waypoints: waypts,
optimizeWaypoints: true,
travelMode: 'DRIVING'
}, function(response, status) {
if (status === "0K') {
directionsDisplay.setDirections(response);
var route = response.routes[@];
var summaryPanel = document.getElementById('directions-panel');
summaryPanel.innerHTML = '";
// For each route, display summary information.

for (var i = @; i < route.legs.length; i++) {
var routeSegment = i + 1;
summaryPanel.innerHTML += '<b>Route Segment:
'</b><br>";
summaryPanel .innerHTML += route.legs[i].start_address + ' to ';
summaryPanel .innerHTML += route.legs[i].end_address + '<br>'";
summaryPanel .innerHTML += route.legs[i].distance.text + '<br><br>';

+ routeSegment +

}
} else {
window.alert('Directions request failed due to

+ status);

}

The above Google Maps Javasarigti e ment ati on uses the O0Waypc«
along with O6optimiseWaypointsa. Setting t
route returned to provide the fastest route based oh thiat@nce and number of turns.
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The implemented Google p¥a Optimsed Waypoints APl is an application of the

travelling salesperson problem.

Update Checkpoint

The update checkpoint section allows the user to select the AWB, checkpoint and enter
the customers POD(Proof of drdpdownilist displgys na me .
all AWBs assigned to the wusers staff numbe

$sql = "SELECT * FROM shipments WHERE status='With Courier' AND staffNo = $staffNo";

The 06Sel ect Checkpointd dropdown | ist disp
attempt;

1. Deliveredd The shipment was delivered successfully

2. Not Homed The customer was not available to receive deliver

The 6Capture PODO6 text box allows for the
name of the recipient t hat took receipt 0
mandatory | eaviumge ot optdolPORBI Cappedning on v

delivered.
Once all rel evant options are selected the
6 AWBO , 6Statusd and O6POD6 to the associate

Based on these dgites additional values are assigned against the AWBs within the

O60shi pmentsd tabl e;

1 Date & time stamps

1 DHL CheckPoint Code
1 OK = Delivered
T NH = Not Home

9 Transmit Flag = Default value O6Nob®
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tng25", '", 'Members');

("location: UpdateCheckpoint.php?message=empty');

o close();

us = $_POST['status

UPDATE shipments SET pod = date ='$date’, time ="$time’' WHERE awb = '$AWB'";

"UPDATE shipments SET status!
= "UPDATE shipmen

or die (h 'location: https hltwilight-patrickking25.c9users.io/IndexHTML/UpdateCheckpoint.php?error=1'));

header('location: http:s dhltwilight-patrickking25.c9users.io/IndexHTML/UpdateCheckpoint.php®);

7>

id staffNo awb pieceNo status statusCode address city pod
45 4321 | 3333333333  JD01111111111113 | Delivered | OK ‘ , Northbrook | Dublin ' lan Rush
Avenue, Ranelagh
48 4321 6666666666 JDO111111111111116 | Not NH ( 3, St Dublin Jackie Moon
Home James

date time transmit

20180505 174156 No

20180509 160326 No

After the AWB has been updated they are displayed in a taihdino the updated

status;

<thead>
<tr>
<th>#</th>
<th contenteditable="true">AWB</th>
<th>Checkpoint</th>
<th>P0D</th>
<th>Transmitted to DHL</th>
44
</thead>
<tbody>
<?php
$num = 1;
while($row = mysqli_fetch_assoc($resultUpdates)){

echo "<tr><td>".$num."</td>";

echo "<td>".$row['awb']."</td>";

echo "<td>".$row['status']."</td>";
echo "<td>".$row['pod']."</td>";

echo "<td>".$row['transmit']."</td>";
$num++;

1
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Transmit Checkpoint to DHL

The final part of the Twilight delivery cycle is to transmit the updated checkpoints to DHL.

The transmission of AWB checkpoint data to DHL allows for the captured updates to be

feed back to the DHL network and display the update live wontlvedhl.contracking

site providing tracking visibility to the customer and complete the shipment. The
6Transmit Updated section provides a dropd
users Staff Number Nomi t Home 0s tart u8 Deolfi veeirtehde
6transmitdé flag set to O6No&ed TrTahres mistert o abhH
submit button, this triggers a PHP function that generkdeslfde, writes the relevant

data and sends the file to an S€Rver.

The first section of the PHP script is to
flag to 6Yesd for the selected AWB, define
required to populate the transmit file, define the regiortidetednd the file naming

format (date/time_AWB number);

$staffNo = $_SESSION['staffNo'];

$sgl = "SELECT * FROM shipments WHERE staffNo = $staffNo AND awb = $awb";
$sqlTrans = "UPDATE shipments SET transmit ='Yes' WHERE awb = $awb";
$result = mysqli_query($db, $sql);

mysqli_query($db, $sqlTrans) or die ("Bad Query:$sql");

_ omm,
- L

while($row = mysqli_fetch_assoc($result)){
$id = S$row['id'];
$pid = S$row['pieceNo'];
$sc = $row['statusCode'];
$pod = $row["pod'];
$date = $row['date'];
$time = $row['time'];

date_default_timezone_set('Europe/Dublin');
$date = date('Ymd');
$dateFile = date('Ymdhis_').$awb;
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Thef_open PHP function was used to create/open a file on the local directory assigned
with the file format name (date/time_AWB) and write the specified data from the database
or default valige

$myfile = fopen("testfile/$dateFile.txt", "w") or die("Unable to open file!");

$txt = "H;";
fwrite($myfile, $txt);
$txt = $date.";";
fwrite($myfile, $txt);
$txt = "PKTWILIGHT\n";
fwrite($myfile, $txt);
$txt = "D;";
furite($myfile, $txt);
$txt = $id.";";

i $txt);

$txt);

$txt);

$txt);

nom,
’

$txt);

Silie
’

$txt);

er1te($myf1le, Stxt),
$txt = $pid.";";
erite($myfile, $txt);
$txt = $sc.";";
er1te($myflle, Stxt);
$txt = $pod."
erlte($myf11e, $txt),
$txt = "1757;";
erite($myfile, $txt);
$txt = "A\n";

fwrite( yf1le, $txt);

'1e, Stxt),

erlte($myf11e, $txt);
fclose($myfile);

Example file generated from this command;

Header;20180509;IntegrationID

Detail;6;ServiceCode;Facility;20180509;215611;+01:00;AWB#;PiecelD#;NH;POD;RouteCode;CycleCode
Trailer;6
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Finally the ftp_put PHP function is used to connect to a decate the corresponding
file that was created locally, rename the file (date/time_AWB) and send via FTP to the

specified directory on the server;

$ftp_server = "*¥%x¥% _com";

$ftp_username = "**¥¥xkx!.

$ftp_userpass = "F¥xRERN.

$ftp_conn = ftp_connect($ftp_server) or die("Could not connect to $ftp_server™);
$login = ftp_login($ftp_conn, $ftp_username, $ftp_userpass);

ftp_pasv($ftp_conn, true);

$file = "testfile/$dateFile.txt";

// // upload file

if (ftp_put($ftp_conn, "in/twilight/$dateFile.txt", $file, FTP_ASCII))

echo "Successfully uploaded $file.";
}

else

{

echo "Error uploading $file.";

}

// close connection
ftp_close($ftp_conn);

After the above functions have completed the user receives a confirmation message

confirming that the dataas successfully been transferred to DHL.

The file is now located at the desinated server directory;

Remote site: /in/twilight

archive
? out
Filename Filesize Filetype
archive Directory
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DHL Customer GateWay(DCGB} Integration

An integration tracking feed was configured to fetch .txt files from the server directory
containing the DHL Twilight checkpoint update files, translate the files and load into the
DHL backend systems and network to provide tracking visibility for théetsmmp
shipments atvwww.dhl.com This DHL tracking integration was set up on a 5 minute
schedule to fetch files from the server directory, therefore every 5 minutes the integration
would log in to the server and directdrgck for any new files take a copy of the file and

move a copy to the O6archived directory fol

Transmit to DHL

Select AWB & Transmit New Shipment Status to DHL D

Checkpoint Update

D DCG - Customer
Gateway
“ Checkpoint Update b q”’

Select your AWB? ~

TRANSMIT TO DHL

Server

<7
s
= -

www.dhl.ie

View History

Each registered user can view a full history list of all shipmenst assigned to their Staff
Number throughtHitéeodwshi pbmek on the users
history table includes a reactive search functionaility allowing the user to filter their search
based on the values entered into the search box. This functionality was achieved by using
the dataibles jQuery function;
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script>
$(document).ready(function() {
$("#example').DataTable( {
"createdRow": function ( row, data, index ) {
if ( data[5].replace(/[\$,17g, '') * 1 > 150000 ) {
$C'td", row).eq(5).addClass('highlight');

<div class="table-responsive">
<table id="example" class="display" style="width:100%">
<Li |E(4Il.i>
<tr>
<th>AWB Number</th>
<th>Status</th>
<th>Delivery Address</th>
<th>City</th>
<th>P0D</th>
<th>Date</th>
</tr>
</thead>
<tbody>
<?php
$num = 1;
while($row = mysqli_fetch_assoc($result)){
echo "<td>".$row['awb']."</td>";
echo "<td>".$row['status']."</td>";
echo "<td>".$row['address']."</td>";
echo "<td>".$row['city']."</td>";
echo "<td>".%$row['pod']."</td>";
echo "<td>".$row['date']."</td></tr>";
$num++;
}
7>
</tbody>
</table>
</div>

<div class="row">
<div class="col-md-12 p-3">
<a class="btn btn-primary w-15" href="UserLandingPage.php">
<b>Home</b>
</a>
</div>
</div>




Environments

Developmerd Cloud9 IDE

The DHL Twilight cloud application was designed using the Cloud9 IDE as a
development environment to where code & functionality could be written and tested. The
DHL Twilight Cloud%nvironment consisted of a project file structure to provide a clear
and structured development;

Cloud9 File Edit Find View Goto Run Tools Window Support Preview @) Run

v @ dhitwilight

» im Css

» B Images

v m IndexHTML

» Il testfile

'3 CaptureNewShipment.php
W DHLT_LoginPage.html
W DHLTwilight.html
"3 header.php
&) POD.php
W Registration.html
) RoutePlanner.php

Workspace

Commands

'3 ShipmentHistory.php

&) ShipmentHistory_OLD.php

'3 testMaps.php

&) transmitUpdate.php

'3 updateAWB.php

&) UpdateCheckpoint.php

'3 updatePOD.php

&) updateStatus.php

'3 UserLandingPage.php

&) userProfile.php

a userProfile_OLD.php
v m PHP

»
o
=
[

é

v B user_reg
) errors.php
a index.php
&) login.original.php

Productiond twilightcourier.com

Once code and functionality was successfully tested the application would be deployed to

B DHLTwilight.html x

<!DOCTYPE html>
<html>

<head>
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-
<link rel="stylesheet" href="https://cdnjs.cloudflare.com/g
<link rel="stylesheet" href="DHLTwilight.css" type="text/cg
<link rel="stylesheet" href="../CSS/CSS_HomePage/DHLTwiligh

O~ U A WN

<body class="bg-primary">
<nav class="navbar navbar-expand-md navbar-dark bg-secondar
<div class="container">
<a class="navbar-brand" href="DHLTwilight.html"><b>DHL
<button class="navbar-toggler navbar-toggler-right" tyq
<span class="navbar-toggler-icon"></span> </button>
<div class="collapse navbar-collapse text-center justif
<a class="btn navbar-btn ml-2 text-white btn-secondar|
</div>
</div>
</nav>
<div class="py-5 text-center">
<div class="container py-5">
iAfis S1mme Memm.

- "patrickking2f % PHP/user_reg/servel X IndexHTML/DHLTwil x
Command: IndexHTML/DHLTwil

[Idlel

the Live AWS EC2 server (twiliglourier.com) via SFTP using the FileZilla FTP

application;
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Remote site: /var/www/html

¢ tmp
www
? cas

Filename Filesize Filetype U
Css Directory 0|
Images Directory 0]
IndexHTML Directory 0
PHP Directory 0]
@ index.html 7,324 HTML do... 1(

To enable the transfer of files between the development Cloud9 environemnt and my Live
EC2 server an SFTP connection was configured adhearing to AWS standards. To activate
this secure transfeort 22 was enabled, a security key linked to my EC2 profile and

inbound traffic allowed.

GitHUB repository
The DHL Twilight cloud application was fully backed up within the GitHUB repository

to provide a full system recovery and version control dievetppment. Please a link
to the GitHUB repository used for the DHL Twilight project below;

https://github.com/kinpat7/Twilight_SoftwareProject.qgit
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GUI - Graphical User Interface

The DHL Twilight cloud application provides a platform for deliveries to be carried out

after the standard courier operating hours. The application focuses around being able to
record and update a shipment s thadkpoist.t up t o
The GUI for the application uses the official DHL Express brandingpbmdthat act

as a consistent theme throughout navigating the application. A request to the DHL IE
Marketing team was made and approved to use the DHL logl@sthroughout the

application (Appendix)CThe DHL Twilight application @& provides a clear and easy

to use interface from navigation to functionalitye application was developedstader

across multiple platforms most importantly mobile devices thwith mind the simple

layout provides a smoother transition between platforms.

Home Page;

The Home Page for the cloud application provides a bold and clear overview of the

application and its functionalidg ycan NeW dJs
Il nd using the buttons | ocated in the centr.
DHL Twilight @ signin

_ LH”’

Register Now
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Registration

The registration form requires all fields G =T

be completed including a unique Em .. .o Register for
address & 4 digit Stalumber. DHL Twilight!

For DHL Express Employess Only
Address

Your home address
City
Your City

Phone Number

Telephone Number

DHL Express Department

Operations, Sales, eCom

DHL Express Staff Number

DHL Email Address

Username

DHL Twilight Passwort d P ’
pasoword £ Y ==

DHL Twilight Confirm Password

Confirm Passwor d Qm
Register _\

* Registration will be confirmed and shipment delivery granted
on supply of your DHL Express employee badge to the DHL

Twilight Administrator

Login
Once successfully registered the user wi

login withtheir registered Email address and password;

DHL Twilight

Sign up

Contact

DHL Express (Ireland) Ltd +353 123456789
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User Landing Page

On successful login the user will automatically be redirected to their user gadirag pa
provides the user with the options to;

1. View Profile

2. New Shipments

3. Shipment History

DHL Twilight

Welcome to DHL Twilight

The Application for Twilight Couriers!

Get Startt_ed! View Shipment History
Log New Shipments List of all completed deliveries you

have made!
Start the new delivery process and log new shipments,

el oute planner, update checkpoints and . N N R
ick on the below butto™{o view you delivery history

NEW SHIPMENT SHIPMENT HISTORY

Contact

DHL Express (Ireland) Ltd +353 123456789

Unit 3 Elm Road Dublin Airport Logistics Park
dhl@dhl.ncirl.com

St. Margarets Road
St. Margarets
Dublin

DHL Twilight @ sign Out

User Profile

Registration Details

View Profile

The user profile pagksplays the user

registration details in a clear and concise

Test User

format;

Address: NCI, IFSC
City:  Dublin
Phone Ne.: 12345878
Email:  tostBtost.com
DHL Department: ~ Sales

Staff Number: 9988
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Shipment History

The shipment history padisplays a full list of all complete and assigned shipments along
with the date of last update and details. A responsive serach filter is built into the shipment
history page to aid simple shipment retireval;

DHL Twilight @ sign Out

Shipment History

Full Shipment history for Twilight Courier 4321

Show [10 % entries Search:
AWB Number * Status Delivery Address City POD Date
3333333333 With Courier NCI, IFSC Dublin 20180509
4444444444 With Courier 4 Cadogan Road, Fairview Dublin 20180508
5602687086 Delivered An Tearmann, Rush Dublin 20180508
Showing 1to 3 of 3 entries Previous 1 Next
Home

Capture Shipment

The capture shipment pagws users to assign AWB (AirWayaBill / Shipment tracking

numbers) to their account.

DHL Twilight @ sign out

Capture New Shipment

Enter the AWB of assigned shipments below & click on 'Capture AWB'.

Enter AWB

CAPTURE AWB | 2

# AWB Number Shipment Status Address City

PLOT ROUTE
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Plot Route

All captured shipments assigned tsera c count and O6With Couri er@
To display the optimal route for assigield/erieshe usecanselect all addresses within
the OWaypointsd panel | ocated on the | eft

Route Planner

Select Delivery WayPoints and submit to display Optimal Route for your deliveries

Delivery AWB Number Status Address City

1 3333333333 With Courier NCI, IFSC Dublin

2 4444444444 With Courier 4 Cadogan Road, Fairview Dublin

v
Map  Satelite Kilshane CQ Kicd ly .
2 Start:
)
SR " e )
Barnageeragh L) WayPoints:
dart Corduff o =
BALLYMUN NCI, IFSC
DCU - Dublin irvi
[ AT, |4 Cadogan Road, Fairview
|
National
BLANCHARDSTOWN i
= [Fiez]
Castleknock
L DHL Express, Dublin o
Strawberry DRUME
i Dublin Zoo &) [E835) sRoADSTONE Submit 2
Palmerstown Phoenix Park
@ (T Guinness Storehouse -~ Dublin
[Enz) (G| -
) o~ EY GrenhBE'S Dublin IF - Fiins
Go gle Sl RE10] O Mab data 2018 g€ Terms of Useé'zport a map error

Route Segment: 1
St Margaret's Rd, Newtown, St Margaret's, Co. Dublin, Ireland to 4 Cadogan Rd, Fionnradharc, Dublin 3, D03 X284, Ireland
10.0 km

< Add More Shipments Update Checkpoint >
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Update Status

Allows users to update the delivery status of each AWB assigned to their account. All

AWB numbers assigned to the user & have a sta@iud/oft h Cour i er 8 appear
the 6Select AWB® dropdown and the default s
6Sel ect Checkpointd dropdown.

DHL Twilight @ sign Out

Update Checkpoint

Select an AWB, Checkpoint and enter the customers POD

-

Select your AWB ¥ 2| Select Checkpoints| ~
3

POD Capture

[ Enter Consignee Signiture Here...

4 | UPDATE CHECKPOINT

# AWB Checkpoint POD Transmitted to DHL

< Route Planner Transmit >

Transmit to DHL

The final step to complete the DHL Twilight delivery process is transmit tinedaéss

to DHL to appear on the Liweww.dhl.contracking page.

Al shipments that have an wupdated status
available within the TheéSusdreao selde AWBtheA WBG dr o

would ke to send

DHL(1) and click on
R . Transmit to DHL
O T r a n S m I t Select AWB & Transmit New Shipment Status to DHL

to send the update an

complete the delivery;

| Select your AWBY| ~

e |

-

52


http://www.dhl.com/

Testing

During the final stages of development the DHL Twilight cloud applieasmput

through a number a@éstancluding UAT Unit testing and Usability testing questionnaires

to ensure the usability and functionality of the application was as expected and to aid
further development. An iterative test methodolgy was applied to perform regular tests
on the applicationodeto ensure all functioanlity and scalability was as expected prior to
releasing to the Live environmefithe DHL twilight cloud application is for internal

DHL employee use only therefore the volunteers participating were all members of the
DHL IE Dublin HUB office.

Unit Tesing

Iterative unit testing wagrformedhrouglout development ensuring all operations and
functions were successful prior to migrating to the live envirnment by the developer.
Addiotionally aeries ofull end to end unit testvas carried out kyDHL IE volunteer

who tested all site functioanlitte®r 3 separate testsording the results within the unit

test planprovided marking each function as pass/fail providing comments when

unexpected results returned

[BHL Twilight UAT

Date 04/05/18

Test Case ¥ 1

DHL Tester Danny Bryan [DHL Express)

Test# Test Case Iﬁ Expected Result Pass/Fail Comments
1 Navigate ta the twilight-courier.com hamepage DHL twilight Homepags is displayed *Please enter detalls of failed test
2 Click On Register Now User s directed to the ‘Registration’ form
3 Complete registration fort Error ref turned to user notifying that the 'Name' field is mandatory
1 Complete regi v returmy [fying that the 'Address' field is mandatory
5 Complete regi: ithout 'DHL Express Department’ ifying that the 'DHL Express Department’ field is mandatory
& Complete regi ithout "DHL Express Staff Number’ ifying that the 'DHL Express Staff Nui Tield is mandatory
7 Complete registratio ithout 'DHL eMail Address” Error returned to tifying that the 'DHL eMall Address' field s mandator Email address not accepted
G |Compiete registration form without DHL Twilight Password Error returned to user notifying that the DHL Twilight Password Tield s mandatary

User credentials are nat recognised on
10 |complete registration form with all mandatory flelds complete User uccessfully logs in and redirected to User Landing Page log In

11| Click on 'Sign Out’ User successfully signs out and is redirected to the DHL Twillght Home Page

12 [Clickon Sign In' ser is redirected to the Sign in form
13 Enter invalid emall address isplayed to user notifying that username/password Is incorrect
14 Enter invalid Password |Error ed to natifying that username/password is incorrect
15 [Enter valid username & password ly signs in and is redirected to the user landing page
16 |Click on 'Log New Shipments’

17 |Enter ‘1234567850 in ‘Capture AWB' field & dlick ‘Capture AW
18 [Enter 2345678901 in ‘Capture AWB' field & click ‘Capture AWS'

e New Shipment’ page
ddress displayed with status With Courier”

ddress displayed with status 'With Courier’
ddress displayed with status 'With Courler”
ddress displayed with Status With Courier”
ind status not found and nat added to list below

19 |[Enter’34567B9012" In "Capture AWB' field & click ‘Capture AWB"

20 |Enter 4567890123 in ‘Capture AWB' field & click 'Capture AWB

21 |Enterinvalid AWS number ‘000"

22 |click on 'Plot Route'

33 |Click'Add more shipments’ User is redirected back to the ‘Capture i page

24 |Enter 5678901234"in ‘Capture AWB" field & click ‘Capture AWE' [AWB number and consignnee address added to the list with status "With Courier”
User is redirected to the "Plot Route’ page. New captured AWB number and address is

25 |Click 'Plot Route’ added 1o the list and Google Maps Ul waypoint

26 |Click 'Update Checkpaint’ User is redirected to the ‘Update Checkpoint’ page

27 Select AWB '1234567890' from the ‘Select AWB' dropdown list AWB 1234567890 populates the "Select AWB' dropdown box

78 |[Select Delivered from the ‘Select Checkpoint' drapdown 15t N Dellevered populates the Update Checkpoint dropdown bax

== T7] unit Test Case 1/ Unti Test Case 2 ] Unit Test Case 3 ] Sheet2 | +

o

DHLTwilight_TestCazes.xlsx
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Based on the results from the unti test cases carried out by the DHL volunteer
amendments and bug fixes were applied to the application.

Usability Testing

To test the usability of the DHL Twilight cloud application and #ssdeek, feel and
business relvance two DHL IE volunteers participated vigatiag through the
application and completing a gioestaire to gauge user feedback;

Sample snapshot of questionnaire result;

DHL Twilight UAT Questionnaire

Date -5-\&
DHL UAT Tester (aret, Geaclh

Please provide feedback and rating for all questions

(1 = Very Poor, 2=Poor, 3= Average, 4=Good, 5=Excellent)

1. Is the DHL Twilight web application load time reasonable?
Rating
Feedback ey C\Qod >
As 'a“d‘ck as o~est oo, sSkesS

2. Is the background and contrast suitable for the web application?

Rating 5
Feedback QAQ\\" oN cue_ .

Alf tu‘c- ov\A \Mo\q}§ g;lggc GJ\CA

CoNC\SR_

3. Is the web application styling and colouring consistent?
Rating
Feedback \n e o DHL's  colsusr SC‘\QM&
Ac&w‘&ev\‘ te defall M, WRW Pleaneeh
6178 v

4. Is the text size and spacing appropriate and easy to read?
Rating
Feedback___ Cerfe ol AL wary clea— and Qasy
Co (aock. Usz of' colow~q mawesS
e oo~ Angro ‘DI SACUNC @™

5. Is the DHL Twilight web application easy to navigate?
Rating Jl
Feedback Nay aeko~ weonS 2 xkromg \u‘ e UL
e e o \ao\t eo¥ o@bmi
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Please find the DHL IE volunteers fully costgdl Usabilitguestioannires in Appendix
A & B.

The questionnaires provided valuable feedback confirmohesife flow, featuresand
usability to besuitable for the DHL Twilight application and purpose.

Check My Links

The Chrome pil ng 006 ¢ rawekothgkingall links on aweb page.

This application was used across all site pages returning a 100% valid link return ensuring
that all links contained within the DHL Twilight cloud application are valid and accurately
redirectng.

Example of Check My Links validating links on the User Landing Page;

DHL Twllighll e T T —
= 7_1ﬁ7‘§?_7 Links: § -
ST P

Caching: FALSE Method: GET

Valid links: 5

Welcome to DHL Twilight

The Application for Twilight Couriers!

Penetration Testing

Penetration testing was performd on the application using the-Peolesbm

websitehttps://pentesttools.com/websiteulnerabilibscanning/welserver

scanner?runThe Pentestools.com ran a series of vulnerability scans against the
application site to check for potential weaknesses;
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Website Vulnerability Scanner Result

£ Schedule periodic scan & Save as pdf

v https://twilight-courier.com/IndexHTML/DHLTwilight.html

Summary
Overall risk level: Risk ratings: Scan information:
High: ﬂ Start time: 2018-05-12 23:19:08
wedium: [JEI Finigh time: ~ 2018-05-12 23:19:12
Low: m Scan duration: 4 sec
Tousporomad. 117
Scan status: Finished
Findings

/= No vulnerabilities found for server-side software

[™ No exploits found for server-side software

[™  No security issue found regarding HTTP cookies

™ Communication is secure

[™ Robots.txt file not found

[™  No security issue found regarding client access policies

™ No password input found (auto-complete test)

[™ No password input found (clear-text submission test)

Scan coverage information

List of tests performed (11/11)

Fingerprinting the server software and technology...
Checking for vulnerabilities of server-side software...
Checking for exploits for server-side software...
Analyzing the security of HTTP cookies...

Analyzing HTTP security headers...

Checking for secure communication...

Checking robots.txt file...

Checking client access policies...

Checking for directory listing (quick scan)...

Checking for password auto-complete (quick scan)...
Checking for clear-text submission of passwords (quick scan)...

A O G S O O S S S SR

The penetratiortesting confirmed that there were no major vulnerabilities with the
website.
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Evaluation

The DHL Twilight cloud application was delivered in accordance with the Project
Proposal and Technical Requirements specifications. The intiation and planning stages
of the DHL Twilight cloud application providefiren foundation to develop a fully
functioning application meeting all requirements and funtiasaditpected and

meeting deliverable$he GUIland site navigation delivered kept close to the GUI
wirefranes outlined durg the Project Plan (Appendix F, pageslbg6as did the

required functional requirements detailed within the mid Point Technical Report

Requirements specificaijdppendix G, pages 1237)

Challenges

During development a numberugfdaes to the original applicatioh and funtional
implementationvere applied to provide a sutieer user interface atlee required
functionality.

POD Capture
The original idea for capturing the customers name on receipt of delivery was to provide

aseparatpage after the checkpoint update specifically entitled POD. This page would

provide a text window for capturing the

POD

POD only and ating against the AWB

’ 0% Q> X0 ) €O
(Appendix F, page 149
After consideration and looking at the flow ~|[20e > Freusie > 2z > Features

of the DHL Twilight deligry cycle it was [setect shipment [ +]
decided that seperating the POD capture wg

Customer Signiture Capture;

uneccessary and over complicated the

process. The POD capture logically is

completed at the same stage as the

< Route Planner

checkpoint update therefore integrating the
< Checkpoints

POD capture into the Checkpoint Update

page provided the user an easier platform
with which to perform all shipment updates
at the same time rather than having to navigate back and forth through the application.
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The final version of the DHL

Twilight cloud application show Update Checkpoint

Select an AWB, Checkpoint and enter the customers POD

the POD capture forrambedded

as part of theUpdate Checkpoint

1| - 2| select Checkpoint?| ~

stage. -

3

POD Capture

[ Enter Consignee Signiture Here....

;
T t T D H |_ # AWB Checkpoint POD Transmitted to DHL
ransmit 10

On completion of the DHL Routeplanner Transmit>

Twilight shipment delivery the data captured and updates need to be transferred back to
the DHL network to provide live tracking visibility atitaev.dhl.igracking website.

In order to successfully transfer the data in the most efficient manner it was decided that
an update of an AWB status should only be sent once to DHL containing all data rather
thansending eldcupdate seperately

To achieve this it was decided to add a final stage to the DHL Twilight application
entitled 6Transmit to DHLGOG. This page al |l
and send the update to DHL containing delivery status, PQlat&ftime stamp of
update.Prior to this addition the updates were planned to be sent individually to DHL
during each step of the DHL Twilight delivery process, this would not have been feasible
as the DHL DCG integration required all shipment data ¢essiually load the update

in to the DHL network.

DHL Twilight @ sign Out

Transmit to DHL

Select AWB & Transmit New Shipment Status to DHL

1 Select your AWBy | ¥

2| TRANSMIT TO DHL
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Route Planner

The implementation of the optimised route planner is a key component of the DHL
Twilight cloud application providing users the optimal route to carrry out their deliveries.
During project scope it was proposed that the travelling salesperson probldsa would
researched and a genetic algorithm developed to deliver an optimised route for deliveries
based on randomising the search parmeters. After extensive research in to this area and
studying the requirement for the DHL Twilight application the GoogleWégoint

JS APIis designed to tackle the travelling

salesperson problem.wlasthereforedecided ety o it Ot o o

to implement the Google Maps Waypoint JS

Delivery AWB Number Status Address City

API configuredo optimise the route for up to o
23 locations based on Time and distadséng v
the Google Maps Wagint JS API enabled the

Route Planner requirement to be fulfilled wh KX

providing the desired logic and UI.

Google

Route Segment: 1
St Margaret's Rd, Newtown, St Margaret's, Co. Dublin, Ireland to 4 Cadogan Rd, Fionnradharc, Dublin 3, D03 X284, Ireland
10.0 km

< Add More Shipments. Update Checkpoint >

Innovation

0 | n n o vaa beidefined simply as a "new idea, device or method"
(Merriamwebster.com, 2018)
olnnovation is often also viewas the application of bettlutionghat meet new
requirements, unarticulated needs, or existirketneeds
(Maranville, 1992)

The DHL Twilight cloud application wessignedo meet thdusiness defined market
need, to develop a nevethrod of addressing a growing bussngroblem. It provides a
scalableourier delivery platform to enablenad shipment delivery and relay the
shipment status back to the live DHL netwuitkout the needand extra cosbf
supplying DHL scanners to each part time DHL Twilight coddentifying a real life
businnes need and impementing a solutairettableall DHL employees to assist the
delivery of packages past the standard DHL opertaing hours and adhance the DHL
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delivery network. The DHL Twilight cloud applicatigfils itsrequirements in both
providing this platform fully scalable across multiple platforms and providing full

shipment tracability/visibility.

Completeness

The DHL Twilight cloud application was completed in full providing all functiasality
outlined withirthe Project Proposal and Technical Report. The full end to end process

was delivered allowing a scalable platform to allow DHL Twilight couriers to;

Register with their DHL staff number

login with their unique credentials,

capture the AWB(Airwayhbill) ¢kang number on a label,
review the destination address,

view an optimal route planner for their deliveries,

update the status/checkpoint of each shipment

assign POD / customer name to AWB tracking number
send updated tracking events to DHL custgatway (DCG)

view user shipment history with advanced search filter

= =2 A4 -4 4 -4 -4 -2 -5 -9

view user profile

Difficulty

There were many technologissdand challenges to deliver the DHL Twilight cloud
application. ldentifying the business need and scoping the initial inaegd

thorough investigation, planning and meetings with DHL Operations management to
ensure all requirements were captured and the methodologies that would be required to
deliver the application. During implementation a number of challenegeaibatd det
developmerstwere required to enable a clear platformadogically sound process flow
through the delivery cycle. A number of core functional requirements were delivered

including;

1 Suitable Cloud Hosting Environment

9 Secure Login
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Relevent datastage and retrieval
Optimised Route Planner
DHL DCG Integration

= =2 A -

Live DHL www.dhl.idracking updates

All the above functionalities fotire basis of the DHL Twilight cloud application
providing significant technologicadi dogical challeneges.
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System Evolution

The DHL Twilight applicationsitial development is scaled for DHL Express employees
within the Dublin area in Ireland only. Tieleasef the application and its controlled
environment will provide the founubeis for layering complexity to the current build to
further its geographic reach. The next step for the application would be to roll out to
further DHL Express Ireland Hubs in a phased approach with a view to have the

application available to all DHL doyges across Ireland.

Additional features in scope foture development dfie DHL Twilight application are;

9 Barcode scanner to capture the AWB number

1 Digital signiture capture to allow customer signiture to device

1 Integration with DHL customer DBAIllow customer data to be pulled directly
from the DHL network.On scan of the AWB barcode the address information is
also read.

1 All checkpoints. Adding additional checkpoints to the application allowing for the
potential to complete end to end pickigtivery

1 Expanding the network to customers allowingoadcollections. Adding an
interactive map to display all registered DHL Twilight couriers and their current
location. Customers can request a collection from one of the roaming DHL

Twilight couries.

Based on the above potential evolution areas there are a number of directions the
application can grow towards. The application could be kept in house for employee use

only and therefore building on the existing functionality to capture all reqtsirefra

full shipment collectiedelivery lifecycle. This would allow for the application to be rolled

out across all couriers, both daytime and Twilight, replacing the current scanners that are
used with a unit cost of approximately 01,
An alternave and more innovative route would be to expand the application to the outside
market allowing customer access to view an interactive map showing all available DHL
Twilight couriers locations and arranging fdraadcollectionslirectly with the Twilight

courier This would be coupled with extending the DHL Twilight courier application to

regi ster the couriers oOactiveod GPS Il ocatio

to accept or decline.
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All the above future evolutions for the applicatierfeasible but the initial release of the
DHL Twilight application within a controlled limited environment will provide vital
information on the functionality and current model.
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Appendices

Appendix Ad Usability Questionnaire 1

DHL Twilight UAT Questionnaire

[ pate | a3 |
[ DHL UAT Tester | Garvetty, Geachn |
Please provide feedback and rating for all questions
(1 = Very Poor, 2=Poor, 3= Average, 4=Good, 5=Excellent)
1. Is the DHL Twilight web application load time reasonable?
Rating
Feedback \/Q(u‘ O\ood .
As alaw as ~eskt oo, SkesS
2. Is the background and contrast suitable for the web application?
Rating _.S
Feedback ans\ — on Cue .
AL LexS onch \Mg'§§ s cle o~ an~ch
ConC\SR_ .
3. Is the web application styling and colouring consistent?
Rating
Feedback \n e o DL colouwsr SC(\QM& "
Ac&w-&c\,\‘ te detall S ZaVl [ 30N Q\c«no&k
Guk
4. s the text size and spacing appropriate and easy to read?
Rating
feedback __ Cerfe et AU wory clea— and Qasy
Co eack. Use of' colowng maxesS
e oo nnoco lDr SACUANC g™
5. Is the DHL Twilight web application easy to navigate?

Rating 3
Feedback Nayeolon woeaes @ xkremg \y el
bulr Tee o \ao\t eo¥ Q{)E‘Mg
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10.

11.

12.

Are the DHL Company logos clear and well positioned?
Rating

g :
Feedback pQrsz,E a Pﬂ% Qm,!cu}' S = ['/\.\gl«zo‘
te a \'\\é\z\ wcl .

Does the landing page provide adequate and concise information about the web application

and its functionalities?

Rating H:

Feedback Coutld Wave a \.\\’\*\9- mere.  \n (0 ~onale o .

Are all menus and labels clearly d fined and easily navigated?
Rating 4+

Feedback Ues &o.«q)\\ et i ) W’\vll on \‘ON\QPQSQ

Is the Company logo and homepage easily accessed?
Rating
Feedback Ves .
Ty e . \ ~
weock 2 > \ecatiens

Are all links well located and accurately labelled?
Rating -
Feedback \es

There  caulol be  nore. Mlouwan on

Ya. \Vowepoce .
5 R

Are all HTML page titles are relevant?

Rating i

Feedback Yes.
Eacly Qaaz  was cleo~ dsplays of
e WIS ceferenco

Was the registration form easy and simple to complete?

Rating

Feedback \es k\wv%\\ Ak \ava e Cpu{)h\

L (o's (o
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