Web Vulnerability Scanner JohnO’ Grady 2018

*"‘I
\"' N ational
Collegeof

Ireland

National College of Ireland

Technical Report

John O'BSGHE 4$01718

X14101718@student.ncirl.ie
2017/2018



Contents

g oo [UTox i o] o PP PP PP PPP T PPPR 5
I = od o | {0 U1V PP 5
A A 1 ST PP T TPPPPRPRRPRI 5
1.3 TECNNOIOGIES ...ttt e e e s e e e e e e et e e e e e e nnreeeas 5
Lo SHTUCTUTE. ... e et e e e e e e e e e e s e s e e e e e e e e e e e e aeeaas 6

A £ U= 1 PP 6
2.1 REOQUINBIMENTS ...ttt e e e e e e ettt e e ettt e e e e e e e e e e e s s s bbb b bs s e r e e e e eaaeeeens 6

2.1.1 [FREQ1] USer REQISIIALION. ......eeiieiiiiiiiieeeiriiieie e st e e siisree e s sirnneee e s s snnnneeee s 6
2.1.2 [FREQ2] Add ENAPOINL....cciiiieieeiieiiiiiiiiiiiiiieeeeeee e e e e e e e e e e s s sssssssssenneeaeeeeeeeeaaaaeaaeeas 8
2. 1.3 [FRE3] StArt SCAN.....cceeeiiiiiiiiiiiiiiiiieieet et a e e e e e e e e e e s s eeeeeeeaeeeeeeeeeesannnnd 9
2.1.4 [FREQA] Edit USEr SENGS. .. cciuveeieieiiieiiieesiieesieesieesiee e siee e siaeesbeeateeenseeesneee e 10
2.1.5 [FREQ5] Delete ENUPOINT..........uuiiiiiiiiiiiii ettt 11
2.2 NoRFuUNCtional REQUITEMENIS. .......uiiiiiiiiiiiiie ettt e e ee e 11
2.2.1 [NFFO1] Availability REQUIFEMENL...........eeeiieiiiiiiieee et 11
2.2.2[NFR02] Recovery ReqUIrEMENL..........uuuiuiiiiiiiiiiieeeeeeeeeeeeeiesiities s s e s e e e eeeeeeseeeeannnes 12
2.2.3 [NFR3] RObUSINESS REQUINEMENT.......ceiieiiiiiiiiiiieee e e e e e e e 12
2.2.4 [NFR4] Security REQUINEMENL. ......ccii e e et e e e e e e e e s 13
2.2.5 [NFFO5] Reliability REQUIFEMENL..........cciiiiiiiiiee e 13
2.2.6 [NFF6] Maintainability REQUINEMENL...........cuiiiiiiiieeieiieeeeeccieeeee e 13
2.2.7 [NFRO7] Portability REqQUIFEMENL.........ccoo e 13
2.2.8 [NFR8] Extendibility REQUIFEMENL..........cooviiiiiiiceee e 13
2.2.9 [NFF9] Reusability REQUIFEMENL..........uuviieiiiiiiiiiee et 13
2.2.10 [NFRL0] Resource Utilization ReqUIr€MENL...........ccooiiiiiiiieeiiiiiieee e 13
2.2.11 [NFR1] Usability REQUIrEMENLS. ........uuiiiieeiiiiiiiiiee et 14
2.2.12 [NFR.2] Error Exceptions & Handling..........cooooeiiiiiiiiiiiiiiiiieccececeeeee e 14
2.2.13 [NFRL3] SQL Injection PreventiQn...............cuuuiuiiiiiiiiiii et 15
2.2.14 [NFFLA] XSS PreVENTION. ... .ueiiiiiiiiiiiiie ettt e e e eibb e e e e s ennneea e 15
2.2.15 [NFFRL5] CSRF PreVeNtON. ... ..uviiiiiiiiiiiiii ettt a e e e e e 15
2.3 DEeSIgN & AICHILECIULE. .....cii ittt e e e e e e e e e e e eeeeeeesaanaannnnnnes 16
2.3.1 SYSIEM ArCNILECIUIE. .. ..o e e e e e e e e e e s 16
2.3.2 AMAZON WED SEIVICES......eeiiiiiiiiiiii e a e 17
g g o1 (=T0 LT ] v (T o PP 18
2.5 Graphical User INterface LayOUL..........coooiiiiiiiiieeeiiiieieee et 24
ACCOUNT REQISITALIONL.....eiiiieeiiiei i ittt e et e e e e e e e e e e e s s s s e e e eeeeaaeeeeeeassasannnnnnnes 24

ST g 1o T [ USSP 25




(O R Tl BT o] o Jo 1= 1o R PTRR 26

| =T | oo | =PRI 27

(070 apT 01230 ST or= T a L PR 27

Al RUNNING JODS ...t e e e e e e e e e et r e s e e eeeaaeaeeeeesesnarene 28
SCAN DELAIIS PAGE......ceiiiiiiiiiiiie ettt et e e et e e e e s e e e e e e annee s 28

P2 G =T 1 o PP PPP PPN 29

P2 G T R L o1 =TS 1o T PP UPPPPPRPO 29
2.6.2 SECUNLY TOSHNG. ..o i i i i e e e r e s s e e e e e e e e e e e e e eeeeereeenannas 29

3 Further Developments & RESEAICH........uuuiiiii i 29
L @ o] o] 113 o] L= PR UTT TP 29
B REIEIEINCES. ... .ottt e e e e e e e e e e s 29
G 0] 01T o [ PP 29
6.1 ProjeCt PrOPOSAL.........cooieiieeieeei e 29
B.2 PrOJECT PIAN..... ..ot ——————— 30
6.3 MONTNIY JOUMNAIS......iiiiiii ettt e e e e st e e e e e s s e e e e e e ens 30
6.4 PrOJECE POSTEL..... ittt e e e et e e e e e e s b e e e e e e annreee s 30
6.5 USEI MINUAL. ...t et e e e e r e e e e e nnne e e e s 30
6.6 GItHUD DELAIIS........eeieeeiiieie e e e e e e e s e eas 30

0.7 Other MAtErialS USEM.......oiveiiiiiiiee ettt e e e et e e et e e e e et e e e s e b e e s e eaans 31




DeclarationCover Sheet for Project Submission

SECTIONStudent to complete

Name:

Johnh QDNJ R&

Student ID:

14101718

Supervisor:

Padraic DeBurca

SECTION 2 Confirmation of Authorship
The acceptance of your work is subject to your signature on the following declaration:

| confirm that | have read the College statement on plagiarism (summarised overleaf and printed in
full in the Student Handbook) and that the work | have submitted for assessmemtirisly my own
work.

{A3YylFGdz2NBY W2KyYy hQDNI R&® 5FSY MOKNpPKHAMY

NB. Ifiis suspected that your assignment contains the work of others falsely represented as your

own, it will be referredtotha | | ege’ s Di sciplinary Committee.

that plagiarism has occurred this is likely to lead to youmfaithe module and possibly to your
being suspended or expelled from college.

Complete the sections above and attach it to the front of one of the copies of your assignment,

Sh



What constitutes plagiarism or cheating?

The following is extracted fromttreo | | ege’ s f or mal sdquaedmthent on pl a
Student Handbooks. Ref er enc e mcludesany‘piace sfivatkn ment s”
submitted for assessment.

Paraphrasing refers to taking the ideas, words or work of another, puttintpityiour own words

and crediting the source. This is acceptable academic practice providezhgate that credit is

given to the author. Plagiarism refers to copying the ideas and work of anatitemisrepresenting

it as your own. This is completelpacceptable and is prohibited in all academic institutions. Itis a
serious offence and may result in a fail grade and/or disciplinary action. All sources that you use in
your writing must be acknowledged and included in the reference or bibliographipsetta

particular piece of writing proves difficult to paraphrase, or you want to include it in its original form,
it must be enclosed in quotation marks

and credit given to the author.

When referring to the work of another author within the text ofurgoroject you must give the
a u t hsarname and the date the work was published. Full details for each sowsethen be
given in the bibliography at the end of the project

Penalties for Plagiarism

If it is suspected that your assignment contains therkwof others falsely represented as your own,
it owi || be referred t o tWheretbeoDistipingrg Commmitiee makesp | i n a
a finding that there habeen plagiarism, the Disciplinary Committee may recommend

T that a st uhdlebaredused mar ks s

1 that the student be deemed not to have passed the assignment

1 that other forms of assessment undertaken in that academic year by the same student be
declared void
that other examinations sat by the same student at the same sitting blargecvoid

urther penalties are also possible including

suspending a student college for a specified time,

expelling a student from college,

prohibiting a student from sitting any examination or assessment.,

the imposition of a fine and

the requirementthat a student to attend additional or other lectures or courses or undertake
additional academic work.

= = . —a e o




1 Introduction

1.1Background

The background to this project is set out to overcome the lack of online security tools available for

small to medium sizéweb development companies. Currently, there are few applications online

that would be affordable by small and medium sized web development/design companies. There

are companies out there that will perafequiten secur
expensive, and are only geared towards larger enterprises, so smaller companies may not be able to
afford their service. By developing this tool, companies will be able to use an online service where

they can perform a web vulnerability scan anveb server. This will help with costs, and help

companies keep on top any security issues.

1.2 Aims

The aim of this project is to develop an application, where a user can supply their public IP address

or domain name, then using the system they @atiate or schedule scans on their website. The

system will run a scan using easily available, and custom tools to perform scans like port scans,

header inspection, XML sitemap, SQL injection vulnerabilities, and Nikto, which will build a list of all

poss bl e know vulnerabilities that may exist on t1l
customer will be able to implement patches and fixes to address the issues found during the scan.

1.3 Technologies
The technologies used in this project gnghon, MySQL, PHP, HTML/CSS, JavaScript, python XML
sitemap builder, and Linux Command Line tools.

The main application is to be developed using the Python programming language. This application
will run on a baclend server andwill be completely seamis. This means that if another instance

of the application is run on another server, it can start running and executing jobs without any
additional configuration. This makes the application extrerselable andising a service like AWS
auto-scaling theapplication can really run at its greatest potential.

The frontend web application is to be designed using HTML, CSS, and JavaScifigintidrel
application is what the user will interact with. They will never interact with the backend Python
application. By using the frorgnd users can interact with the backend API, which will handle alll
requests from the froneend application, and the python backend application. Here, users can
account add a domain/IP address to their dashboard, and startedfiate or scheduled scans.

The tools used for the actual scan are as follow:

1 Nmap-Used for scanning a domain or IP address for open ports. This data is presented to
the user, so they can close any unnecessary ports.

1 Curl-Command line URL tool. Thi®tused to make HEAD requests to the intended target
and retrieve the list of headers returned from the webrver. These headers are inspected,
and the user is prompted to remove any headers that the application deems not useful or
exposes potential serity risks.

1 Nikto—A tool used by penetration testers to find a list of known vulnerabilities with a web
server. This output is captured and presented to the user, so they can patch/fix any possible

issues.
1 Sqglmap-Used for testing possibBQLlinjecto n vul nerabi |l ities on a cu
1 Opensstt his is used to obtain SSL information o

a grading on the information returned from this tool




1.4 Structure

1. Introduction—An introduction to the reasonisehind creating this application, and what the

general idea of the application tends to solve.

2. Architecture—The architecture of the application, and how each element interacts with
each other to deliver the service the application provides.
Technologies- The technologies used to make this application a success.
Demonstration- A quick demonstration of the application prototype.
Issues & Next Stepsissues and obstacles faced during the application prototype, and what
the next steps are to overcome théstacles and complete the project design.

ok w

2 System
2.1 Requirements

2.1.1 [FREQ1] User Registration

Description & Priority

The user registration feature in this application has quite a high priority because when you register
an account you must alsmnfigure Multifactor Authentication with the Google Authenticator smart
phone application. Multifactor Authentication is one of the functional requirements with the
highest priority. As security is of great priority in this application, having muttifacithentication

is a must.

Scope
The scope of this use case is to create a feature for the web vulnerability scanner where when a user
creates their account they must configure Multifactor Authentication on their account.

Description
This use case describes the action when a New Users visits the web appticatieate a new
account,so they can avail of the services the application provides.
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Use Case Diagram

User Registration

1A, Invalid Account

Details

<<gxtend=>

1. Register Account

Details

2A. Invalid MFA Token

<<jnclude >
<<gxtend=>

MNew User 2. Enable MFA

<<jnclude=>>
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Flow Description

Preconditions
There are no preonditions to creatingmaaccount.

Activation
This use case starts when a New User visits the website and goes to the tiegigtage of the web
application.

Main Flow
1. The New User submits their account details and the system verifies the account details
2. The User Registratiomr@mpts and accepts the OTP from the user to enable MFA.
3. The system stores the information and moves the user to the Enable MFA use case
4. The User Registration system logs the new user in.

Alternate Flow 1A: Invalid Account Details
1. The account detailsubmitted are incorrectUse caseestarts at 1 Register Account Details.

Alternate Flow 2A: Invalid MFA Token
1. Invalid MFA information submitted. Use case restarts at 2 Enable MFA.

Termination
The system has created an account, enabled MFA, and procéedtegithe user in.

Post Condition
The New User is now redirected to their dashboard where the main functional requirements of the
application present.

20
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2.1.2 [FREQZ2] Add Endpoint

Description & Priority

This use case describes where a user is adding@poent to their list of endpoints. This list of
endpoints will be scan when a full scan is initiated. As these endpoints are the main data driving the
web application, care must be taken to validate the input from the user. Also, as this is the main
information to carry out the primary function when a scan is initiated on the endpoint this use case
has a priority of critical.

Scope
The scope of this use case isstpply a function where a user can add a new endpoint to their list of
endpoints.

Descriptn
This use case describes the action wherser wants to create a new endpoint, which in turn can be
used to perform a scan against their website for vulnerabilities.

Use Case Diagram

Add Endpoint

1. Input Endpoint 2A Invalid Input

Details

<<jnclude> > <<gxtend>>

2. Verify Input
Authenticated User Details

3. Build Sitemap Scanner Agent

<<jncludes> XML

creately

www.creately.com = Online Diagramming

Flow Description

Precondition
The user is successfuliythenticated and logged in.

Activation
This use case is activated when the user visits their account settings page and inputs the domain
name of the endpoint.

Main Flow
1. The Authenticated User inputs the details of their domain and/or IP address.
2. The Add Edpoints system verifies the users input

3. The Scanner Agent builds an XML sitemap of

Alternate Flow: 2A Invalid Input
1. The user submits invalid endpoint format. The use case returns to 1 Input Endpoint Details.

Termination
The endpoinis avdlable for scanning for common vulnerabilities.

20
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Post Condition
The system awaits the next command

2.1.3 [FREQ3] Start Scan

Description & Priority

This use case describes when a user wants to initiate a scan on endpoints submitted using
requirement2. This is the use case with the highest priority as the main functional requirement of
this application is to allow a user to start a scan on their website or webserver.

Scope
The scope of this use case is to create a feature that will allow a usabtoit a request to start a
scan on their domain name or IP address.

Description
This use case describes the action wherser wants to perform a scan against their website for
vulnerabilities.

Use Case Diagram

Start Scan

12. View Scan Results TAPPI RS £EL Wiy ccincludes> i, (2 sg ccincludes> 9. Mark Job as
Results Results Complete
<<include>>
1. Initiate Immediate 3A. Incorrect Job
S Details

extend>>

6. Mark Job as

Invisible 8. Submit Scan

Results

7. Perform % 3
<<extend>>

Vulnerability Scan

) ) ) <<include>>
Authenticated User <<include>>

5. Get Job From

Queue
2. Verify Job Details <<includes>

<<include>>

3. Add Job Details <<include>> 4. Mark Job as Visible

creately

www.creately.com « Online Diagramming

Scanner Agent

Flow Description

Precondition

TheAuthenticated user has successfully logged in and has successfully submitted an endpoint to be
scanned.

Activation
This use case is activated when the user visits the main dashboard and submits a request to start a
scan on a specific endpoint.

Main Flow
1. The Authenticated User initiates a request to perform a scan on their website.
The details of the scan are verified by the Start Scan system.
The job details are added to a queue.
The Start Scan system marks the new job as visible, to be visible by theiS&gant Actor.
The Scanner Agent gets the job details from the job queue.
The Scanner Agent marks the job as invisible, so other agents are aware that someone is
working on the job.
The Scanner Agent starts a vulnerability scan.
8. The Scanner Agent submite details of the scan to the Start Scan system.

o0k wN

~
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9. The Scanner Agent marks the job as complete.

10. The Start Scan system parses the scan results.

11. The Start Scan system verifies the results of the scan.

12. The Authenticated User can now view the results ofgban in a human readable format.

Alternate Flow: 3Ancorrect Job Details
1. The system recognizes that the details of the submitted job are incorrect. The use case
restarts at 1 Initiate Scan.

Termination
The results of the scan are returned to the dashlooiont end to be viewed by the user whenever
they need to.

Post Condition
The system awaits the next command.

2.1.4 [FREQ4] Edit User Settings

Description & Priority

This use case describes when a user wants to change any of the details pertainiig &aocbunt.
For example, password, their name, etc.

Scope
The scope of this use case is to create a feature that will allow a uskatme the details of their
account.

Description
This use case describes the action wherser wants tachange the detids of their account.

Flow Description
Precondition
The Authenticated user has successfully logged in

Activation
This use case is activated when the user visits the main dashboaskets account from the
drop-down list available after clicking theirsername.

Main Flow
1. The user adds a new value to the form input fields available.
2. The user clicks submit/update.
3. The backend verifies that request came from the correct authenticated user.
4. The database is updated with the new details.
5. A message is returngd the user advising on the status of the update (successful, failed,
etc.).

Termination
The user is presented with a message outlining if the update was successful or not.

Post Condition
The system awaits the next command.




2.1.5 [FREQS5] Delete Endpoin

Description & Priority
This use case describes when a user wants to delete an endpoint from their list of verified endpoints.

Scope
The scope of this use case is to create a feature that will allow a user to remove any of their verified
endpoints.

Desciption
This use case describes the action wherser wants to delete an endpoint from their account

Flow Description
Precondition
The Authenticated user has successfully logged in.

Activation

This use case is activated when the user visits the deshboard and selects account from the
drop-down list available after clicking their username, or they click the view all button above the list
of verified endpoints on the user dashboard.

Main Flow
1. The user clicks the delete button next to the listed eoits.
2. The backend verifies that request came from the correct authenticated user.
3. The endpoint, along with the verification details are removed from the database.
4. A message is returned to the user advising on the status of the update (successful, failed,
etc.).

Termination
The user is presented with a message outlining if the update was successful or not.

Post Condition
The system awaits the next command.

2.2 NonFunctional Requirements

2.2.1 [NFR1] Availability Requirement

Availability is a very importd non-functional requirement. As users should be able to access their

scan results at any time and have the system complete submitted jobs as quick as possible. To make
sure that the application is avai,thadedneragent c o mp |
can easily be scaled to other servers and al mos

Using AWS autecaling, based on the CPU utilization of the current servers processing jobs can be
used to determine whether a more resices are required to keep up with the demand. Servers will
be able to scale out and in depending on the demand of the application, ensuring the highest
availability.

AWS CloudWatch metrics have been implemented to create a Dashboard that allows foriatemed
notifications in the event of web server failures. If a backend webserver fails, a notification is sent,
and the instance is replaced using AWS adaling.

Using CloudWatch dashboards we can constantly monitor the state of the web applicatioghhaou
very convenient dashboard viewer:




0 196.. 14 37 15 0.24.

@ targeigroupitest-alpha-main-t. . nCount @ ReguestCount @ NewConnectionGount @ TargetResponseTime

TargetResponseTime RequestCount Latency - P99

0017 590 | 0048

A
ﬂ‘,ﬁ M | fl ‘IH A
(W /gl W \
sl h
| || oA \UV\NJ\I

0.009

y
0.00 \ |. 0 \J\ 0.042

2045 2100 2115 2130 2045 2000 2015
B TargetResponseTime @ ReguestCount @ TargetResponseTime

As you can see from the above dashboard widgets, we can constantly keep an eye on the latency
between the AWS Application Load Balancer, and the registered backend web servers. We can keep
an eye on the requestotint for possible DDoS attacks. The metrics that are updated through the
CloudWatch dashboard are:

1 TargetResponseTimeThe latency between the application load balancer and the registered
servers.

1 RequestCount The number of requests hitting our applian.

1 ActiveConnectionCourt The number of established and active TCP connections to our web
servers.

1 ProcessedBytesThe number of bytes that has been processed by the application load
balancer.

1 HealthyHostCount The number of instances behind the Idaalancer that are considered
healthy and running.

1 UnhealthyHoustCount The number of instances behind the load balancer that are still
registered and have failed the load balancing health checks.

2.2.2 [NFR2] Recovery Requirement

This section will outhe the need for a recovery structure in the Web Vulnerability Scanner

application. As customer data is of the upmost importance, the recovery requirement of the
application is also a high priority. The database being used, and ORM frameworks beihguesed

both been created with transactions with a massive concern. The application has been developed to
roll back any changes that may fail while writing to the database. A single scheseal isutis

backend up and replicated to ensure that in the evehtlata loss, the data is easily recoverable.

This will ensure that user data is safe in the event of a catastr@peict andis easily recoverable.

2.2.3 [NFR3] Robustness Requirement

Robustness in the development of the web application and agpptication are a high priority
considering the stability of the applications to prevent users encountering errors or the scanner
encountering system crashes. To prevent catastrophic failure several considerations must be taken
into consideration for angcenario that may cause catastrophic failure to the system. It is essential
that during the development cycles of the applications that all bugs and errors must be corrected.
The elimination of such errors and bugs will ensure the successful and raplisythent and use of

the Web Vulnerability Scanner application.




2.2.4 [NFR4] Security Requirement

This section will outline the need for very strong security implementations in the Web Vulnerability
Scanner application. There are many security condarasveb application that interacts with a

database, and a front end that a user uses to interact with the application. To ensure confidentiality

of a user’s account multifactor authentication
data muliple implementations have been made to sanitize and verify user submitted data to ensure

the data is the same data that the user submitted. TLS encryption has been implemented in all
sections of the application to ensure users that their data is encrypteite in transit to the web

application. To ensure availability, the application has been developed to be easily scalable while

still ensuring security.

2.2.5 [NFR5] Reliability Requirement

This section will outline the need for good reliability regaients to be implemented in the
application. To determine the application demands and performance reliability testing will be
performed before launching the application to production phase. Metrics like response time, CPU
utilization, memory utilizationwill be gathered when benchmarking the application before releasing
it to a production environment. This will ensure that the application is always reliable and available
to the usersalways

2.2.6 [NFRO6] Maintainability Requirement

When it comes to miatainability, there are several concerns that are being addressed in this project
specification document. The online freahd application can be updated on the fly and

synchronized with the serve in near real time. Database maintainability will beeshby routinely
backing up the data of the application for easy of recovery and ensure maintainability.

2.2.7 [NFR7] Portability Requirement

As this application is delivered as a web application and is supported in all major browsers the
portability requirements of this application have low priority as all users will be able to access
through both desktop and phone versions of browser to use the application.

2.2.8 [NFF08] Extendibility Requirement

A key requirement for this application is the extendibibf the system. The potential of the
application is promising, and with the user of extensive cloud computing and superior networking
the application can easily grow in stability and functionality without compromising the performance
of the existing sfiware.

2.2.9 [NFR9] Reusability Requirement

The ability to reuse code in the application will help to make sure that the application and its
updates are delivered to its users in the most time efficient and stable manner.-ilByng parts of
the backend and fronrend code the system can-ese code to help deploy the updates to users as
soon as possible to easily and efficiently respond to feature requests, and bug fixes.

2.2.10 [NFRLO] Resource Utilization Requirement

This section outlines theeed for a resource utilization requirement. By developing an application
that is easily scalable, we ensure that the resource utilization requirements are dealt with a high
priority. The application that performs the heavy load of the application has Hesigned in such a
way that if more resources are required to keep up with the demand of the application, another
instance of the application can be launched onto another server and start assisting current servers
processing the load. This ensures tathtesource required for the demand of the application are
always available. When the demand of the application has decreased, the servers can be easily




scaled down to ensure that only enough resources that are required at any exact moment are being
used

2.2.11 [NFR 1] Usability Requirements

The usability requirements of this application are that it must be available on all operating systems,
and smart phone devices. By developing a mobile friendly web application, we can deliver the
application to uses of all operating systems, on nearly all platforms.

2.2.12 [NFR.2] Error Exceptions & Handling
To not interrupt the flow of the web application if errors are encountered. A logical exception class
structure has been created for catching errors, but catising the application to crash.

conatruct (

P

->getLine()} in { ->getFile() } <b>{

The main reason for throwing exceptions is when the user attempts to access a resource from the
database that does not exist. A user can easily modify the URL for loading resources and cause the
application to crashSo, an exception class was created for this and try and catch blocks are used
when accessing the database directly.




con3truct |

2.2.13 [NFR.3] SQL Injection Prevention

SQL injection is still a major concern for a lot of applications. Especially web appliadiicimsllow
users to modify the URL with characters that may cause the DB driver to throw and error. To
overcome this user input is not only sanitized but, the input is also added to prepare statements by
using an ORM framework that uses PDO objectsdoessing the database models.

2.2.14 [NFR.4] XSS Prevention

All user input through the form of GET & POST variables are sanitized before being stored in the
database. All possible HTML characters are escaped so that users cannot input JavaScraggsscript t
and run commands that are stored in the database, and then executed as DOM elements when
displayed back to the user.

2.2.15 [NFRL5] CSRF Prevention

TostopCrosSi t e Request Forgery every form has a secr
sesion details. This means if an attacker was to force a form submission for a user the backend
application will reject this as the secret token passed with for was not associated witshe r * s

session. Once the page is refreshed, the token-gereeratal, and the previous token will be

unusable

¥ <form id="form-update-name” method="post” ajax-location="/user/update” style="width: 75%;
input type="hidden” name="profile-name-update-token" valus="8c2bld2a84e31ee3833FF1d8698a3cal
¥ <div class="form-group
label for="account-name">Name</label
input name="account-name” type="text" class="form-control” id="account-name" placeholder="John O'Grady” value="John O'Grady

input type="submit” class="btn btn-success




As you can see from this snippet. There is a hidden input field with the name {marfileupdate-

token, and its value is a randomly generated string. If we look at the code that is run when this form
issubmitted, you will see that we are making sure that the form submission actually came from the
logged in user.

2.3 Design & Architecture
2.3.1 System Architecture

Database

T

Web << Asynchronous>>

! Scanner

Browser '

— Agent
<< Asynchronous »>

<< Asynchronous >>

— Web API “—
Create
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The Web Vulnerability Scanner application is separated into separate tiers for sepaftiasks to
ensure that the system is as highly available and reliable as possible.




The following modules are included in the system architecture of the Web Vulnerability Scanner
application.

1. Web AP} This is the module that asynchronously interactdweill other modules of the
application. This is where users submit details that need to be stored in the database or
sent to the scanner agent for processing. The Web API can both read and write to the
database at the same time, while also displayingittiermation from the database to the
web browsers to be viewed by users in the freamd GUI. The scanner agent also interacts
with the Web API to submit and post details of the jobs submitted by users through the web
browser. The scanner agent also mits details to the Web API to be processed and saved
in the database.

2. Web Browser This is how the user will interact with the system. Using the feort GUI
available via a web browser, the user can create and account, add endpoints to their
dashboard and submit and/or schedule scans on the endpoints in their dashboard. The
details are forwarded to the Web API which will add them to the database. If the details
submitted are regarding the details of a new job, the Scanner Agent will poll the Wéir API
those details and submit the job accordingly.

3. Scanner Agent This is the scanner agent application developed using python3 and is set to
run on Linux backend servers. This application is scalable, as this application uses a lot more
resources thathie Web API or Web Browser. This application is responsible for pulling
newly submitted jobs and consuming them. Once the job is completed, the details are
submitted to the Web API to be stored in the database and displayed to the user using the
Web Browesr.

4. Database-This is the module that is solely responsible for reliably storing all information
about users, jobs, endpoints, and any activity that happens within all other modules of the
application.

2.3.2 Amazon Web Services




CloudFront CDN
AmazonsCloudFront Content Delivery Network will be used to load and cache static media for the
web application, such as images, CSS files, and JavaScript files.

S3
Amazons Simple Storage Solution will be used to host images, and other assets for the web
application.

Elastic Load Balancing

Elastic Load Balancing will be used for the web application. By using an Application Load Balancer,
and multiple web servers, high availability is achieved to users. If a web server fails, it can simply be
removed from and no users will be routed to that server.

An Application Load Balancer allows us to perform SSL termination separate to the web servers,
meaning that the computational resources needed for SSL termination is separated from the web
servers.

ApplicationLoad Balancers also allows for writing access logs to an S3 bucket and can be used if we
need to troubleshoot any issues with the web application.

Enabling session stickiness will allow for users to be returned to the same backend instance they
originallyconnected to so that session information is not lost between requests. A shared medium
like memcache could easily be introduced, but it out of scope for this application, and session
stickiness will suffice.

Auto-Scaling
By using autescaling we can scalbe web server backend instances in the event of increased load.
Auto-scaling can also be used to scale out more workers for performing scans against client domains.

RDS
Amazon RDS is used as the main database for the web and python application.

Availability

2.4 Implementation

This application is designed with a queueing system. What this means is that when a user submits a
job (i.e. scan a website) the job is added to a queue. The application is constantly checking this
queue for a job. Once a jobimserted into the queue, the application will pull down the details of

the job andstart to execute the job based on the details. This means that a queue class has been
created. Like below:




class Queue:

get size(self):

return len(

The queue class is quite simple, and contains an array o$jtant functions to check if the queue is
empty, to add a new item (enqueue), to obtain the oldest item in the list (dequendreturn the
size of the queue.

A polling mechanism has been added. This polling mechanism is responsible for connecting to the
Web API using an access key that is only known to the python aghtshecking for any jobs that

are currently visible. The poll class uses a function cptdidqueueto check for any new jobs that

the application needs to run:




As you can see frothe above screenshot, once a job is loaded by the poll class, the jobs status is
set to invisible. These means that other instances of the application running on separate servers will
not also obtain the same job, but if the server that has downloadeddbeletails runs into any

errors, or issues, the job can be marked as visible again, and another instance can download the job
where the current instance fails. This is to try to eliminate the possibility of jobs not running due to
errors or issues witthe servers.

The main method in the main.py class is where the staltesplace. This class uses multiple
instances of a command class, in the command class we specify the command we want to run and all
the parameters. This class will run the intendedhooand and store the output to be used for later.




~lass Command:

encoding="utf-8"

subp
command

parameters=|

output=None

d, parameters):

=command

=parameters

parameter)

The command clas®turnsthe results to the main class to be written to a database to be parsed
and displayed on the front endThe command or main class have no direct access to the database,
and will push all changes to the Web API which in turn is responsible for writing and parsing the
data.

The main class is responsible for running jiteandupdating the job entity with the details of the
job that has been run.




.poll_queue()
while True:
if ( .get_size() > 8):
workitem = -dequeue()
workitem details = .loads (workitem[ "Details"])

parsed_params=| ]
for param in workitem_ details|[’parameters’]
if (re.search(r \$host", param)):

param = .sub{r’'\$host", workitem details['endpoint’], param)

-append(param)

.info(’'running: ' + workitem details['command'])
command = Command(workitem details[’command'], parsed_params)

if (workitem details['command'] == */usr/local/bin/nikto.pl")

-run()

file content = open(’/nikto_results/' + workitem details['endpoint’] + ".htm', "rb')

file key = workitem_details['job id"] + ".htm’

response : (' scanner-nikto-output’).put_object(Key=file_key, dy=file_content)

url = 5 e_| igned_url(ClientMethod="get_object’, Params { Bucket™: "scanner-nikto-output’, "Key': file key})

.remove( " /nikto_results/" + workitem details['endpoint’] + '.htm")

command_output = url

.error(url)
command_output = url
elif (workitem details[’command’] == ‘python3'):
.run()
file content = open('/sitemaps/" + workitem details['endpoint'] + ".xml', 'rb')
file key = workitem details['endpoint’'] + *.xml"
response = -Bucket("scanner-sitemaps").put_object(Key=file key, Body=file content)
. FEmO */sitemaps/" + workitem_details['endpoint’'] + *.xml')
.info(response)

bucket_location = -E bucket_1 ion(Bucket="scanner-sitemaps")

url = "https://s3-{0}.amazonaws.com/{1}/{2}".format(bucket_location['LocationConstraint’], 'scanner-sitemaps’, file_key)
rror(url)

command_output = url

command_output = .run()

.success( ' completed: ' + workitem details[’command’])

workitem complete = {
“workitem id™: workitem['Id'],
“workitem_output™: command_output,
"access-key™: "gxC3bGIhDIRBbGcalhpt™

}

update = .post( "https scanner.ogradyjohn.com/api/AddWorkItemDetails', data = workitem_ complete, verify = True)
.success('updated: ' + workitem details[’command”])

.sleep(2)

-poll_queue()

This class is always running,usng an infinite loop, and a delay between executions, the instance is
always running, and when a new job is obtained (if queue.get_size() > 0) then the application
proceeds to run all the necessary commands to complete the job.

First the job is dequeueflom the queue, and the job details are obtained and parsed into a json
object. For development purposes the details of when the job is started are outputted to the
screen. Then the application builds an XML sit




I have designed mplate for running scans that the python agents are able to parse as it is stored
in json format. The template splits the job into separate work items so that individual work items
can be run in parallel, rather than running them in sequence (as wasatbeefor the migpoint
presentation). This allows for jobs to run quicker, and more agents to spawn to run more task
simultaneously. This ensures that the application runs at its highest potential and finishes jobs as
quick as possible.

See a sample jolemplate below:

|
"_sIL",
“http://$host™

[
"fusrflocal/bin/pythonsitemap/main.py",

"--domain”,

" --output”,

"/sitemaps/$host.xml"

"--script”,

ssl-enum-ciphers™,




As you can see from the code as well that | am using a boto3 client, which is a python library for
interacting with AWS services. Some command outputs are too large to submit to the API for
storage, and exceed the maximum entity sizerfginx servers, so | have written these details to a
file, uploaded to S3, and then removed the file from the application servers.

| have left the code of the front end and API, as the both just use standard MVC & ORM frameworks,
and the main applicatiois the python application performing most of the scanning features.

2.5 Graphical User Interface Layout
Account Registration

ene Application Name

Name
Username
Email

Password

Create
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Create an Account

Already have an account? Login




Application Authentication

Please download and install the Google Authentication app
on your smart phone, and scan the below QR code to
configure multi-factor authentication for your device.

Enter Authentication Code:

As you can see from the above screenshots, Multifactor Authentication will be necessary when
signing up for an account. QGme first page, the user will be prompted to add their name,
username, email address, and password. Once they have registered these details, they will be
brought to a screen where they need to scan a QR code using the google authenticator MFA
application. Only then will their account be fully configured.

User Login

ece Scanner - Login Page

Username
Password

Enter MFA Token

One Time Password

Create
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When a user logs in they must provide their username and password, but in order to login the also
need to provide their multifactor authentication ortene password using the google autheratior
smart phone application.




User Dashboard

ove User Dashboard

www.ncirlie 2 days ago  view

-

Endpoint Domain or IP Add Endpoint

4
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The dashboard is a central page for taking an overview of recent activity on your account. Here you
can view the most recently added endpoints, any scans that are currently running and their status, a
list of recently completed scans, and a list of any reports.

EndPoints (viewall ) Recent Scan Activity (viewan )
test-scanner.ogradyjohn.com E @ b 4 neirlie = J ‘
ogradyjohn.com E0OX
ncirlie EOX

Jlusflocal/binnikto pl

n3

|H|||

map

Reports (viewall...) Completed Scans (viewall..)
ogradyjohn.com @+ 44 minutes « 49 minutes ago
test-scanner.ogradyjohn_com @ - 1 minutes - 55 minutes ago

As you can see, the dashboard only showalzset of the information available. But there are links
on the dashboard that shows all information sto




All Endpoints

Your EndPoints

test-scanner.ogradyjehn.com = @ x

ogradyjohn.com = G) b 4

LT i | BOX
John O'Grady

Compleed Scans

Q

Completed Scan (2)

ogradyjohn.com @« 44 minutes + 50 minutes ago

test-scanner.ogradyjohn.com @ - 1 minutes « 56 Minutes ago

John O'Grady

This shows a list of all completed scans for your endpoints.




All Running Jobs

All Running Jobs (1)

ncirl.ie -

X4

map

Justiocal/bininikio pl

ustibinmmap

Created by John O'Grady 2018

The user dashboard is the main page the user will be on. Here they can add new endpoints and
initiate new scans/scheduled scans. They can also see a listfetieus scans they have run,

which contains basic information on the scan details. They can also open other pages that will give
the full report on the scan (which is also emailed to the user when the scan is complete).

Scan Details Page

ogradyjohn.com 44 minutes ago E B Q

Header Information Port Scan Results SSL Test

HTTP/1.1 200 OK

Server: nginx/1.12.2

Date: Sun, 13 May 2018 17:52:03 GMT
Content-Type: text/html

Connection: keep-alive

Vary: Accept-Encoding

21/tcp open ftp

22/tcp open ssh

26/tcp open rsftp

80/tcp open http

110/tcp open pop3
143/tcp open imap
443/tcp open https
465/tcp open smtps
587/tcp open submission
993/tcp open imaps

995/tcp open pop3s

Starting Nmap 7.60 ( hitps://nmap.org ) at 2018-05-13 18:52 IST Nmap scan report
for ogradyjonn.com (50.87.248.91) Host is up (0.195 latency). rDNS record for
50.87.248.91: box1091 bluehost.com PORT STATE SERVICE 443/tcp open hitps |
ssl-enum-ciphers: | TLSv1.0: | ciphers: |

TLS_ECDHE_RSA WITH_AES_256_CBC_SHA (secp256r1) - A|
TLS_RSA_WITH_AES 256 CBC_SHA (rsa 4096)- A |
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (5ecp256r1) - A |
TLS_RSA_WITH_AES_128_CBC_SHA (rsa 4096) - A | compressors: | NULL |
cipher preference: server | warnings: | Key exchange (secp256r1) of lower strength
than certificate key | TLSv1.1: | ciphers: |

TLS_ECDHE_RSA WITH_AES_256_CBC_SHA (secp256r1)-A|
TLS_RSA_WITH_AES_256_CBC_SHA (rsa 4096) - A |

TLS_ECDHE_RSA WITH_AES_125_CBC_SHA (secp256r1) - A|
TLS_RSA_WITH_AES_128_CBC_SHA (rsa 4096) - A | compressors: | NULL |
cipher preference: server | warnings: | Key exchange (secp256r1) of lower strength
than certificate key | TLSv1.2: | ciphers: |
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (Secp256r1) - A |
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 (secp256r) - A|
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (5ecp256r1) - A|
TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 4095) - A|
TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 4096) - A |
TLS_RSA_WITH_AES_256_CBC_SHA (rsa 4096) - A |
TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256 (secp256r1) - A|
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (Secp256r1) - A |
TLS_ECDHE_RSA WITH_AES_125_CBC_SHA (secp256r1) - A|
TLS_RSA_WITH_AES_128_GCM_SHA256 (rsa 4098) - A|
TLS_RSA_WITH_AES_126_CBC_SHA256 (rsa 4095) - A |
TLS_RSA_WITH_AES_128_CBC_SHA (rsa 4096) - A | compressors: | NULL |
cipher preference: server | warnings: | Key exchange (Secp256r1) of lower strength
than certificate key |_ least strength: A Nmap done: 1 IP address (1 host up)
scanned in 60.52 seconds

The scamletails page gives the full output of the scan carried out. As you can see it provides
information on the headers that your website is exposing publicly. It enumerates all open ports, and
if you have SSL on your website, it enumerates all cipher swgezl and advises if any should be
removed from your list of supported ciphers.




2.6 Testing

2.6.1 Unit Testing

This project will be tested using continuous integration. What this does is every time a change is
committed to the GitHub repository Travis Gllvwun a predefined set of tests that | have created.

These tests will test all sections of the application, and if any change causes and issue with other

sections of the application, the CI build will fail, and | can see the exact issue that causexighe

fail. This is great because as | add new featu
all features, because Travis Cl will be responsible for testing other sections of the application.

2.6.2 Security Testing
To ensure the web apipation is secure as possible a manual Penetration Test was carried out
against the website. By using the OWASP Top Ten,

Injection

For the web application interacting with a MySQL database is necessary for storing persistent web
data. MySQL databaseseasusceptible to MySQL injection. Using an ORM Framework, that uses
prepared statements will help to overcome SQL Injections issues, but a test of this will need to be
carried out to ensure any SQL Injection flaws are corrected.

CrossSite Scripting (X5S
By escaping all html characters for user input, XSS was impossible. Tested, and the scripts were
outputted as raw data, and were not added as DOM elements

CrossSite Request Forgery (CSRF)
By implementing tokens for every user and every form on the welitsvas impossible to perform
crosssite request forgery.

3 Further Developments & Research

This is the completed product, although there are some features | would have liked to add, but due

to time constraints | di dnreremovedadeerothetinebl e, and s
constraints. One tool | really wanted to develop was an SSL grading tool. To allow users to get a

grade between A, B, and C depending on the TLS versions, and cipher suites they were accepting.

4 Conclusions

The advantages of this applicatiare that customers are not required to manually run vulnerability
scans on their website. By using this application, they can schedule scans at specific intervals. At
different intervals, they can choose how intensive scan will be. For example, they can have
weekly scans, that don’t go into much detail
into some detail, and a yearly scan that goes into as much detail as possible that the application can.

5 Refereres

6 Appendix

6.1 Project Proposal




Web Vulnerability Scanner

I,
%
Project Proposal
Final.docx

6.2 Project Plan

I

software-project.mpp

6.3 Monthly Journals

[,

%
ReflectiveJournalSept

docx

[

%
ReflectiveJournalOct.

docx

[

%
ReflectiveJournalNov

docx

6.4 Project Poster

poster.PNG

6.5 User Manual

™,

%
Web_Vulnerability_
Scanner_User_Man

6.6 GitHub Details

John

O Grady

20



Web Vulnerability Scanner John O' Grady 20

=

github_details

6.7 Other Materials Used




