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Configuration Manual

Sweety Kaushik
Student ID: X19205783

1. System Requirements

Software OR Hardware Requirements: - In this configuration manual i explained the steps in
details about the requirements of basic software’s and hardware to run the implemented
project smoothly. I have mentioned all the description of hardware specification and software
version to execute the code.

Software: -

Python Ver.3.8.2

Google Colaboratory (Google platform)
Jupyter Notebook - ver. 6.03
TensorFlow - Ver. 2.4

Anaconda - Ver. 1.9

Hardware: -
The hardware configuration of machine where 1 executed my implemented project are as
follows.

RAM: - 12 GB

Storage (SSD): - 512GB

Processor: - AMD Ryzen 5 4500U with Radeon Graphics 2.38 GHz

Operating System: - Windows 10 Home Single Language, 64 Bit Architecture.

e Here, my mount point directory is /content/drive/mydrive/cicids where my dataset and
model exist in figl.

Intrusion Detection using Deep CNN-LSTM on CICIDS Dataset

[ ] from google.colab import drive
drive.mount('/content/drive")

Mounted at /content/drive



1.2).
used

Importing The Libraries: -

Pandas and numpy library were imported to use for data pre-processing as shown in
Figure 2. We imported ‘matplotlib’ and ‘seaborn’ library for generating visualization
and animation, then we imported sklearn library that is useful package for machine
learning in python.

make_classification from sklearn.dataset is used to create a random n class
classification  problem  visualization, selectKBest is  imported from
sklearn.feature selection and it is preferred for best predictors for target
variables,f classif it was also imported from sklearn.feature selection that is mainly
used for categorical target which is based on ANOVA and we used Analysis of
variance (ANOVA) in feature selection to select the best features that we will discuss
later.

cd /fcontent/drive/MyDrive/CICIDS

fcontent/drive/MyDrive/CICIDS

import numpy as np

import pandas as pd

import matplotlib

import seaborn as sns

import sklearn

import imblearn

import matplotlib.pyplot as plt

import sklearn.metrics as m

# Ignore warnings

import warnings
warnings.filterwarnings( ' ignore’)

from sklearn.datasets import make_classification
from sklearn.feature_ selection import SelectkKBest
from sklearn.feature_selection import f_classif

Fig. 1. Scikit Libraries

All these libraries were imported for the use of deep learning architecture. Here, we
various of library function to create model, In the first line, I imported sequence

function from keras.preprocessing library for listing of sequences, 'Sequential' function was
imported from keras.models library which i1 used for the purpose of initiating the CNN model.
Dense, Dropout, Activation, Lambda functions were imported from keras.layers library as all
these four functions will be used in CNN layer.



from keras.preprocessing import sequence

from keras.models import Sequential

from keras.layers import Dense, Dropout, Activation, Lambda
from keras.layers import Embedding

from keras.layers import ConvolutioniD,MaxPoolinglD, Flatten
from keras.datasets import imdb

from keras import backend as K

import pandas as pd

from keras.utils.np utils import to categorical

from sklearn.preprocessing import Normalizer

from keras.models import Sequential

from keras.layers import ConvolutioniD, Dense, Dropout, Flatten, MaxPoolinglD
from keras.utils import np utils

import numpy as np

import hspy

from keras import callbacks

from keras.layers import LSTM, GRU, SimpleRNN

from keras.callbacks import CSVLogger

from keras.callbacks import ModelCheckpoint, EarlyStopping, ReducelROnPlateau, CSVLiogger

#Settings
pd.set option('display.max_columns', HNone)
pd.set option('display.max rows', None)

Fig. 2 Keras Libraries

2. Load The Data: -

here, we imported our cicids 2017 dataset and here we used pandas (pd) function

'pd.read csv and then dataset filename to load. So this is the overall dataset here. as you can
see so this is the label so label means what type of attacks and before labels this is the
features.

df = pd.read csv("Dataset.csv")

2.1. Count plot for sequences (Attack types)-
I just plotted all the things here. So 'seaborn'(sns) themes and seaborn countplot to plots count
for sequences. In 'fig' 1 gave a figure count to plot and for seaborn theme, i chose 'whitegrid'
for visualization of count plots for sequences and then plotted all attack types and 'set _title'
for main heading which is "Attack Types".



# Count Plot for Sequences

print("\n\tPLOTTED COUNT PLOT\n\{H##&FEREELLRERRLRRXRERRERLEZEENN")
fig = plt.figure(figsize=(30,8))

sns.set theme(style="darkgrid")

ax = sns.countplot(x=" Label", data=df)

ax.set_title("Attack Types")

plt.show()

Fig.3 Attack Types

3. Data Pre-Processing: -
Now in pre-processing of data stage I used 'df.isna’ to count for any missing values from data
frames(df), and here we are getting null missing values but in Flow Bytes/s features we found
1372 missing values .
print("\n\tCHECKING MISSING VALUES\n\{H#*&EEREIREHEERLRRRBEFRIRREZEIND")
print(df.isna().sum())

Fig.4 Data Pre-Processing

3.1. Now we used ‘df.dropna’ function to remove the missing values that we found 1372, it
will basically drop all rows that contains any missing values.

df.dropna(axis = 1,inplace=True)

3.2 Data conversion into Arrays -

Here, we wrote all codes to convert the data into array values, it is like a scaling process that
do the minmax scaling, it basically checks each and every iteration for row and column.
because each and every data consists of minimum and maximum values, we also applied here
if and else condition , like 'if maxval<120' it will check the iteration, if maximum value is
less than the given value (120) then it will convert data into integer8 type , if maximam value
'maxval<32767' is less than 32767 then it will convert data into integer16 (int16) or else if
more than 32767 then it will convert to integer32 (int32) and type32 means it will convert
into more float so we can reduce the size of it and store the maximum value of 32767 in
integer32.

integer8 = 8bit size

integer16 = 16bit size

integer32 = 32bit size.

if the maximum value (maxval<120) is between 120 to 0.01 then it means we have to convert
the value into float16 values or else we need to convert the values into float32.

here we defined our attacktypes data label form like benign, portscan.... and convert into
numerical values 0,1,2.



L 1 data = df.copw{)

# Conwverting the Data into Array wvalues
Ffor column in data.columns:

if datal[column].dtype == np.intee4:
maxwval = datal[column].max]()
if maxwval < 12e:
datalcolumn] = data[column].astype(np.ints)
elif maxval < 32767:
datal[column] = data[column] .astype(np.intlie)
else:
datalcolumn] = datal[column].astype(np.int32)
if datal[column].dtype == np.floatea:
maxwval = datal[column].max{)
minwval = data[datal[coclumn]>e][column]
if maxwval < 12 and minval>e .ol :
datalcolumn] = datal[column] .astype(np.floatls)
else:
datalcolumn] = datal[column] .astype(np.float32)
attackType = datal[' Label'].unigue()

datal[’' Label"]
datal[* Label"]

datal[” Label®].astype(  category’)
datal[® Label”].astype({ "category™).cat.codes

Fig. 5. Data conversion into arrays

4. Feature Selection: -

Here, we used Anova feature selection as it is the very effective as compared to other
features,

It will generate the maximum number of samples which is 5000 and features values is 20 and
we reduce the minus values and we will accept only positive values and we take 20 features
apart from total number of features, ‘n_informative=2" means it’s a threshold value so
normally the threshold default value is 1 but our data is having more features like 20 so we
set threshold value 2.

In Anova we used two features selection selectKBest and f classif.

X, y = make classification(n_samples=5008, n_features=20, n_informative=2)
# Define Feature Selection
fs = SelectkBest(score func=f classif, k=11)

X selected = fs.fit transform(X, y)

Fig. 6 Anova Feature Selection

5. Splitting into Dependent and Independent Variables: -

In the stage of dataset splitting into train and test, I split dataset by using 'train_test_split'
function' from library sklearn.model selection. here we divided our dataset into 80% for
training and 20% for testing, and the way & reason for splitting the dataset in ratio of 20:80 is
that it will probably minimize the losses and enhanced the accuracy.

from sklearn.model selection import train_test split

x_train,x test,y train,y test = train test split(X selected,y,test size = 68.2)

Fig. 7 Split into Train and Test



6. Normalizing

In normalisation we just make a copy of x_train, y_train. We are using normalising because
We must normalise all the things into scaled formed. Scaled form means (0 to 1). So, all the
things will be normalised into it. We have to normalise only X, because x is dependent
variable which we are passing the thing.

We must convert the categorical of data using this y so this keras function automatically
convert the y into y_data = categorical value. So, after that scaling, we have to convert the y
data into categorical form. Then in the x_train.shape, I just print all the shape here.

from sklearn.preprocessing import MNormalizer

X = x_train

T = x_test

¥ = y_train

C = vy_test

scaler = Normalizer().fit(X)
trainX = scaler.transform(X)
scaler = Mormalizer().fit(T)
testT = scaler.transtorm(T)

v_trainl = np.array(y)
y_testl = np.array(C)

from keras.utils.np_uwtils import to_categorical
v_train= to_categorical{y_trainl)
y_test= to_ categorical(y_testl)

# reshape input to be [samples, time steps, features]
X_train = np.reshape(trainX, (trainX.shape[8],trainX.shape[1],1))
X_test = np.reshape(testT, (testT.shape[8],testT.shape[1],1))

scaler = Mormalizer().fit(X_selected)
X_parms = scaler.transform(X_selected)
X _data = np.reshape(X_parms, (X _parms.shape[©8],X parms.shape[1],1))}

from keras.utils.np_wtils import to_categorical
y_data= to_categorical(y)

X_train.shape,X _test.shape,y_train.shape,y_ test.shape,X data.shape
((4e@2, 11, 1), (1ees, 11, 1), (4ese, 23, (1ees, 2), (Seee, 11, 1))

Fig.8 Normalizing

7. DEEP CNN - LSTM MODEL

So this is the deep CNN-LSTM model . Lstm_output size=70 (So based upon that Each 70
Output will be passed to as a input layer. So first iteration will take 70 and next iteration will
take 70 into another input for the Neural network. So here we are Hybriding that LSTM into
cnn for our better Result and accuracy. So here you can see that 64 units and 3 hidden layers
and padding = same. Activation function we are using ‘relu’. Here we are using convolution
neural network and in the next line 2 maxpooling layer and LSTM layer and Dropout. Based
upon that we have to predict whether it’s yes or no so for the reason we are using dense = 2
So ultimately we are using the activation= softwax. So this all are the model declaration and

6



we have to compile it So in the last line this is the model compiling here and optimizer=
‘adam’. Adam will be the best for our process.
so 1 have saved the model here "cnn_Istm model.hdf5”.

lstm_output size = 7@

cnn = Sequential()

cnn.add(ConvolutionlD(64, 3, padding="same",activation="relu",input_shape=(16, 1)))
cnn.add(ConvolutionlD(64, 3, padding="same", activation="relu"))
cnn.add{MaxPooling1D((2)))

cnn.add(Convolution1D(128, 3, padding="same", activation="relu"))
cnn.add(Convolution1D(128, 3, padding="same", activation="relu"))
cnn.add{MaxPooling1D((2)))

cnn.add(LSTM(1stm output size))

cnn.add(Dropout(©.1))

cnn.add(Dense(2, activation="softmax"))

# Model Compiling

cnn.compile(loss="categorical crossentropy”, optimizer="adam",metrics=["accuracy'])

# Callbacks

filepath="cnn_lstm model.hdf5"
checkpoint = ModelCheckpoint(filepath, monitor='val accuracy’, verbose=1, save best only=True, mode='max')

Fig.9 Deep CNN LSTM model

8. Model Fitting

In the model fitting "cnn.fit is loaded here. so you can see in each and every iteration the

exact values of loss , accuracy and validation accuracy. If the accuracy does not improve
means it will stop the iteration. So in the last, 1 put value 20 in epoch so it will run till 20
iteration. So here I saved the model and loaded the model here.

history = cnn.fit(X_train, y_train, epochs=2@, validation_data=(X_test, y_test),callbacks=[checkpoint])

Fig. 10 Model Fitting

9. Performance Metrics -

The accuracy result was acquired with the following function 'accuracy score' and I imported
this library from 'sklearn.metrics' but here i imported many other functions like

classification report & confusion matrix and we printed the all three results one by one.
again, we imported confusion_matrix function from sklearn.metrics library, we acquired the
confusion matrix by using the same scikit learn library.



ftrom sklearn.metrics import confusion_matrix, classification_report,accuracy_ score

pr‘ir‘lt("\n\‘t.ﬂ«CCURaﬂ\CY SCORE\n'\t**#***************** HE kR *’-***\n "')
print(f"\t{accuracy_score(y, preds)}™)

pr‘ir‘lt("\n\‘tCONFUSION MATRIx'\n\t#***************** R s S R e e v s *\n")
print(f"\t{confusion_matrix(y, preds)}"”)

print("\n\tCLASSIFICATION REPORT\H \t************* MR R R RE R RERE *\n")
print(f"\t{classification_report(y, preds)}")

ACCURACY SCORE
s s e e sk o o sk ok o ok sk ok o ok ok e ok ko e ko ok R

2.9694

COMFUSIOM MATRIX
s s e e sk o o sk ok o ok sk ok o ok ok e ok ko e ko ok R

[[2416 78]
[ 75 2421]]

CLASSIFICATION REPORT
s R SR SR S SR SO SN R N O R

precision recall fl-sceore support
[<] e.97 a.97 B.97 2494
1 e.97 a.97 e.97 2506
accuracy 2.97 Seea
macro avg e.97 a.97 2.97 s5eea
welghted avg B8.97 a.97 B .97 seea

Fig.11. Performance Metrics



