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1 Introduction 
 

The steps and processes taken in the development of this project for an Intrusion Detection 

System for IoT is presented in this Configuration Manual. It describes all necessary settings 

and software tools needed to replicate the experimental setup for the project.  

 

2 System Specification 
 
The system configuration used in the project are:  

• Operating System: Windows 10  

• Processor: Intel Core i5 10th Gen  

• Hard Drive: 1TB  

• RAM: 8GB  

 

3 Software Tools 
 

Some of the software tools used to implement this project are: 

• Python 

• JavaScript 

• Jupyter Notebook 

 

3.1  Software Installation 
This presents the processes taken in installing the tools used. 

 

• Download and Installation of Python 3.9.6. The download link is 

https://www.python.org/downloads  

 

https://www.python.org/downloadsl
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Fig 1: Python Download 

 

 
Fig 2: Python Installation 

 

 
Fig 3: Completion of Installation 
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Fig 4: Confirmation of Python Installation 

 

 

4 Implementation 
 

The libraries from python used in implementing this project: 

• Scikit-Learn 

• Keras 

• Pandas 

• Pickle 

• Numpy 

 

 

Fig 5: Mounting google drive in google colab 

 

 
Fig 6: Data Analysis 
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Fig 7: Attack distribution 

 

 
 

Fig 8: Data Preparation 

 
Fig 9: Data Cleaning 
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Fig 10: Data Scaling 

 

 
Fig 11: Data Scaling 

 
Fig 12: Label Encoding 
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Fig 13: Data Splitting 

 
 

Fig 14: Feature Extraction 

 
 

Fig 15: Feature Extraction 
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Fig 16: Visual representation in 2D of dimensionality of the data 

 
Fig 17: Model Training 

 
 

Fig 18: K-NN Classifier Model Training 
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Fig 19: Logistic Regression Classifier Model Training 

 
Fig 20: Naïve Bayes Classifier Model Training 

 
Fig 21: Importing CNN-LSTM model 
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Fig 22: CNN-LSTM Classifier Model Training 

 
Fig 23: CNN-LSTM Optimizer 

 

 
Fig 24: Performnce metrics calculation for models  
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5 Results and Evaluation 
 

 
Fig 11: Results from algorithms  

 

 


