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1 Setting up Virtual Machine 
 

Download the Lubuntu ISO for AMD processors. Lubuntu was chosen as it is a lightweight 

operating system. Refer to (Lubuntu, 2021) 

 

 
 

The Lubuntu ISO file was run using Hyper-V Hypervisor that can be run in Windows 10 

Professional. 

 
Using the terminal in Lubuntu – download and install the MYSQL Server application. 
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Instructions to install the MySQL Server were referenced in (Digital Ocean, 2021) 
 
sudo apt install mysql-server 

 

 
Downloading Python Environment on Windows 10 Host – Anaconda. Use the open-source 

individual edition (Anaconda, 2021). 

 
Using the Spyder application, the Python scripts were developed. 
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2 Datasets 
 

Raw Datasets (Samples): 

 

Due to the size of the dataset only a sample is shown here. The SCADA dataset has many 

thousands of rows. Important to note the 3rd column. This represents time.  

 

Problem:  

DateTime type in MYSQL does not correspond to the SCADA dataset time format which is 

[12-03-2021 13:18:16] However, MySQL uses [2021-03-12 13:18:16].  

 

Solution:  

Pre-process the excel events list with a method of conversion via =TEXT(A4,"YYYY-MM-

DD HH:MM:SS"). This can be then imported into the MYSQL database. 

 

SCADA Power Grid Events Dataset: 

 
 

Site Login Application Dataset: 

The Site Login Application Database was constructed as below. This was a hypothetical 

dataset showing the login and logout from certain Hypothetical High Voltage Sites. 
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Syslog/SNMP Dataset (Sample): 

A sample of the Hypothetical Syslog Dataset is shown below. Here the communication and 

authentication messages are stored in the dataset upon receipt of associated syslog’s into the 

centralised syslog server. SNMP messages from OT network infrastructure can also be stored 

here. 

 

 
 

Understanding the Datasets: 

Important to understand how the datasets format the raw data. Need to know where we are 

likely to find certain data fields when it is delimited. This is the basis for using the Python 

Pandas data frames. See below for example of how the data is formatted with respect to 

expected field and character lengths. 

 

 
 

 

3 Inputting the Databases to MySQL 
 

Note the difficulty with importing dates of a different format into MYSQL. Use the 

STR_TO_DATE function for loading difficult datetime formats in csv file (StackOverFlow, 

2021).  

 

 
 

Inputting a Dataset into MySQL (for example simulated ‘Scada’ system). 

To enter MySQL use  
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• sudo -i 

Then type:  

• mysql -u root -p 

 

Show the Existing Databases 

 

Prepare to Create a new database. Exit out of MySQL and login again with the local-infile 

parameter. 

After login enter the command: SHOW GLOBAL VARIABLES ‘local_infile’;. 
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Set the Local_infile Parameter to 1 (this prepares the database for input of formatted data) 

 

Create new Database and associated Table: New Database is called ‘PowerEventListAnon’  

Select the Database and create the Table ‘PowerTableAnon’ 

 

Exit out of MySQL and restart the service from Linux command line: 

• Sudo systemctl restart mysql.service 

 

Load the file to the database: 

Enter MySQL. You will need to set the local_infile parameter back to 1 again. Load the data 

to the Database.Table in with the commands below. 

There may be a permission issue. Enter the following for local infile. 

 

The command to enter the data into MySQL is: 

LOAD DATA LOCAL INFILE “/home/scada/Desktop/MYSQLANONYMOUS.csv” INTO TABLE 

PowerEventListAnon.PowerTableAnon FIELDS TERMINATED BY ‘,’ LINES TERMINATED BY ‘\n’ 

IGNORE 1 LINES (Id, DateTime, Event); 
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Check the data is in the database: 

• Mysql> USE DATABASE PowerEventListAnon; 

• Mysql> SELECT ALL* FROM Events. 
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Output the results of the query to a file such as CSV. There may be a permission issue. 

 

The variable secure_file_priv is used to limit data import and export operations. This requires 
adjustment as follows: 

 

The -rwxr—r— indicates that generated files from the database can be read and written to and 

can be executable. 

For example, we can create the test file (outputanon1.txt) using an appropriate SQL Select 

Query. 
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Copy it to the desktop folder for convenient access. 

 

Then it is in desktop folder mysql_files_output. 

 

Set permissions for other Users to query the database. For example, we can set permission for 

Users ‘scada’ and ‘ids’. We can also associate the user with an IP address. If User ‘ids’ is a 

remote user on another Host (with IP Address 10.10.10.20) then permissions can be setup 

accordingly to access the database from the remote host. The ‘scada’ is associated with IP 

address 10.10.10.10.  

GRANT ALL PRIVILEGES ON PowerEventListAnon TO ‘ids’@’10.10.10.20’; 

GRANT ALL PRIVILEGES ON PowerEventListAnon TO ‘scada’@’10.10.10.10’; 
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Also, grant permission to the table PowerTableAnon. Example for user ‘ids is below.’ 

 

Exit MySQL and restart services: 

• Sudo systemctl restart mysql.service 

 

Enter the ‘Site Login Dataset’ to correlate against the SCADA Power Events. 

Like the way the PowerEventListAnon Database, create Database ‘Login’ using appropriate 

fields. Select ‘Use Login’ Database.   

 

Create the Table ‘Stationlog_anon’ with fields as follows: 

 

Grant ALL Privileges for user ids for both database Login and the new table 

‘Stationlog_anon’.   
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Also, perform this for ‘Scada’ user. 

 

Also remember to ‘FLUSH PRIVILEGES’. 

Exit MySQL and restart services: 

• Sudo systemctl restart mysql.service 

Load the Infile stored on the desktop (called anon_login1.csv) 

 

 

Enter the ‘Syslog Dataset’ to correlate against the SCADA Power Events. 

Create the new Table for the syslog dataset. 

 

Like the method for the previous database tables. Select the Database and load the raw data 

from the dataset ‘idsanonSYSlog.csv’ to the new table ‘Syslogs’ as follows: 

 

Also, grant permission to the table idsanonsyslog.syslogs. Then Flush Privileges. 
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4 Mechanism to Query the Databases from Application 
 

The Python IDS application will be running on the Windows 10 Machine. The Lubuntu 

Operating System that is hosting the MySQL Database is a guest OS virtualised via the 

Hyper-V hypervisor supplied under Windows 10 professional. For the Python IDS 

application to access the data held within the MySQL database tables, the application will use 

an SSH tunnel module to connect securely to the remote database and query the databases as 

needed. To import the required packages to implement the SSH tunneller module the 

following steps were performed using the Anaconda Environment. 

 

SSH Tunnelling with Python to Remote Computer: Download SSH Tunnel module in the 

Anaconda environment (pypi.org, 2021).  

 

 
 

Also install module for pymsql (Anaconda.org, 2021).  
 

 
 

For different versions of the SSH Tunneler we also need to import (Geeksforgeeks.org, 

2021): 

 
 

Unfortunately mysql-python may not install due to incompatibity with Python 3.7. In order to 

get the necessary package to work (i.e. Mysqldb) we need to do a pip install on the anaconda 

base command line i.e. 
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This will enable the SSH Tunneler program to work and query the remote database via select 

and store to the Pandas dataframes. 

 

For the code to open the SSH tunnel refer to the StackOverflow forum (Stackoverflow, 

2021). 

 

The SSH Tunneller module can be referred to in the Python Implementation Section. 

 

 

5 Windows 10 Host connection to Lubuntu Guest VM 
 

To allow the communication (SSH protocol) between the Windows Host and the Hyper-V 

Guest (Lubuntu) Operating System, an internal network must be setup between the Host and 

the Guest via Hyper-V. 

 

 
 

To allow the communication (SSH protocol) the Windows Firewall must be configured to 

allow python application (anaconda3) for the Guest VM. 

 

The Internal Network for the respective Operating Systems is set to the same subnet: 

 

Lubuntu Guest: inet 10.10.10.10 
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Windows 10 Hyper-V Network Adapter: IP Address set to 10.10.10.20 

 

 
 

 

 

6 Python Implementation of OT IDS Application 
 

There are several components that enable the implementation of IDS application. The 

important features are as follows: 

 

- SSH Tunneller Module (query the MySQL Database from Remote Computer running 

the IDS application) 

- Ruleset Modules (there are 8 power grid operational technology ‘Use Cases’ 

discussed in the report, therefore 8 Rules are coded in the IDS application) 

- Alert Generation No. 1 – Custom email alert (via a dedicated Gmail account) 

- Alert Generation No. 2 – Custom Microsoft Event (can be viewed in the OS Event 

Viewer. These events could be interrogated by a Security Information Event 

Management System e.g., Q-Radar SIEM) 

 

 

SSH Tunneller Module: 

The tunneller connects to the localhost via a referred port behind the SSH server i.e., it uses 

the remote operating systems localhost and MySQL port to connect to the database. 
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The result of the query is then stored into a Python  Pandas dataframe, for example 

‘select_idsanonsyslog’. The SSH Tunneller has been wrapped in function call ssh_import(). 

In this way it is possible to call the function from the ‘main’ Python Program.  

 

Refer to stackoverflow site (StackOverFlow, 2021):  

 

 

Ruleset Modules: 

An example code for Rule 8 – Distribution Automation: Layer 2 Authentication 802.1x, is 

shown below. Here the rule checks the appropriate dataset for 802.1x Supplicant 

authentication Failures. If the event is present in the database, the result is stored in the 

Pandas dataframe keyword_SAS_802.1X_rule_8 

 

 
 

The actual path used for the Operating System that runs the IDS has been blocked out as it is 

specific to the PC user (sando). The rule has wrapped in a function called ids_rule_8() so it 

can be called by the ‘Main’ Python Program. 
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The other 7 rules are coded in a similar manner. The relevant database tables are queried, and 

the results are stored to Pandas dataframes. These are then checked based on the logic 

described in the OT IDS application Use Cases. 

 

 

Alert Generation No. 1 – Custom Email Alerts: 

To demonstrate the alerting functionality via email, a test Gmail account was setup to act as 

the ‘sender email’. The code below accesses the sender Gmail account and provides the 

extracted data in the form of a HTML format. The information in the alert is converted to 

HTML format using the method to_html().  

 

some_result = keyword_SAS_802.1X_rule_8.to_html()   
 

The example of Rule 8 – Distribution Automation: Layer 2 Authentication 802.1x is provided 

below. As well as the specific information detected by the IDS with respect to the datasets, 

the alert also provides more generic information into the subject line to enable the analyst in 

the SOC to quickly determine the nature of the alert i.e. ‘An OT System Alert’.  

 

The email alerting code is also contained within the respective rule module i.e., for Rule 8 the 

code is wrapped in the Rule 8 function ids_rule_8(). 
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Refer to (StackOverFlow, 2021b). The resulting email alert for a positive detection of Rule 8 

can be seen below. 

 

 
 

Alert Generation No. 2 – Custom MS Event: 

To demonstrate the alerting functionality via the MS Event generation the code below takes 

the data that has been positively detected by the Pandas dataframe search and populates it 

into the appropriate format used by the system event logs.  

 

 
 

The above code is provided from the example Rule 8 function. Like the email alert, the above 

code is wrapped within the overall rule function i.e., Rule 8 function ids_rule_8(). When the 

rule 8 module is called by the main program it executes the email alert and system log event 

each time it is called. An example of the system log event generated from a positive detection 

of rule 8 is show below. 

  
Refer to (StackOverFlow, 2021). 

 

 
 

Other Data view is also available from the event viewer to show the detected alert 

information can be put into the XML format that can be read by other systems.  
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Note that the system log is also timestamped by the Host System i.e. event logged on 

23/07/2021 at 16:35:39. 
 

 
 

 

Summary of OT IDS Alerting for remaining Rules 1 to 7:  

 

Rule No 1. Call’s function ids_rule_1() in Main Program. 

 

Rule No 1 - Email Alert: The Device RECLORQ778 is Subject to Possible Tampering. 
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Rule No 1 - Microsoft System Log: Detects Unauthorised Login to Distribution Automation. 

 
 

Rule No 2. Call’s function ids_rule_2() in Main Program. 

 

Rule No 2 - Email Alert: Unauthorised Access to Critical Equipment in Coches_Str and 

Skkiberren Substations. No Staff are on site, so access is not by authorised. 

 
 



20 
 

 

Rule No 2 - Microsoft System Log: Detects access to Critical Equipment in 2 Substations. 

 
 

Rule No 3. Call’s function ids_rule_3() in Main Program. 

 

Rule No 3 - Email Alert: An OT Device has failed to Authenticate to the Network 
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Rule No 3 - Microsoft System Log: Authentication Failure from OT Device 

 
 

Rule No 4. Call’s function ids_rule_4() in Main Program. 

 

Rule No 4 - Email Alert: J. Jones Login to Drorylakes Substation Automation System 
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Rule No 4 - Microsoft System Log: Successful/Failed Login to Substation Automation 

 
 

Rule No 5. Call’s function ids_rule_5() in Main Program. 

 

Rule No 5 - Email Alert: Pipermilly Substation Automation Port Disconnection Detected 
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Rule No 5 - Microsoft System Log: SNMP Port Failure Detection in OT Network 

 

 
 

Rule No 6. Call’s function ids_rule_6() in Main Program. 

 

Rule No 6 - Email Alert: Moneyvales Substation Automation Traffic Anomaly Detected. 
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Rule No 6 - Microsoft System Log: OT Anomaly Based IDS Traffic Abnormal. 

 

 
 

 

 

Rule No 7. Call’s function ids_rule_7() in Main Program. 

 

Rule No 7 - Email Alert: Moneyvales Substation Automation Blocks Unauthorized Code. 
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Rule No 7 - Microsoft System Log: Substation Automation System Application Control. 

 

 
 

 

 

7 Running Program – ‘IDS Program Main’ 
 

The OT IDS application has been designed in a modular fashion. A main program calls the 

relevant program modules in a recursive manner. The Main Python Program is shown below. 
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The ‘while True:’ function ensures the program runs continuously. It continuously selects OT 

database tables information and parses them against the 8 rules. At the beginning of each 

loop the data is acquired by the SSH Tunneller module and stored to a location where each 

rule is applied. For demonstration purposes each module is delayed by 5 seconds. The final 

module performs a tidy up of the data that has been generated by the preceding loop to ensure 

each loop executes from clean file data and no variables reside in memory from a previous 

loop execution.   
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