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1 Overview

The developed plugin “Facebook Privacy Tool” is a Firefox browser plugin that is used to
improve the privacy of Facebook users. It is developed by Atom text editor, which consists of
HTML, CSS, and JavaScript. The plugin can attract the users’ attention and encrypt the
private message to prevent data disclosure to Facebook, its third-party companies and anyone
who does not expect can read it.

The development of the plugin was referring to the tutorial of the Mozilla Firefox website, such
as the red border [1] and the sidebar [2]. And the encryption/ decryption functions were
referring to the example from Mr. Brady Joslin’s in GitHub [3]. The functions of the plugin
were developed by combining the codes from the above source with some adjustments to fit
the need.

2 Software and hardware requirement

Only the latest Mozilla Firefox browser is required to execute the plugin, following are the
minimum requirement for different operating systems as provided by Mozilla Firefox [4]. The
latest version of the Mozilla Firefox browser is 91.0 up to now.

2.1 Microsoft Windows

2.1.1 Operating systems (x32 and x64)

e Windows 7
e Windows 8
e Windows 10

2.1.2 Hardware

e CPU: Pentium 4 or newer CPU that supports SSE2

¢ RAM: 512MB RAM for x32 version Windows and 2GB RAM for x64 version
Windows

e Hard disk: 200MB

2.2 Mac

2.2.1 Operating systems

macOS 10.12
macOS 10.13
macOS 10.14
macOS 10.15
macOS 11



2.2.2 Hardware

e CPU: Intel x86 CPU or Apple silicon processor
e RAM:512MB RAM
e Hard disk: 200MB

3 Installation

The following steps are showing how to add the plugin to the Firefox browser temporarily. As
the permanent plugin on the Firefox browser need to be reviewed by Firefox, so the plugin can
add to the browser temporarily.

1. Open the Mozilla Firefox browser.
2. Input “about:debugging” into the URL bar and press the “Enter” button on the
keyboard.

/ Debugging - Setup +

C @ Q_ about:debugging

3. Click “This Firefox” from the left panel.

-ﬁ- Setup Setu P

0 This Firefox Configure the connection method you wish to remotely debug your device
with.

Use This Firefox to debug extensions and service workers on this version of

Firefox.

Connect a Device

4. Click the “Load Temporary Add-on...” button on the right panel.

3 sewp :P's Firefox Developer Edition (92.0)
0 This Firefox

& Temporary Extensions (0) v

(® USE disabled Load Temporary Add-on...

Nothing yet.



5. Go to the plugin file location, select the JSON file “manifest” and click the “Open”

elect manifestjson file or .xpi/.zip archive
@ Sel ifestjson fil pi/.zip archi X
™ « Internship > Submission 5 FacebookPrivacy » v U O Search FacebookPrivacy
Organize = New folder - m @
~
Photos n Name Status Date modified Type
# Yodi + Damian - icons ® 8/2021 14:02
ff: National College c ﬁ] content_scripts © 16:08
Research Methoc B index © /8/2021 14:17 Firefox HTML
2] manifest © 13/8/2021 14:10 JSON File
@ OneDrive - Nation \j.] script ©) 13/8/2021 23:25 JavaScript File
jerseyESD
Microsoft Teams
i user
@ OneDrive - Person
Attachments
MScin CvberSec ¥ < >

File name: | manifest

6. Then the plugin is added.

T'% Firefox Developer Edition (92.0)

& Temporary Extensions (1) v
Load Temporary Add-on...

’ Facebook Privacy Tool Inspect

Location C:/Users/Marley/OneDrive/MSc%20in%20CyberSecurity/Semester%203/Internship/Submission/...
Extension ID 09aeaaz22a4d804e1e654991a0e217c523431fa0@temporary-addon
Internal UUID 75a1e657-38¢3-496d-af65-41ded16bf13e
Manifest URL m 1 2657 d-af65-41ded16bf

This WebExtension has a temporary ID. Learn more

If the encryption/ decryption functions of the plugin do not work properly, please perform the
following steps:

1. Input “about:debugging” into the URL bar and press the “Enter” button on the
keyboard.

#» New Tab x +

C @ Q about:config




2. Click the blue-button “Accept the Risk and Continue”.

Proceed with Caution

Changing advanced configuration preferences can impact Firefox Developer Edition performance or security.

Warn me when | attempt to access these preferences

Accept the Risk and Continue
.enable” in the search bar.

| security.csp.enable | Show only modified preferences

3. Enter “security.csp

4, Click the “Toggle” button on the right and the value on the center will become “false”.

security.csp.enable

5. Try to use the plugin again.
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