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1 Introduction

In my paper, Pen-Testing Framework for IoT Devices. A suitable framework for per-
forming a penetration test on an ESP32 Microcontroller is proposed. This configuration
manual describes the steps taken to set up the lab environment which would allow the
test to be conducted. The tests are derived from the evolving legal regulations and
demonstrate how these can be carried out practically.

2 Lab Set-Up

The high-level view of the Lab setup is shown in the Network Diagram. The subsequent
parts of Section 2 comprise the instruction required to configure each of the components
of this Network.

e OpenWrt router will act as a Firewall.
e ESP32 Nat Router will provide an isolated WiFi network to carry out the tests.

e Kali Linux will have the appropriate tools to carry out the test.

The laptop will have any additional tools required.

Raspberry pi zero -w set up to allow testing of the MQTT protocol.
e [oT Device under test.

The ESP32 Nat Router is configured using the WiFi Manager On the Laptop connect
to this network the Initial settings has this open network. Once connected navigate
t0/192.168.4.1. New values for SSID, Password can be Entered. Add the credentials
for the OpenWrt Server allowing Internet connection, firewall rules on the OpenWrt
router permitting. Static IP settings can be entered if required. Connect the Kali Linux,
Raspberry Pi zero, and Laptop to the ESP32 Nat Router WiFi.
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Figure 1: Network Lab Diagram

OpenWrt Server
connect to Web Gui 192.168.1.1
go to Networks - Wireless
create a WiFi Network by clicking add.
go to Device Configuration
open Advance Settings.
fill in country code to meet legal regulations.
in General, Security enters SSID for the name of the network.
in Wireless Security select encryption method WPA2-PSK
in Wireless Security select a cypher auto.
in Wireless Security enter a wireless password.

click save and apply
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Figure 2: OpenWrt Showing Connected devices

2.3 ESP32 Nat Router
Carry out the following steps to create the ESP32 Nat router.

Step 1: Download the espressif Download tool. from https://www.espressif.com/en/
support/download/other-tools

B ESP32 DOWNLOAD TOOL V3.6.8

| SPIDownload | HSPIDownload | RFConfig | GPIOCenfig | MultiDownload
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Figure 3: Download tool settings

Step 2: Download the binaries from Github https://github.com/martin-ger/esp32_
nat_router/tree/master/build.

Step 3: Install the binaries at the following locations:
e bootloader.bin @0x1000.
e esp32_nat_router.bin @ 0x10000


https://www.espressif.com/en/support/download/other-tools
https://www.espressif.com/en/support/download/other-tools
https://github.com/martin-ger/esp32_nat_router/tree/master/build
https://github.com/martin-ger/esp32_nat_router/tree/master/build

e partitions_example.bin @8000
v' set SPI Speed to 40MHz.

v" SPI Mode to DIO

v’ Flash size 32Mbit.

v Click start and wait for the download to complete.

2.4 MQTT Broker

Download the Raspbian Jessie image and install it to SD Card. Attach SD card to
Raspberry Pi zero w. This device comes with added Wireless and Bluetooth Connectiv-

ity. Connect Monitor and Bluetooth Mouse and Keyboard to the PI. Open a command
prompt and update the software with the commands. sudo apt update sudo apt dist-upgrade.
To install an MQTT Broker and MQTT Client on the Raspberry PI zero the following
steps are used.

v' wget http://repo.mosquitto.org/debian/mosquitto-repo.gpg.key
sudo apt-key add mosquitto-repo.gpg.key

cd /etc/apt/sources.list.d/

sudo wget http://repo.mosquitto.org/debian/mosquitto-wheezy.list

apt-get update

SN NN

apt-get install mosquitto
v apt-get install mosquitto-clients
To install NODE-RED on the PI Zero run the following installation script

bash>(curl — sL  hitps : //raw.githubusercontent.com/node — red/raspbian — deb —
package /master /resources/update — nodejs — and — nodered)

Figure 4: NODE RED Start Stop Commands
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Figure 5: NODE RED MQT'T Sketch

Start Node-Red. Create the MQTT sketch and configure the nodes with topic and
configuration parameters.

Table 1: Configure MQTT topic and security.

=<, Node-RED

2.5 Kali Linux

To conduct the penetration test extra tools are installed on Kali Linux. For this Lab
environment, a Raspberry pi 4 Model B 8GB Ram was used. The kali image was down-
loaded from https://www.kali.org/get-kali/#kali-arm and flashed to a 32 GB sd
card using Balana Etcher. On start-up, Kali was updated with the commands.

sudo apt wupdate
sudo apt upgrade

2.5.1 Kali Tools
esptool git clone https://github.com/espressif/esptool.git
cd esptool

pip install —user -e.


https://www.kali.org/get-kali/#kali-arm
https://github.com/espressif/esptool.git

to test installation use command python3 esptool — h

(Fredrik; [2021))

RouterSploit sudo apt-get install python3-pip
git clone https://www.github.com/threat9/routersploit.
cd routersploit

python3 —m pip install —r requirements.txt

(kleo} 2018)

Wifite git clone https://github.com/derv82/wifite2.git.

cd Wifite

sudo python3d setup.pyinstall

To test installation sudo wifite — h will provide a list of all available commands

(derv; 2018))

nmap nmap should come preloaded on Kali Linux if not it can be installed with the
following command.

sudo apt — get install —ynmap

to test nmap — version

(Lyon; |2012))

WireShark sudo apt — get install — ywireshark
to test wireshark —h tshark —h
(Wireshark - Go Deep.; |2021])

Visual Studio Code Open a web browser and navigate to https://code.visualstudio.
com/download

and download the latest armhf.deb file.

to install run the command sudo apt install ./code-xxx-armhf.deb

PlatformIO
e Open VSCode Package Manager.
e Search for the official platformio ide extension.

e Install PlatformIO IDE check that toolbar is present.
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Figure 6: PlatformlIO toolbar

3 ESP32 IoT Test Subject

The IoT device used to test the penetration test framework uses an ESP32 Microcontroller
to act as a Web Server and MQTT client. The following steps were used to program
the project. Open Visual Studio Code and create a PlatformIO application. Add the
following details to the config file. The libraries can be added manually or by using
the Libraries tab of PIO Home. The full code can be found on my GitHub Repository

https://github.com/2davecollins/esp. (Collins; 2021)) For this test, sensitive data
was extracted to separate credentials.h file for evaluation. Other options for storing

credentials would use the Preferences library. (Santos; [2021). The initial plan for this
paper was to test an insure IoT devise add security features secure MQTT, HTTPS and
test again.

& PIO Home X

[ Registry

Libraries @D

Figure 7: PIO Home add Libraries


https://github.com/2davecollins/esp

Table 2: Configure Credentials platformIO

[env:esp32dev]
= espressif32
= esp32dev
= arduino

ottowinter/ESPAsyncWebServer-esphome@*1.2.7
ottowinter/AsyncTCP-esphome@*1.2.1

credentials.h > ...

adafruit/Adafruit Unified Sensor @ ~1.1.4
adafruit/DHT sensor library@"1.4.2
ayushsharma82/AsyncElegantOTA @ ~2.2.5
knolleary/PubSubClient@"2.8
= 115200
= clangtidy

4 Penetration Test

The following checks are carried out as part of the penetration test.

e Identification of IoT Device.

Ensure Firmware has not been tampered with.

Perform Static code analysis on firmware.

Check router for vulnerabilities (default credentials).

Network Scan for open ports.

Check for data exposure using Wireshark.

4.1 ESP32 Identification
cd /home/kali/esptool

use esptool chip id function to report on esp32 chip identification.

python3 esptool.py chip_id

additional information can be found using esptool flash id function.

python3 esptool.py flash_id

4.2 ESP32 Check firmware for tampering
cd /home/kali/esptool

check binary at location 0x1000 against local file bootloader.bin
python3 — m esptool verify_flash — —dif yes 021000 bootloader.bin
check binary at location 0x10000 against local file esp32_nat_router.bin

python3 — m esptool verify_flash — —dif yes 0210000 esp32_nat_router.bin



check binary at location 0x8000 against local file partitions_example.bin

python3 — m esptool verify_flash — —dif yes 0210000 partitions_example.bin

alternately the hash of the binary can be found by loading it into the Cutter tool and
comparing the hash against a previously recorded value.

Info
Fille: C:\sers\2dave\NCIRL \binary\flash_¢t  FD: 3 Architecture: NfA
Format: any Base addr:  0x00000000 Machine: M/A
Bits: 0 Virtual addr:  nja 05: A
Class: M/A Canary: NfA Subsystem: NfA
Mode: r-x Crypto: MyA Stripped: MNfA
Size: 4MB NX bit: NiA Relocs: N/A
Type: MfA PIC: NfA Endianness:  NfA
Language: N/A Static: NfA Compiled: MfA
Relro: MjA Compiler: M
Certificates Version info
Hashes Libraries

MD5: |faflacScBedca 1ae0358825435020263

SHA256: | 2ca6280d 703070 15f4c 14358f5f 1e03a5e498 14329 3ee8b24135a47fc065e8b

|
SHAL:  [3136b4d44b0e88547647d36 705350316329 |
|
|

Entropy: 3.675658

Analysis info

Functions: 25
X-Refs: 75220
Calls: +4
Strings: 0

Figure 8: Reading binary hash using cutter tool

4.3 Perform Static code analysis on firmware

Open up the firmware using Visual Studio Code with platformIO extension. Open PIO
Home and navigate to the Inspect Tab and Toggle Inspect Memory and Check Code and
initiate test with Inspect Button.
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Figure 10: Top Defects Summary

4.4 Check router for vulnerabilities (default credentials) using
RouterSploit

cd /home/kali/routersploit

# python3 rsf.py

rsf > use scannersautopwn

rsf > (AutoPwn) show options

rsf > (AutoPwn) settarget < ipaddressofrouter >

rsf > (AutoPwn) run

10



4.5 Network Scans for open ports

Use nmap to scan a network for open ports. Use a basic scan to determine the IP

addresses on the network.

nmap 192.168.4.0/24

using zenmap for a graphical view of a network using a shorter range and searching for
MQTT protocol.

nmap —pl1833 T4 — A —v — —open 192.168.4.1 — 7

= Zenmap

Scan Tools Profile Help
Target: | 192.168.4.1-7

Command: nmap -p 1883 -T4 -A -v --open 192,168.4.1-7

Hosts Nmap Output Ports/ Hosts Topology Host Details Scans
Service - Hosts Viewer Controls

http
mqtt

192 168.45

.1.32.1(_3@ a7

Figure 11: nmap scan for MQTT
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<> Zenmap

Scan Tools Profile Help

Target: | 192.168.4.1-7

Command: | nmap -p 1883 -T4 -A -v --open 192.168.4.1-7

Hosts Services Nmap Output Ports/Hosts Topology Host Details Scans
0S 4 Host " 4 Port 4 Protocol 4 State 4 Service 4 Version

O 19216841 AL T ... S

7 192.1684.5

Ay 192.168.4.7

Figure 12: nmap scan results

4.6 Check for data exposure using WireShark

Open Wireshark on Kali Linux. Start NODE-Red and wait for traffic from the MQTT
client on IoT under test to be observed at debug node on Node-Red. Open a web browser
and observe temp and humidity sensor data from the Web Server. Stop Wireshark and

examine the pcap file for exposed data.

Ml Wireshark - Follow TOP Sream (tep.strearn eq 1) - Etherret — o s

cws | [{ " toplic™: “debug™, “data™:{"1d" : "cafifedd_ aafba", “z" 1 "adobe 288 . 62543 "path” : "addbE2B0 . 6543, "name™ 1 =", "topdc™: " /sensorls

temperature”, "property™:"payload™, "msg":"27.80"  "format™:"string[5]"}}.{ " topic®:"debug® , "data":

{"id":"cafifedd.45fba", "z" 1 "ad0bE2B0. EeS4™, "path™ : "adObi 280 . 625417, "name " : =", "topdc™: " fsensorl/

humidity", “property™:“payload”, “msg™:"41.80", “format™: "string[5]"}}].%[{ topic":"hb", “data”: 1626295656535} ] .~. |
[{“topie™:"debug", “data":{"id":"caflfed3d . 49fba", "z": "adBbE 280, 6e543", “path™ : "ad0b6 280 . 62543, “name ™ : ==, “toplc™: = feensarl/
temperature”, “property”: “payload™,“ssg":"27.80°, “forsat™:“steing[5]°} ). {“topic®: “debug™, “data":

{"8d":"caflfed3. 45fba", "z : “adBbE280. 665437, “path™: “ad0b6200 . 66543, “name " : =", “toplc™: “ /sensorl/

humidity®, “property” : “payload™,“msg™:"41.0@", “format™:“string[5)°}}].~. | [{“toplc™:“debug"®, “data™:

{"id":“cafifeald . 45fba”, "z “adebs2Ea. 62543, “path™ “addb6288 . 62543, "name™ =", “topic™ " fsensorl/

temperature”, “property™:"payload™, “msg™:"i7.88" , " format™ " string[ %]~ }}.{ topic™:“debug™ ,“data":

{"id":"cafifed’d . 45fba™, "1™ "addbe2Ba. Ge5d3™ , “path™: "addba 28 . 6e543" , "name™: =", “topic™ " feensorl)

humidity”, “property” :"payload”™, "msg™ 741,007, "format™:"string[5]7}}]. ¥[{ "topic™:"hb", "data® : 1626295656535} ] ...
[{“topic":"debug", “data:{"id":"caflfed3 . 49fba", 2" : "adBb6250. Ge543°, “path™ : “ad0b6280 . 665437, “name " ==, "topic™: = /senserl/
temperature”, “property”: “payloasd™,“msg":"27.80°, “format™:“string[5]°)} }].~. - [{“toplc®: "debug™, “data":

{"8d7:"caflfesad. 49fba”, "27: "adobE250. 605437, "path™  “adob6280. 665437, "name™ 1 ", "teplc” 1 " sensorl/

humidity”, “property” : “payload”,“msg™:"41.0@" , “format™:“string[5]"}}]. %[ { " topic™:"hb", “data": 1626295656535} ]

& ey gy, O pacvr e O S

[Entire corrversation (1553 bytes) - Sho data as | ASCIT - =
Filter Out This Stream Print Save a5... Back Close: Help

Figure 13: Wireshark exposed data
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