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1 Hardware

• Processor: Intel(R) Core(TM) i7-8550U CPU @ 1.80GHz 1.99 GHz

• Memory: 8.00 GB (7.90 GB usable)

• Storage: 1TB

• Graphics: AMD Radeon Graphics Processor (0x69000)

2 Software installation and implementation for the

Solidity Truffle APP

Download or clone: https://github.com/VaniaGSIT/Eth-Smart-Contract-APP

• Open the link provided above;

• Navigate to the Code green button;

• Select Download option;

Download Ganache:

• https://www.trufflesuite.com/ganache (1)

Install Truffle in the command line:

• npm install -g truffle (2)

Refresh the database:

• truffle migrate –reset

Run the application:

• npm run dev
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Download Metamask Chrome version:(3)

• https://metamask.io/download

• Install MetaMask (Google Chrome version)

• Once successfully installed, it will look like this:

2.1 Running the application

Start Ganache:

Click the key icon:
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Highlight and copy the private key:

Open MetaMask in Chrome:

First click in the round image highlighted, secondly click import key and then paste
the private key from Ganache:
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Register a new patient:

Confirm the transaction on MetaMast popup window:
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Confirmed transaction. Click icon copy:

Open a note pad application and paste the key copied from MetaMask:

After this process is done, the key generated in MetaMask is used for every new
Patient entry for the Flask APP.

3 Software installation and implementation for the

Flask APP

Download or clone: https://github.com/VaniaGSIT/Python-Blockchain

• Open the link provided above;

• Navigate to the Code green button;
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• Select Download option;

Steps for the flask APP install:

• Open the terminal and check if there is python installed

• Install python: https://phoenixnap.com/kb/how-to-install-python-3-windows(4)

• Once installed open the terminal and type: import hashlib

• pip install flask

• pip install flask

• Open the project in a editor of choice (example VS code)

Run the project:

• python main.py runserver

• click to open the webpage:
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Application running on the terminal:

Application web page Layout:
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Test a new user details:

Populate the cervical check number with the key provided in the MetaMask(see steps
on the truffle application):
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Verify in the ”blockchain” folder for the new entry(last number on the list):

4 Project Development

The implementation for this research was done in two parts. One is the Solidity/Truffle
application installed locally. The user can generate a unique key generated through the
Ethereum network using the Ganache interface, connected with the MetaMask applica-
tion. Both work together so, and in the application, a new unique key is generated every
time a new entry ( patient) is created.

The Flask Application complements the Solidity application because it is interconnec-
ted between the clinics, doctors, and patients. The objective is so that everyone in the
ecosystem would have access to the data, and also if something is changed or updated, all
the users will know that information. The Flask application will take the key generated
in MetaMask for registering a new patient and generate a second unique key for each
new entry generated in the app. The idea is to double secure the patient’s keys to having
two keys: one generated through the Solidity app and the other generated through Flask
App.
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Applications Ecosystem:
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