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1 Introduction

This two main part of this research are cloud-native application and Kubernetes cluster.
Autoscaling of the cloud-native application is done with the help of kubernetes. The
cloud-native application consists of microservices which are computing intensive.

1.1 Before you begin

Before you begin, please make sure you have installed below tools on your laptop.

e git bash : Installation Procedure available at https://www.educative.io/edpresso/
how-to-install-git-bash-in-windows

e windows Subsystem for Linux (WSL) : If you do not have linux operating
system on your machine please follow the procedure available at https://www.
windowscentral.com/install-windows-subsystem-linux-windows-10

This paper is divided into structure

2 Cloud-Native Application

The Cloud-Native application is built using PHP 7.4. The application is available on
https://github.com/Nehadeshpande89/Masters_Thesis. To clone the code of the ap-

plication please use the below command :
git clone ”https://github.com/Nehadeshpande89/Masters_Thesis”
Below figure shows the repository of the github.

9 / Masters_Thesis

aster ~ 1 Dot Go to file Add file ~

@ Nehadeshpandess first

indexphp

Help p

Figure 1: GitHub Repository
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2.1 Microservice YAML File

Create a yaml of of the cloud-native application and name it as php-apache.yaml. The
content of the yaml image is given in [2]

Figure 2: php-apache.yaml

3 System Specification

For this research a virtual machine with the required configuration is shown in the below
figure [3|

Virtual Machine

vCPU 5

Memory 32Gi1B
Network Performance upto 5 ghps
Cost $0.3341/ hr

Figure 3: System Specifications



4 Creation of AWS Instance

For this research the Amazon AMI machine Ubuntu Server 20.04 LTS (HVM). SSD
Volume Type(64 bit) and t3.2xlarge EC2 instance(Not free tire eligible) is used.

aWS  services v TS —— scts, and do £ NehaDeshpande v Ireland v Support ¥
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4.Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 2: Choose an Instance Type
3 3.small 2 2 EBS only Yes Up to 5 Gigabit Yes .
3 t3.medium 2 4 EBS only Yes Up to 5 Gigabit Yes
3 13.large 2 8 EBS only Yes Up to 5 Gigabit Yes
3 t3.xlarge 4 16 EBS only Yes Up to 5 Gigabit Yes
() 3 t3.2xlarge 8 32 EBS only Yes Up to 5 Gigabit Yes
t3a t3a.nano 2 0.5 EBS only Yes Up to 5 Gigabit Yes
t3a t3a.micro 2 1 EBS only Yes Up to 5 Gigabit Yes
t3a t3a.small 2 2 EBS only Yes Up to 5 Gigabit Yes
t3a t3a.medium 2 4 EBS only Yes Up to 5 Gigabit Yes
3a t3alarge 2 8 EBS only Yes Up to 5 Gigabit Yes
3a t3a.xlarge 4 16 EBS only Yes Up to 5 Gigabit Yes -
Cancel  Previous Next: Configure Instance Details

Figure 4: EC2 instance

4.1 Security Group for the instance

Before launching the instance, configure the security group All Traffic (port range
(0-65535)).

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. Far example, if you want to set up a web server and al ow Internet traffic to reach your
nstance, add rules that allow unrestricted acoess to the HTTP and HTTPS ports. You can creale a new security group or select from an existing ane below. Learn more about Amazon EC2 security groups.

Assign a security group: ® Create a new security group

O Select an existing security group

Security group name: ‘ aunch-wizard-11 ‘

Description: ‘ ‘aunch-wizard-11 created 2021.08-14T22:23:08.107+01:00 ‘

Type (i Protocol [ Port Range (i Source Description (i

Alafic v Al 0-655% Custom_][0.0000 | [eg. 55+ for Admn Deskiop | @
Add Rule

A Waring

Rules with source of 0.0.0.0/0 allow all IP acdresses to access your instance. We recommend setting security group rules to allow access from known [P addresses only.

Figure 5: Security group instance



4.2 Connect to the instance

Connection of the instance is to be made with SSH. Before that, download the .pem file
given by AWS and store in WSL folder. To connect the instance use the SSH command

given by AWS. For example :
ssh-i"kubernetes.dev.finalthesis.ie—-23:6e:11:e5:52:f0:24:cf:05:74:85:b7:

98:5a:a5:58.pem"ubuntu@ec2-52-213-8-175.eu-west-1.compute.amazonaws.com

4.3 AWS CLI

After connecting to the instance successfully, to install the AWS CLI follow the below
steps :

1. Go to the root user by using sudo su - command.
2. Update the dependenices by using sudo apt update command.

3. Next, follow the procedure available at https://docs.aws.amazon.com/cli/latest/
userguide/install-windows.html#awscli-install-windows-pip

4. To check the AWS CLI is installed successfully, type AWS —version command.

5 Installation of Kubernetes Cluster
To install the Kubernetes Cluster , follow the below steps :

5.1 Install Docker Engine

To install the docker update the packages by using sudo get apt update and type the
command shows as [7 :

apt-get install docker-ce docker-ce-cli containerd.i

Recommended packa
irp4netn
1

containerd.io a
nload i bioni b ker-ce-cli al
download.

o unpack ..
scan-plu
rd.io (1.4

) -
sbuntu®.1) ...

Figure 6: Docker installation
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5.2 Install Kubeadm

To setup the cluster, kubeadm is a tool is necessary. Kubeadm helps to bootstrap the
command. The kubeadm will be installed as follows :

1. Create a file install.sh by using vim install.sh command and copy the below code
into it.

=5:19.02.10~3-@~ubuntu-
apt-get update

apt-get install apt-transport-https ca-certificates curl softw properties-common
curl https://download. docker.com/linue/ubuntu/gpg | apt add -
add-apt-repository

apt-get update

apt-get install docker-ce=5:19.01.10~3-8~ubuntu-bionic docker-ce-cli=5:19.07.10~3-@~ubuntu-bionic containerd.io
curl https://packages.cloud.google.com/apt/doc/apt-key | apt-key add -

| sudo tee /etc/apt/sources.list.d/kubernetes.list
apt-get update

apt-get install

Figure 7: Installation of kubeadm

2. Type bash install.sh
3. Install kubectl by as shown in figure

) UourTu@maseer =
w4 curl -10 "https://d1.kds.10/release/$(curl -L -5 https://d].k8s.10/release/stable. txt)/bin/Tinux/and6d/kubect]"
% Total % Received % Xferd Average Speed Time  Time  Time Current
Dload Upload Total ~Spent  Left Speed
100 154 100 154 0 0 1305 & ==g==C ==t : 130
100 44,70 100 4470 0 0 9. 0 --
)

Figure 8: Installation of kubectl



4. Run the recommended.yaml file using command shown in figure 77

Figure 9: Recommended Dependencies

5.3 Create a Kubernetes Cluster

1. Go to the root user and run the command kubeadm init to initialize kubeadm.

root@master:~# kubeadm init

Figure 10: Initialize kubeadm

2. Install the network plugin. Create a a file and name it as calico.yaml and paste
the below code into it.

Figure 11: calico



3. Check that all pods are running.

kubectl get pods --all-namespaces

Figure 12: Running Pods

4. Check the Kubernetes cluster is running (Kubernetes; 2021)).

root@master:~# kubectl cluster-info
is running
is running at https:

To further debug and diagnose cluster problems, use 'kubectl cluster-info dump'.

Figure 13: Running Kubernetes Cluster

5.4 Install metrics server

Data about resource usage is aggregated across the Kubernetes cluster by the Kubernetes
Metrics Server. It provides these metrics to the Kubernetes API server through the
Kubernetes Metrics API, based on the metrics collected from each worker node through
the kubelet running on each node (Server; 2021)). To install the metrics server, follow the
below steps :

1. Metrics server can be installed by running the command shown in

rootfinaster 4 kubect] apply -f hittps://github. con/kubernetes-sigs /metrics-server/releases/latest/ download / conponents. yanl

Figure 14: Metrics Server

2. Create a file using vim metrics-server.yaml and paste the code from vim metrics-
server.yaml into it. It will download all the requirements for metrics server.



rbac.authorization.k8s

Figure 15: Metrics Server YAML File

3. The latest version of metrics server has some known issues. To solve them make

changes into deployment of metrics-server. The command will open the deployment
file of metrics server.

metrics-se

Figure 16: Metrics Server Known Issue

4. Under spec.template.spec.containers add arguments shows in below figure [17}
Also add hostnetwork:true flag under spec.template.spec .

args:
- --kubelet-insecure-tls

--kubelet-preferred-address-types=InternallIP,ExternalIP,Hostname

- ——metric-resolution=3es

Figure 17: Metrics Server Arguments

5. To check the metrics server installed properly, type the below command shown in

figure and check. If the metrics server is running, then you have installed it
successfully.



root@master:~# kubectl get pods -n kube-system

NAME READY  STATUS
calico-kube-controllers-56bddcdeds-x15¢8  @/1 Running
calico-node-bnlgh 1/1 Running
coredns-9fd979d6-6jbcr 1/1 Running
coredns-f9fd979de6-nh7zr 1/1 Running

etcd-master 1/1 Running
kube-apiserver-master 1/1 Running
kube-controller-manager-master 1/1 Running
kube-proxy-wSksg 11 Running
kube-scheduler-master 1/1 Running
metrics-server-84f7db8c9d-2mlzf 1/1 Running

Figure 18: Metrics Server Status

6 Create a deployment

Tom deploy the cloud-native application on Kubernetes cluster, follow the below steps.

1. Create a deployment and service of the php application.

root@master:~# kubectl apply -f php-apache.yaml
deployment . apps/php-apache unchanged
service/php-apache unchanged

Figure 19: Kubernetes Deployment Creation

2. Check if the service and deployment is successfully created and ready.

READY UP-TO-DATE AVATLABLE AGE
php-apache 1/1 1 1 12d

root@master:~# kubectl ge
TYPE LUS ) EXTERNAL-IP
ClusterIP ). B . <none>
ClusterIP 0 .109 <none>

Figure 20: Kubernetes Deployment Status



3. Check if the pods are running.

Pumt@mastei:w# kubect] get pods
NAVE READY  STATUS  RESTARTS  AGE

php-apache-ddcfo7d68-4jngt  1/1  Running 3 124

Figure 21: Kubernetes Pods Status

7 Create a Custom Controller

1. The controller of the kubernetes is located inside /etc/kubernetes/manifests.
Go inside this directory.

rootmaster: [etc/kubernetes/manifestst Is

pted.yanl kube- kube-apiserver.yanl kube-controller-manager.yaml kube-scheduler.yanl

Figure 22: Kubernetes Configuration files

2. Paste the given code of custom controller into the kube-controller-manager.yaml
file.

Figure 23: Kubernetes Custom Controller
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3. Paste the given code of API Server into the Kube-apiserver.yaml file.

172.31.20.7:6443

Figure 24: Kubernetes API Server

4. Restart the docker container by using systemctl restart docker command.

8 Create an autoscaler

1. Create Autoscaler of kubernetes, and assign the target CPU utilization value and
minimun and maximum number of pods to be scaled.

rootfaster: /etc/kubernetes/manifestst kubectl autoscale deployment php-apache --cpu-percent=30 --min=1 --nax=10

Figure 25: Kubernetes Autoscaler Creation

2. Check if the autoscaler created successfully.

root@master:~4# horizontalpodautoscaler.autoscaling/php-apache autoscaled

Figure 26: Kubernetes Autoscaler Status
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3. Check the status of horizontal pod autoscaler.

root@master:~# kubectl get hpa
NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE

php-apache Deployment/php-apache 0%/ 4 1 10 1 158m

Figure 27: Kubernetes Pod Autoscaler

9 Generate the load

Generate the load on application and wait for few minuits to get the result. If nothing is
printing on your commmand prompt, please try to press Enter key.

@ root@mste -
rootimaster:~4 kubectl run -1 --tty load- = sybox --restart=Never -- /bin/sh -c "while sleep 0.81; do wget -q -0- http://php-apache; done"

If you don't see

Figure 28: Load Generation

10 Observations
To get the results, open an another command prompt and connect your EC2 instance to

it (Refer steps from [3| Type kubectl get hpa and observe the results.

10.1 Observation With Default Kubernetes Algorithm

When the results were observed with the default kubernetes horizontal pod auto-
scaling algorithm, the number of scheduled replica was greater than required. Figure
29 shows the results before the custom controller.

12



Figure 29: Autoscaling with the default Kubernetes algorithm

10.2 Observation With Custom Controller

ster:~# kubectl get hpa
REFERENCE
hp-apache  Deployment/php-apache
oot@master:~# kubectl get rs
AME DESIRED  CURRENT ~ READY  AGE
hp-apache-cf5c79bfc 5 5 5 Oh
ootlmaster:~# kubectl get hpa

REFERENCE TARGETS ~ MINPODS

hp-apache  Deployment/php-apache  256%/50% 1

Figure 30: Autoscaling with the custom controller.

When the target CPU has reached to the 250% and And the target CPU utilization has
kept to 50%. Therefore the required number of replicas for autoscaling the microservice
was 5. With the help of custom controller, Kubernetes has scaled exactly 5 replicas. The
custom controller is helping to reduce almost 50% maintenance cost of the cloud-native
application.
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