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Abstract  

Experts agree that blockchain will help businesses to unlock value and has a potential to disrupt 

the financial services and other industries. However, it’s just a few companies are ready to 

transfer their whole database on the blockchain ecosystem. Blockchain technology is also a 

popular topic to discuss in legislators’ circles. Unfortunately, the interested parties noted that 

there is not enough governance around the new technological solutions. Blockchain is one of the 

technologies that requires new governance and legal framework to be compliant with law in the 

new digital world. At the moment it is not very clear what is required from all the stakeholders to 

be compliant with the regulatory requirements. Immutable blockchain is append-only system. 

The techniques to allow deletion or modification of the blockchain while at the same time keep it 

secure and resilient to attacks and fraud will be very helpful to the users. The inventors of 

redactable blockchain believe that the “undo function” is needed help in the special 

circumstances. Since the conflict revolving around the irreversibility of blockchains, it may 

significantly affect their adoption to vast application areas. Resolving this issue will be benefit 

all interested parties. This work aims at analysing the capability of the blockchain to be edited. It 

was identified from the research findings that editing blockchain can only be allowed special 

situations when all required evidence is provided, and institutions in the financial sector and 

manufacturing would prefer this type of blockchain.  
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1 Introduction 

Blockchain is the type of decentralised Distributed Ledger Technology. Blockchain can be 

private or public. Similar to intranet and internet in 1990, permission is needed to join the 

network for private blockchain, no permission needed to join public blockchain. In public 

blockchains users do not know each other personally and are the equal owners of the blockchain. 

Public blockchains are decentralized, there is no senior administrator in this system. 

All blockchains are the chains that contain the blocks, linked to each other and depend on 

the previous one. In this system all the records are kept safely in the chain chronologically. 

Special protocol (algorithm) controls the work of the system (Figure 1).  

 

 

 

Figure 1: Cryptographic hash algorithm (World Economic Forum, 2019) 

 

Every participant can have a copy of a ledger, question and inspect the protocol. Confidentiality 

of the data is guaranteed by distribution and cryptographic algorithm. The entered text of any 

size generates immutable output so-called hash of fixed length (Hewett et al., 2019).  

As it was mentioned earlier, blockchain is decentralised system. But there are many 

examples of the centralized institutions. A stock exchange or courts enables relations based on 

trust among participants unknown to each other, but they should acknowledge their power. Can 

decentralized network be trustworthy the same way? The blockchains systems can be 

successfully managed, like in the case of Ethereum Foundation in 2016, directed support and 

“hard fork” saved the funds of Decentralized Autonomous Organization (DAO) participants 

(Bhargavan et al., 2016).  

In special circumstances, privileged nodes could be appointed to decide to rewrite the 

history and if transactions can be changed afterwards. “Hard fork” is a protocol modification that 

turns formerly unacceptable transactions and blocks into acceptable. The process was not simple, 
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before the “hard fork” decision was made, a few options were offered and carefully discussed, 

every node in the network had a chance to express their opinion (Button, 2019). 

Soon after Nakamoto’s whitepaper was out, Bitcoin was accessible for public at the open 

source in 2009. Blockchain offered the solution to digital trust by keeping vital data in the public 

domain without the permit to edit it. After the financial crisis in 2008, the trust of consumers in 

banking was gone, Bitcoin's idea of decentralized financial transactions looked very attractive 

(Aitsam et al., 2020). Blockchain creators wanted all participants to be able safely exchange 

resources online without the intermediaries. However, while blockchain indications of a 

technology is frequently linked to Bitcoin among other cryptocurrencies, there are other 

expansion of blockchain applications. 

In this paper, the introduction offered a summary of the topic of blockchain technology. 

The literature review, justification of study and the demonstration of the research questions are in 

the next chapter. The explanation of the methodology and limitations of the research, analysis 

and findings from the research and literature review are combined in the next chapter. Finally, 

suggestions for further research are in the final chapter of this paper. 

2 Literature Review 

2.1 Irreversibility of the blockchain and the illegal content 

Matzutt et al. (2018) expressed the concerns about the illegal content in the blockchain. Random 

content can be secretly and permanently added, shared to the blockchain nodes, the participants 

can be held liable for the ownership of the content. The illegal content could be on the Bitcoin 

blockchains, acquired with financial transactions, even this is not the initial purpose of this type 

of blockchains. 

Some blockchains, like SeemIt are set up to distribute content. The participants of Bitcoin 

blockchain can become victims of the illegal content without their knowledge. It is impossible to 

give a notice to take down unwanted content to the administrators. Due to the irreversibility of 

blockchain the content cannot be removed or deleted by the mediators (Schellekens, 2019).  

2.2 Irreversibility of the blockchain and the “Right to erase” 

The “right to be forgotten” entails permanent deletion of private data on requesting and from the 

points they have been distributed. The impact of including the “right to be forgotten” on modern 

businesses is enormous, while its incorporation into the forthcoming technological developments 

design is presently arguable (Politou et al., 2018). 

Even though some researchers would argue that anonymizing private data that inhabits 

within blockchains, supposed to be encrypted with public and private keys and the hashed data is 

pseudonymous rather than anonymous. The compliance of the blockchain with the General Data 

Protection Regulation solely via the utilization of public-key cryptography and hash values 

cannot be assured (Schwerin, 2018).  
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Eberhardt et al. (2017) suggested that the personal data could be stored off-chain. This 

method regulates blockchain system architecture, help scalability issues, reduce data storage. 

However, the researchers have been critiqued by Dorri et al. (2019) for reducing the security of 

blockchains by introducing additional attack vectors by removing hash indicators and turning 

anonymous hash data into pseudonymous. At the same time, these techniques are introducing 

additional delays and complexities.  

2.3 Technological solutions to modify blockchain 

Luu et al. (2016) have been experimented with the irreversibility of smart contracts. The 

blockchain transaction is different to distributed applications, which can be at the time of bugs 

detection, smart contacts staying in the blockchain are immutable and irreversible. Precisely, the 

moment the code of contactors is moved to the network of the blockchain, it is impossible to 

patch bugs or change their functionalities. Also, smart contracts cannot be deleted from the 

blockchain at the time their utilization is ending. Instead, they are a portion of the blockchain 

past record and possibly preserved by several nodes. Indeed, similar while creators have 

advanced thoughts about the way of disabling manually, by putting in ad-hoc code automatically 

or in the contracts, by calling self-destructive functions (Bartoletti et al., 2017). 

The immutability of smart contracts makes reference just to their real code rather than to 

their condition that is majorly set from their functions and variables, within the Ethereum 

network, as the state of variables within contracts is stored eternally. Additionally, the functions 

within the “code of contracts” are irreversible the moment they are positioned in the blockchain. 

Notably, decentralized applications exploit such immutability to keep data consistently, and 

some time to confirm ownership and provenance, such as writing a document’s hash on the 

blockchain so they can check the integrity and existence of the document (Bhargavan et al., 

2016).  

Nevertheless, due to their smart contracts’ immutable nature, there has been the 

identification of their correctness as being a crucial factor for their safe and suitable behaviour. 

Moreover, contrary to their analogue matching parts, the immutability of smart contracts does 

not permit traditional contract law tools for alteration and termination, to become successfully 

applicable to the smart contracts (Derler et al., 2019).  

Some researchers support having fresh standards set to undo and alter smart contracts to 

make sure that the usual tools attain their initial objectives when they are applicable to the 

blockchain technology. A cryptocurrency system referred to as “mini-blockchain” has been 

presented by Matzutt et al. (2020) as a pruning choice to blockchain applications. Here 

significantly reduced synchronisation time and saved 255 GiB of storage was achieved. This 

method suits, when there is no necessity for a complete blockchain by disconnecting 

transactions, and hence, it enables transactions to be cast-off after a secure time length has 

passed. Even though blockchain pruning satisfies privacy and scalability requirements, it has 

been claimed that it does so at the security’s expense since even when there is the maintenance 

of the old block headers, shortening the history of blockchains yields to reduced security (Finck, 
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2018). Moreover, pruning has as well been critiqued for its less stable enforceability since there 

is no assurance that nodes will elect to keep the complete chain. Nevertheless, it has been 

predicted that pruning might suit private blockchain context in which the working situation is 

more effortlessly adjusted and controlled (Palm, 2017). The idea of pruning in private chains is 

logical, but the application cannot be used in notary services or smart contracts (Aitsam et al., 

2020).  

Krawczyk and Rabin (2000) offered the initial technical suggestion, that challenged the 

immutability of the blockchain by introducing chameleon hash, a fundamental cryptographic 

function, which enables approvals. Morever, Ateniese et al. (2017) partnered with Accenture 

global consulting company to improved the method. They presented the technique, where 

chameleon hash collision has to be maintained private as the trapdoor can be taken from one 

collision, was proposed a better design to any collision number. Using the trap key knowledge, it 

is possible to obtain collisions efficiently, and hence, substitute the block’s content. Thus, 

knowing the key, any blockchain’s redaction is possible, encompassing modification, insertion, 

and deletion of any block. The suggested system also leaves “mark” to demonstrate when any 

blocks have been changed, keeping blockchain transparent and auditable (Ateniese et al., 2017).  

Derler et al. (2020) extended the method to be able to make modifications on a transaction level, 

instead of block level. Their works presented systematised in fine – grained modifications and 

sanitizable signatures.  

Furthermore, the other technical resolution for deleting data kept within blockchains 

without “hard forks” is suggested by Puddu (2017), where a mutable blockchain, which can 

allow modification and deletion of the content in the blockchain. The recommended design 

controls the traditional blockchain's consensus mechanisms to vote on alternative forms of the 

blockchain history. In this case, it does so by introducing mutable transactions that represent the 

transaction sets, which have a variety of possible types of transactions. Within a transaction set, 

only a single transaction is marked as active, whereas the rest are fundamentally inactive 

substitutes. Notably, all alterations are done using transactions of a specific kind. Validators 

perform meta-transactions, which are given out by smart contracts or users and their verification 

(Puddu et al., 2017).  

Criticizing the situations, permitting bad actor within a public blockchain not to 

encompass a transformation for his or her transaction, Deuber, Magri, and Thyagarajan (2019) 

offered a redactable blockchain, which is independent of the immense cryptographic tools and is 

appropriate for the special situations. In this regard, its procedure uses voting based consensus 

uses “proof of work” and is limited by an agreement that has the asks and limitations for the 

editing. In this case, any user can recommend the edit operation. However, this process is done 

only if the blockchain policy approves it. Additionally, the protocol provides liability for the edit 

activities, as any kind of editing within the blockchain can be verified openly. Even if the “proof-

of-concept” application of the recommended procedure only presents a minute overhead with the 

authentication of the chain in comparison with the immutable one, the suggested public 

blockchain functions on the presumption that most of the miners within the network are 
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authentic, and they perform realistically whenever they vote to reject or take the edit commands 

(Deuber et al., 2019).  

Improving previous works, Marsalek and Zefferer (2019) proposed algorithms for an 

editable blockchain that facilitates alteration, incorporating reductions of unspent output of 

transactions in blockchain. The suggestion accomplishment proves the suggested resolution's 

security and demonstrates positive impacts on functioning. The resolution is based on a 

consensus, which controls whether or not the suggested corrections are applied. Data associated 

to practical alterations is kept in a supplementary blockchain. Using this data, the blockchain can 

be effectively authenticated, the information in this blockchain can be changed later (Marsalek et 

al., 2019). 

A “memory-flexible blockchain model” custom-made toward Internet of Things network 

is presented by Dorri et al. (2019), where model enables users to compress, modify, or entirely 

delete the transactions from the blockchain while preserving the consistency of the transactions. 

Notably, this process is realized by computing the block’s hash above the hashes of its 

established transactions and not of their substances, thereby allowing a transaction to be taken 

out from a block without impacting the hash steadiness authorizations. Dorri et al. (2019) noted 

precisely, for every transaction kept within a blockchain, there is the calculation of specific value 

as the employed “secret keeping hash” known only by the party that generates the transaction. 

Moreover, to delete a kept transaction, the operator needs to confirm he or she has formerly 

created the matter by comprising in the eliminate transaction the hashes used to produce the 

secret of the transaction to be taken out and the encoded formula of the hashed secret by means 

of the public key (Dorri et al., 2019).  

Kuhn (2018) revealed a data structure, an algorithm, and a block matrix, which allow the 

secure removal of illogical records while ensuring the preservation of hash-based integrity 

guarantee that the remaining blocks stay unaltered. Nevertheless, the resolution has been only 

concentrated on “permissioned blockchains” to make sure their compliance with the “right to be 

forgotten” erasing requirements and their transaction integrity.  

Aitsam et al. (2020) presented the analysis of different methods to help minimise the 

illegal insertion. The researchers compared editable blockchain with other methods to delete the 

unwanted content and noted that the filtering quality of editable blockchain was good, usability 

was not guaranteed, network burden was high, this type of blockchain was difficult to deploy. 
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3 Justification of the Study 

Professionals noted that in parallel with the financial services, blockchains could eventually 

transform several significant industries, ranging from Internet of Things to healthcare (Marsalek 

et al., 2019).  

 

Figure 2: Live Networks by sectors (Cambridge Centre of alternative finance, 2019)  

The Figure 2 created by Cambridge Centre for Alternative Finance research and 

represents data from 25 countries of 67 existent functioning blockchain systems. Finance and 

Insurance industries dominated by forty three percent (Rauchs et al., 2019). Blockchain use cases 

could unlock value for businesses and set up fresh bases for social and economic schemes. While 

most of the applications of blockchain are likely are still coming up, the forthcoming impact and 

direction of the blockchain technology cannot be predicted.  

Irreversibility of blockchain verifies that the transaction data, in the blockchain, is 

tamper-proof, which means that they cannot be changed or erased. A data configuration of 

records is in a tree, where the leaf nodes have the hash of a distinctive data confirmation and all 

the other nodes of the tree include the hash of the two nodes below them. The Merkle root can 

then be used to authenticate reliability of the data records and variations if any of the data 

records comprised into the tree alteration (Puddu et al., 2017). 
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Figure 3, Merkle tree (Puddu et al., 2017) 

Irreversibility of blockchain comes from the way it is and verified as a result of the 

cryptographically connected blocks that are linked together with the preceding block's hash 

value. The inconvenience of the data accumulated in blockchain cannot be changed can only be 

added. The benefits of the blockchain immutability feature are obvious: when data saved in the 

blockchain, the employing the blockchain in security-critical truthfulness of the data is 

safeguarded forever. Blockchain is valued for audit logs, financial transactions, and data that 

need protection and integrity (Marsalek et al., 2019).  

 
Figure 4, Proof of Work (Atsam, M., et al. 2020) 

 

 Aitsam et al. (2020) noted that there are other elements contributing to blockchain’s 

irreversibility. SHA 256 algorithm is used to validate Proof of Work (PoW) in Bitcoin 

blockchain. Consensus algorithm helps in the decision-making process of Distributed Ledger 

Technology. The approval of all the nodes is needed to add the new block. PoW requires nodes 

to put their nonce and Prev_Hash into the block and solve a puzzle, the first problem solver is 

given a privilege to add a new block. To get the best hash value, computer performs from 10 to 

21 calculations. The computational power is used by miners to find the most suitable nonce, a 

random number, they use only once. When the value is found the nodes notifies other miners and 

they stop mining and need to validate the block. If the authorisation is successful, participants are 

working on the value of the next block. In Bitcoin blockchain Proof of Stake (PoS) shows how 

many coins each participant owns. The owners of the coins will dominate the network. To speed 
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decision-making process up, the delegates can be nominated to validate the blocks. With 

Delegated Proof of Stake (DPoS) the network participants have more authority and privileges 

(Aitsam et al., 2020). 

Particularly within permissioned blockchains’ context where, there is a limited number of 

nodes, interfering with blockchain data is not supposed to be considered as being not possible to 

change, as there is constantly a likelihood of most of the dominant organizations to vote for their 

kind of certainty and to change the ledger consequently. A lengthy chain of the blocks causes the 

profound history of blockchains to become immutable because of the high costs involved for 

changing the blocks’ hash-based veracity, guaranteeing immutability within private blockchains 

is stronger and less costly so long as most of the validating nodes follow the rules (Finck, 2018). 

 “Hard fork” cannot be used as a solution often because of the complexity. Therefore, it is 

widely held that modifying transaction data within the public blockchains not possible.  

4 Research Gap 

Blockchain technology is a comparatively new field of study primarily examined by computer 

and finance scholars. There are very few academic studies analysing blockchain technology from 

the consumers’ perspective. Substantial research is currently being performed to design and 

develop techniques that are aimed at allowing deletion or modification of the blockchain, while 

at the same time it should be transparent, auditable, and secure (Politou et al., 2019). This 

research paper analyses if the blockchain can be modified. 

5 Research Questions 

This paper has four main objectives. The literature examined to make sure the readers understand 

the concept of redactable blockchain, why redaction is needed, and modification methods 

identified. All positive and negative feedback reviewed. The findings from literature review and 

the results from the questioner will help to the knowledge of immutable and redactable 

blockchains among interested parties. The suggestions will be assembled together from the 

analysis of literature review and questioner on the possible actions interested parties could do to 

prepare for the wider adoption of the blockchain technology. The objectives of this research 

paper transform into three research questions:  

Are blockchain enthusiasts aware of redactable blockchain technology? Originally 

blockchain was created as append only system and the irreversibility guaranteed the trust and 

assurance about security and resilience to fraud. The literature review showed high level of 

knowledge and understanding of redactable blockchain type among academic researchers this 

can be measured by the number of academic works related to the question. The answers to 

questioner will be analysed and compared. Statistical test will answer about the entire 

population.  
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Is there preference in redactable blockchain technology type in particular industry 

sector? Due to the differences some industries could have more situations when corrections are 

needed and the irreversibility could be not the strengths, but weakness of the technology.  

Finally, is there difference in knowledge, effectiveness, suitability, compliance, 

security and resilience to fraud understanding between immutable and redactable 

blockchain in entire population of blockchain enthusiasts?   

Analysis and results of the quantitative web survey and statistical tests will be discussed 

later to explain these questions further. 

6 Research Methodology 

The utilization of data in form of statistics that offers descriptions and analysing data reduces the 

effort and time that the researcher would have devoted to describing his or her findings. One 

weakness is the research objectivity, which means that the researcher is just an observer. With 

such kind of respondent and researcher relationship, it is hard to obtain in-depth research. The 

limitation could be that the researcher will not understand individuals or the group working with 

him or her, and hence, will fail to appreciate them (Eyisi, 2016).  

This research was limited to six thousand words and twelve weeks. Statistical data was 

used as an instrument for the research to reduce time. The data and the numbers were gathered 

and analysed. The particular order was followed in this research. First of all, the data was 

gathered for the analysis. The questionnaire complemented and confirmed the discoveries from 

the literature review. Quantitate results, generated by R Studio were summarized in the tables. 

The charts were transferred to Configuration Manual from the web survey to visualise the data in 

form of pie and bar charts and compared with the findings from literature review. The 

evaluations and analysis helped with conclusions and discussions. 

7 Design specification and implementation 

In this regard, the questioner was designed. The link to online survey shared with a hundred and 

fifty professionals. The participation in the web survey was confirmed by blockchain enthusiasts 

in writing. The questioner was open for four weeks and was closed after this period. The 

questionnaire had twenty questions, which were related to trust and editability of the blockchain. 

 Fundamentally, the participants could either point out that they agree, disagree, or did 

not have a clear answer for each particular question asked. The respondents were from the 

authors of this research paper LinkedIn connections. It was explained to the participants that no 

personal data will be collected during the research. This helped more active participation. The 

respondents showed their interest in the topic by answering during their free time from work. It 

was following up e-mail reminder sent to twenty percent of the respondents. After the second 

reminder, the answers were received straight away. The third reminder was not needed, and the 

time was saved. 



  14 

 

 

 

 The answers were downloaded from web survey and analysed in R Studio statistical 

package. The findings showed the awareness of the topic. More than sixty seven percent 

(hundred and one respondent) randomly selected professionals from different industries found 

time to contribute by sharing their opinions. The last question asking to add more to the topic of 

redactable blockchain was answered by more than a half of the respondents. 

8 Evaluation and Analysis 

The first four questions in the questioner were asked about the respondents (Figures 5,6,7,8, 

Configuration Manual). The majority of the respondents were from 18 to 45 age group. 

Technology and financial services industries dominated. Education corresponded with authors 

professional circle, only a few were with school education. Ten years professional experience 

was the most prevailing answer.  

The categorical values were generated in R Studio and are summarised in the Table 1 and 

included in the Appendix on page 24. To establish correlation between the age, type of industry, 

work experience and the knowledge of the blockchain enthusiasts about the immutable and 

redactable blockchains p-values, using Pierson’s Chi Square and Cramer’s V coefficient were 

calculated using R Studio statistical package. As in all cases p-values are greater than 0.05, two 

variables are dependent. Values of all Cramer's V coefficients are greater than 0.25, indicating 

strong correlation. The results are summarised in the Table 1. 

 

Table 1: Correlation between variables 

Independent 

Variables 

Immutable  Redactable  

Pearson's Chi 

Square  

(p-value) 

Cramer's V 

coefficient 

Pearson's Chi 

Square  

(p-value) 

Cramer's V 

coefficient 

Age Group 0.2467 0.2569 0.2143 0.2649 

Type of Industry 0.0553 0.422 0.104 0.3961 

Experience 0.7208 0.2642 0.7188 0.2646 

 

In question five only twenty two percent of the respondents agree that irreversibility 

needed to trust the technology. This resonates with literature review findings about fraud, illegal 

content, GDPR incompliance presented in the immutable blockchain. Twenty-nine per cent gave 

neutral answer. Nearly fifty percent of the respondents disagreed, indicates that respondents find 

the irreversibility cannot guarantee technology trustworthiness (Figure 9). 

Answering question six (Figure 10), the respondents noted that in financial services and 

manufacturing industries redactable blockchain type would be preferred. The results generated 

with R Studio and summarized in the Table 2. 
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Table 2: Preference of blockchain 

Industries Neutral Immutable Redactable 

Technology, media and telecommunications 6% 86% 8% 

Financial services 3% 22% 75% 

Manufacturing 9% 25% 66% 

Retail, wholesale, logistics and distribution 14% 70% 16% 

Industrial products and construction 15% 71% 14% 

Automotive 10% 70% 20% 

Life science and health care 5% 55% 40% 

Government and public services 3% 90% 7% 

 

Questions seven, eight and nine tested the awareness of the redactable capability of 

blockchain (Figures 11,12,13). Nearly half of the respondents demonstrated their awareness. 

Second popular answer showed that they accept this capability only under full accountability. 

More than a half of the respondents shared their knowledge of redaction methods. The most 

popular method was chameleon hash, the method originally created for private blockchains, but 

can be used with public blockchains. 

For example, Rajasekhar et al. (2018) implemented chameleon hash in practice. They 

showed how to redact blockchain by using Bitcoin blockchain example. The chameleon hash 

technique was improved, sharing the secret by non-linear way. Florian et al. (2019) used Bitcoin 

public blockchain to demonstrate the method that permits to delete data from the local nodes, 

functionally preserving local deletion. Ashritha et al. (2019) introduced a second trapdoor key. 

Here, the change does not occur without consensus of the block original originator and the block 

data is certified by the digital signatures. Understanding the limitation of all the current 

suggestions, that offer to “build-new-chain approach for redactions”, without amalgamation with 

present structures like Ethereum and Bitcoin, Reparo was suggested by another group of 

researchers. This method represents a publicly verifiable layer on top of any blockchain to 

implement reparations (Thyagarajan et al. 2020). 

The answer to question ten and eleven (Figures 14,15) corresponded with the findings 

from the literature review, for example, Politou et al. (2019) noted that industry and academia 

will welcome the resolution of the conflict around the immutability of the blockchain. It may 

considerably affect the adoption of blockchains, it is important to resolve this issue. 

Unavoidably, many advocates of the blockchain and the crypto campaigners have considered the 

“right to be erasure” as being a barrier for blockchain technology expansion to full applications 

area. In this regard, the World Economic has issued a recommendations how data can be 

achieved (European Commission, 2018). In a similar way, the Organization for Economic Co-

operation and Development has started to investigate the risks and benefits of the blockchain for 

societies and economies, while the United Nations is progressively accepting the blockchain 

technology (Politou et al., 2019). At the same time, the European Commission, with the 
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European Parliament's support, launched the “European Union Blockchain Observatory and 

Forum” intending to inspire citizens, industry, and governments to gain from the blockchain 

prospects (Lyons et al., 2018). However, there are fans of the sophisticated cryptographic 

methods to assure personal privacy within the decentralized blockchain architectures. Notably, 

research works have been performed to illustrate how the requirements of the “right to erasure” 

can be satisfied for the private and public blockchains (Martin-Bariteau, 2018). 

To answer question twelve, the respondents will trust only High/Supreme Court to edit 

blockchain on a case by case basis, only in the special circumstances. The respondents showed 

that they would not trust the government, accounting firms or Artificial Intelligence to perform 

the modifications (Figure 16). This could be researched further. 

Originally blockchain was attractive because it was irreversible. More than a half of the 

respondents to answering question thirteen, noted that redactable blockchain is more risky than 

immutable (Figure 17). Irreversibility is essential to the safety of the blockchain, as it prohibits 

change the data in the blockchain, and hence, it allows a single, internationally acknowledged 

behaviour among participants. Precisely, irreversibility serves to support the likelihood of 

decentralized trust in intrinsically thrustless contacts (Ølnes et al., 2018).  

The answer to question fourteen corresponds with the findings from the literature review, 

for example, Finck (2018), who noted that while it is not possible to rollback, delete, or update 

transactions the moment they are recorded within a blockchain, some people would present a 

contrary argument. Given that irreversibility is a developing, and not fundamental to 

blockchain’s data structure feature, an agent with an adequate computing power amount could 

alter it. (Figure 18) demonstrates that the idea of a blockchain is not correctable system, is not 

right and confusing.  

Answering question fifteen, nearly forty-eight percent of respondents agreed that editable 

blockchain could be another type of permissioned blockchain that will evolve from the original 

decentralized and permissionless version like in the case of Quorum (Figure 19). This question 

was asked to check the reaction of the respondents to the idea of the centralisation in the 

enterprise blockchains. Time will prove if editable blockchains are future of finance and will 

evolve to be compatible with law, be secure and resilient to financial fraud and human error. The 

permissionless enterprise blockchains could be investigated further in another research paper. 

The last five questions were asked to understand the entire population of blockchain 

enthusiasts. Figures (20, 21, 22, 23, 24). All p-values of Shapiro Wilk test show that p values 

were less than 0.05, the differences did not follow the normal distribution. Hence, the non-

parametric alternative of t-test was chosen in this case.  
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Table 3: Criteria for two blockchain types 

 Immutable  Redactable  Immutable  Redactable  

Variables mean mean 
standard 

deviation 

standard 

deviation 

Knowledge 6.77 5.51 2.17 2.09 

Effectiveness 6.43 7.81 2.23 2.38 

Suitability 5.77 8.48 2.00 2.19 

Compliance 1.77 8.48 1.31 2.37 

Security  9.05 6.77 1.72 1.56 

Resilience to fraud 9.05 6.77 1.72 1.56 

 

Wilcoxon signed rank test with continuity correction was carried out in R Studio. The 

symmetry of the differences between the two paired groups validated by boxplots and displayed 

approximately symmetrical distribution. In this case the medians instead of means were 

compared. The findings were summarised in Table 4. The results showed a significant difference 

between immutable and redactable blockchains p-values less than 0.001 for all the five criteria: 

knowledge, effectiveness, suitability, compliance, security and resilience to fraud. 

 

Table 4: Criteria for two blockchain types 

 Immutable Redactable   

          

Variables 

 

median 

 

median 

Is 

statistically 

different 

Wilcoxon sign rank test 

Knowledge 7 6 Yes (95%) p-value < 2.2e-16 or <0.001 

Effectiveness 7 8 Yes (95%) p-value = 9.386e-06 or <0.001 

Suitability 6 10 Yes (95%) p-value = 3.323e-14 or <0.001 

Compliance 1 10 Yes (95%) p-value < 2.2e-16 or <0.001 

Security  10 7 Yes (95%) p-value < 2.2e-16 or <0.001 

Resilience to fraud 10 7 Yes (95%) p-value < 2.2e-16 or <0.001 
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9 Discussions and Conclusions 

If we examine the “right to be forgotten” from a developer viewpoint, the first response is to 

consider how we could adequately delete the data. It is impossible to do if blockchain is 

irreversible. Solicitors examine the actual effect of the situation on individuals or business. They 

examine how this looks from the law point of view, but developers looks at technical erasure. If 

a solicitor thinks about the “right to be forgotten,” there is no guarantee that he or she has the 

same “right to be forgotten” developer studied in college. The same is with a developer. This is a 

huge problem with immutable blockchain (Wirth et al., 2018). The answers to the last question, 

were the respondents were asked to add extra to the topic of editable blockchain illustrated the 

above. The developers and lawyers need to work together to make sure that the technology is 

resilient to different types of attacks and fraud. The absolute irreversibility of blockchain 

technology cannot guarantee security or prevent incidents analogous to DAO “hard fork” case. 

 Wirth et al. (2018) noted that the disagreement exists over the blockchain protocols’ 

immutability and has been offered significant prominence in the recent times due to the General 

Data Protection Regulation adoption, and most significantly, due to the “right to be forgotten” 

that assumes the retrospective deletion of private data on request and from locations they have 

been stored. Moreover, for the blockchain supporters and cryptocurrency activists, even just 

questioning the blockchain’s irreversibility nature is equivalent to conflict, and hence, they 

consider the right to erasure as a barrier to the extensive blockchain technology adoption. 

Privacy supporters look upon the irreversibility of the blockchain as a danger to privacy rights 

and data protection (Ølnes et al., 2018). Nevertheless, for the business users, restricted 

irreversibility in permissioned blockchain systems, considering particular conditions, can bring 

in the correct balance between keeping the main components of a blockchain and adjusting it for 

the practical needs. In such a viewpoint, the new advances in bringing in reversibility are 

appealing to both the enterprises and regulators (Politou et al., 2019).  

Recently, Israeli Blockchain company Kirobo, created “undo function”, a solution to 

correct the human error to cancel cryptocurrency transaction if the funds were sent to the wrong 

address (Peng, 2020).  

In the financial services industry, the utilization of the digital currencies in different 

countries, which are based on the blockchain technology, is quickly increasing since several 

large banks have now declared blockchain ventures to set up novel businesses as well continually 

invest and engage in the blockchain technology. Notably, while the blockchain is among the 

upcoming trends, five to ten years is needed to witness this technology in practice. Despite the 

slow integration of the blockchain in the real-life applications, the incompatibility of the 

blockchain with privacy rights and data protection, blockchain enthusiasts are very interested in 

the technology. This work proved that the reversibility is needed in special circumstances and 

should be investigated on a case by case basis. In this regard, and toward researching techniques 

and methods to accomplish blockchain protocols’ compliance with the “right to be forgotten”, to 

help victims of fraud and illegal content, cryptographic methods that conditionally changing 
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blockchain’s core feature of irreversibility have been presented. For this research paper the 

editable blockchain would be preferable in financial services and manufacturing industries. 

10 Future work 

This research triggered the topics that could be investigated further. First of all, it is worth to 

examine security, financial and operational risks that are not presented in the immutable 

blockchain and will be present with the redaction capability. 

Secondly, further investigation is required to find out redactable blockchain preferences 

by conducting structural interviews with professionals from financial services and manufacturing 

industries that are currently using live blockchain networks to get more insights about specific 

situations where the redactable blockchain could be preferred. The results could be compared 

between two industries and with recent academic and industry publications. 

Finally, this research showed that Big 4 accounting firms, artificial intelligence and 

government cannot be trusted to redact the blockchain. It understood that reduction can happened 

in special circumstances in the High court. It is worth to examine the opinion of judges and 

model possible scenarios how this could be done using the technical methods suggested in this 

research.  
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Appendix 

Table 5 : Independent Variables  Immutable     Redactable 

 Age 

E
x
p

er
t 

N
o
v
ic

e
 

T
o
ta

l 

E
x
p

er
t 

N
o
v
ic

e
 

T
o
ta

l 

<18 3 0 3 1 2 3 

18 to 25 14 8 22 3 5 8 

26 to 35 24 3 27 13 9 22 

36 to 45 19 8 27 18 9 27 

46 to 50 9 5 14 13 14 27 

>50 5 3 8 4 10 14 

Total 74 27 101 52 49 101 

Work experience in years:             

1 2 0 2 1 1 2 

2 4 1 5 3 2 5 

3 7 1 8 6 2 8 

4 4 3 7 4 3 7 

5 4 1 5 3 2 5 

6 3 1 4 2 2 4 

7 1 0 1 1 0 1 

8 2 3 5 2 3 5 

9 1 0 1 0 1 1 

10 2 0 2 2 0 2 

>10 44 17 61 28 33 61 

Total 74 27 101 52 49 101 

Industries:             

Automotive 2 5 7 1 6 7 

Education 1 0 1 0 1 1 

Financial services 17 2 19 11 8 19 

Government and public services 1 1 2 0 2 2 

Industrial products and construction 1 2 3 1 2 3 

Law 8 3 11 4 7 11 

Life sciences and health care 5 5 10 4 6 10 

Manufacturing 6 2 8 5 3 8 

Retail, wholesale, logistics, and 

distribution 
7 2 9 3 6 9 

Student 2 0 2 1 1 2 

Technology, media and 

telecommunications 
24 5 29 21 8 29 

Total 74 27 101 51 50 101 
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Table 6: Literature research technical approaches and related topics 

Publication Year Technical methods Other   
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Krawczyk & Rabin    2000 x      x             

Bhargavan et al.   2016                     

Luu et al.   2016         x           

Ateniese et al.   2017 x           x x     

Bartoletti & Pompianu   2017               x x   

Puddu et al.    2017   x x               

Eberhardt & Tai   2017     x               

Finck   2018           x         

Ølnes & Jansen    2018           x         

Kuhn   2018                     

Palm et al.   2018         x           
Rajasekhar et al.    2018 x                 x 

Schwerin   2018           x         
Ashritha et al.   2019 x                 x 

Deuber et al.   2019       x             

Dorri et al.   2019     x     x         

Florian et al.   2019             x        
Schellekens   2019               x     

Politou et al. 2018 2019 x         x         

Marsalek & Zefferer   2019 x x x               

Aitsam et al.   2020 x             x     

Derler et al. 2019 2020 x                 x 

Matzut et al. 2018 2020         x     x     

Thyagarajan et al.  2020 x     x  x  x 
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