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Configuration Manual

Niranjan Karunanithi
X18177727

1 Environment for Mobile Application Development

To develop android application, Android Studio 3.6.3, an Integrated Development Envir-
onment(IDE) is used.

android studio

d by the IntelliJ® Platform

Android Studio 3.6.3
Build #Al- ] .36.6392135, built on April 14, 2020

Runtime version: 1.8.0_212-release-1586-b04 amd64
VM: OpenJDK 64-Bit Server VM by JetBrains s.r.o

Powered by

Figure 1: Android Studio
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Figure 2: Android Studio and GitHub Integration

For version control, GitHub is integrated with Android studio. After creating new
project in Android Studio, new repository can be created in Git through Android studio



As the project involves QR code scanner using google library, default libraries are
implemented in Application level build.gradle. To use google vision library, play-services-
vision:17.0.2 is implemented.
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Figure 3: Android application - Build gradle (app level)

In Project level build.gradle google.services plugin and Firebase performance plugin
in integrated.
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Figure 4: Android application - Build gradle (project level)

After setting up library, required Java class has to be created as Activity in Android
application project structure.
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Project €=
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build
libs
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© DeviceProfiler
@ € Imageresult
§ & MainActivity
& € NetworkProfiler
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Figure 5: Android Application structure

In Android Manifest file, user permissions should be defined with all activity with
respective Java classes.
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Figure 6: Android application - Manifest.xml

The complexity of the method is calculated with online tool Lizard using Java Cyc-
lometeric method. By pasting code in respective place and selecting language as Java, it
will calculate the complexity of all methods of class.



« 5> Cx Qe O % wwwlizardws RN 4 noeoemeEHED

& Gloud Console (@ Niranjan Karunanithi  # Moodle i Billing il AWS Console  § 1AM [ S3 Bucket [l API Gateway @) NewTab [N Lambda (@ DynamoDB [ Module () Difference of Max and... »
~
Try Lizard in Your Browser Code analyzed successfully.

V File Type java ] Token Count 2088 | NLOC 402 ]

java

A

Function Name NLOC Complexity Token Parameter

double roundTwoDecimals(double d) # #

! DecimalFormat twoDForm = new DecimalFormat("#.##"); Cameralmage::onCreate 9 1 64

return Double.valueOf(twoDForm.format(d));

} Cameralmage::initViews 3 1 14

Cameralmage::startCameraSource 12 3 85
! Cameralmage::onActivityResult 8 3 49
v

Cameralmage::getStringimage 7 1 58
Cameralmage::decisionEngine 92 18 634
Cameralmage::localcall 32 3 241
Cameralmage::cloudcall 85 7 583
Ci 1RequestPermissionsResult 17 3 12
Cameralmage::createContrast 28 9 360
Camaralmana-dnRrinhtnass 27 a 249 v

Figure 7: Complexity calculation - Lizard console

For Firebase integration, Google project should be created in Firebase console in
Spark Plan( Free tier with limited accessibility)

¥ Firebase Gotodocs K

Your Firebase projects

RPNiranjan Tour
rpniranjan-5a4b6 tour-9262b

+

Add project

URLUpdate Tour Planner
urlupdate-india keralatour-43bd5

Figure 8: Firebase console - Project creation

For evaluation, Firebase performance plugin is integrated and it can be analysed in
firebase console performance tab under Quality menu.
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Figure 9: Firebase performance analytics

Developed Android application is tested for crashing, vulnerabilities and violations of
policies in Testlab available in Firebase console.

‘ Firebase RPNiranjan ~ Go to docs ‘ i“ 2
@ Machine Learning TeSt Lab o

Tests Presets

Quality

&, Crashlytics
@ Performance

- -
[ TestLab & RP Niranjan m

Want unlimited tests? Upgrade

5 App Distribution Test matrix Test type Started Total devices Issues

o matrix-2dfd5c9c4fmbs Robo 20 hours ago il -
Analytics

o matrix-1p00ic964sold Robo 21 hours ago 1 =
& Extensions

Q matrix-1h5e98112wab5 Robo 22 hours ago 1 =
Spark
Free $0/month Ungrade

o matrix-8egx3wvohloma Robo 22 hours ago 1 -

Figure 10: Firebase - Testlab

Since, Firebase is not explored fully due to time restrictions. And it can be used for
analytical purpose of the developed application in future works.

2 Cloud Environment setup

As the proposed model uses cloud for offloading, AWS Cloud platform is choosed for
offloading. After creating account in AWS cloud, choose AWS lambda function service.



Create function in AWS lambda function console by giving runtime environment as
NodeJS 12.x

aws, Services v Resource Groups v % [l AshinisK *  Mumbai *  Support
AWSLambda X ®
mbda Lambda Functions
Dashboard Functions (23) c Create function
Applications
Q, Add filter 1 (0]

Functions

‘ Research Project : (all values) ®

v Additional resources

Layers Function name @ Description Runtime ¢ Codesize v Memory (MB) ¥ Timeout (s) ¢ Last modified v
QRScanner Node.js 12.x 227 MB 3008 10 2 weeks ago
ImageProcess Node.js 12.x 226 MB 3008 10 2 weeks ago

@ Feedback (Q English (US) azon Internet Services o ifs affiiates. A d  Privacy Policy  Terms of Use

Figure 11: AWS Lambda Function console

Configuration can be changed in the console. In the proposed model, RAM memory
is set to 3008 MB(maximum limit) and Time out set to 10 seconds. As the monitoring
tool, cloud watch service is enabled.

awg Services v  Resource Groups v % Q AshiniSK ¥ Mumbai ~  Support ~
~
AWS Lambda X QRScanner ‘ Throttle ‘ Qualifiers ¥ H Actions ¥ Test1 v ‘ Test @
Key Value
Dashboard
Applications Research Project

Functions

v Additional resources Basic settings info Edit ‘ Monitoring tools 1o Edit ‘

Layers
Description Runtime Logs and metrics (Default) Active tracing
Node.js 12.x @ Enabled Not enabled
Handler 1nfo Memory (MB)
index.handler 3008
Timeout
0 min 10 sec
VPC info ‘ Edit ‘
No VPC configuration v

Figure 12: AWS Lambda Function configuration update

As the environment in the cloud has been ready for deployment, NodeJS application
has to be zipped and uploaded to AWS lambda function. With the option Upload a .zip
file and Upload a file from Amazon S3, the code can be deployed into lambda function.



[\ Ashinisk ~  Mumbai ~  Support ¥

Services v  Resource Groups v %

QRscanner ‘ Throttle ‘ Qualifiers ¥ H Actions ¥ Test1 v g @

AWS Lambda X

Dashboard QRScanner
Applicat
pplications g — i
Functions
v Additional resources API Gateway + Add destination
Layers

‘ =+ Add trigger

Function cade info Actions &

Upload a .zip file

Upload a file from Amazon S3
@ The deployment package of your Lambda function "QRScanner" is too large to enable inline code editing. HOWeVer, yuu verr s mvone yuur

function.

Privacy Policy ~ Terms of Use

@ Feedback (Q English (US)

Figure 13: AWS Lambda Function - code deployment

To create NodeJS Application in local device, NodeJS and npm should be installed
to the local machine. It can be downloaded from the official website nodejs.org. As the
local machine has Windows OS, Windows installer is downloaded and installed.

& cx Qe © @& https//nodejs.org/en/download/ MR 4 ¥'in@ o [ & B =

& Gloud Console @ Niranjan Karunanithi 1 Moodle il Billing il AWS Console  § IAM [ S3 Bucket (@l API Gateway | Lambda @ DynamoDB B Module () Difference of Max and... &l Outlook

nede

HOME ABOUT DOWNLOADS DOCS GET INVOLVED SECURITY CERTIFICATION NEWS

Downloads

Latest LTS Version: 12.18.3 (includes npm 6.14.6

Download the Node.js source code or a pre-built installer for your platform, and start developing today.

LTS Current
Recommended For Most Users Latest Features
[ ]
Windows Installer macOS Installer Source Code
node-v12.18.3-x64.msi
Windows Installer (.msi) 32-bit 64-bit
https://nodejs.org/dist/v12.18.3/node-v12.183-x64.msi iy 39-hit 64-hit v

Figure 14: NodeJS and Npm installation
Installation verification can be done in command prompt with following command,

1. node -v

2. npm -v



Command Prompt

C:\Users\Niranjan Karuna\Desktop\nn>node -v
v1i2.16.3

C:\Users\Niranjan Karuna\Desktop\nn>npm -v
6.14.4

C:\Users\Niranjan Karuna\Desktop\nn>

Figure 15: NodeJS and Npm installation verification

To create the NodeJS application, create folder with index.js and package.json file

~/QRScanner

— indexjs

—— package.json

Figure 16: Folder structure for NodeJS application

Navigate to the folder in command prompt, and install required libraries for QRScan-

ner. Jimp and qr-codereader libraries are used for QRScanner cloud execution. Libaries
can be installed with the following command.

1. npm install jimp

2. npm install qrcode-reader

' EM Command Prompt

C:\Users\Niranjan Karuna\Desktop\nn>npm install jimp
created a lockfile as package-lock.json. You should commit this file.
‘' nn No description
m nn No repository field.
npm “ nn No license field.

+ jimp@e.16.@
added 72 packages from 99 contributors and audited 72 packages in 9.635s

found © vulnerabilities

C:\Users\Niranjan Karuna\Desktop\nn>

Figure 17: NodeJS Jimp libary installation

Now the project structure will get changed with node_modules library. The project
folder should be zipped with NodeJS application structure and this steps are explained
by |Hendrix (n.d.) in AWS documentation.



Same steps should be followed for Image editing NodeJS application but Image editing
only uses Jimp library.

~/QRScanner

—— indexjs
L node_ modules

—— package.json

—— package-lock.json

Figure 18: NodeJS application structure

~/QRScanner.zip

—— indexjs
L node__modules

—— package.json

— package-lock.json
Figure 19: NodeJS application Zip file structure
Zipped NodelJS application size exceeds 10MB, So it is recommended to use Amazon

S3 bucket for code deployment. Amazon S3 bucket should be created in Amazon S3
console.

Upload a .zip file X

[ upload

For files larger than 10 MB, consider uploading using Amazon S3.

Figure 20: Code deployment suggestion from AWS

Zipped NodelJS project will be uploaded to Amazon S3 bucket with the Web console.



awg Services v Resource Groups v % )3 AshiniSK v Global ¥  Support ~

Amazon S3 X Amazon 53

Buckets
® While we continue to improve the new version of the 53 console, you can temporarily switch to the previous console experience for

Batch Operations buckets. To help us improve the experience, give feedback.

Access analyzer for S3

Buckets (2)

Block public access (account
Buckets are containers for data stored in $3. Learn more A

settings)
| Q eld X | 1 match 1 &
Feature spotlight a
Name A Region v Access v Creation date v
elasticbeanstalk-ap-south- Asia Pacific (Mumbai) ap- Objects can be April 29, 2020, 01:01
1-345990479346 south-1 public (UTC+01:00)

@ Feedback @ English (US) Privacy Policy ~ Terms of Use

Figure 21: AWS S3 bucket creation

?Wi Services v  Resource Groups v % [0 AshinisK ~  Global ~  Support *

Amazon 83 > elasticbeanstalk-ap-south-1-345990479346

elasticheanstalk-ap-south-1-345990479346

Overview Properties Permissions Management

‘ Q  Type a prefix and press Enter to search. Press ESC to clear.

Viewing 1t0 3

\:\ Name v Last modified v Size v Storage class ¥

[] B RPAtifacts = s -

% RP-ImageProcess - - -

& RP-QRscanner = = =

. Feedback Q English (US) 8 0 e Privacy Policy ~ Terms of Use

Figure 22: Uploading Zip files to AWS S3 bucket

3 API Integration

As the proposed model using REST API, AWS API Gateway service is used for RESTful
API calls. REST API is selected in API Gateway service while creating API.

10



awg Services v Resource Groups » % [ AshiniSK v Mumbai ¥  Support v
~—

X Works with the following:
API Gateway Lambda, HTTP, AWS Services

s [ e |

Custom domain names
VPC links
REST API

Develop a REST API where you gain complete control over the request
and response along with API management capabilities.

Works with the following:
Lambda, HTTP, AWS Services

REST AP private
Create a REST API that is only accessible from within a VPC.

Works with the following:
Lambda, HTTP, AWS Services

@ Feedback @ English (US) ¢ td. or its ed Privacy Policy  Terms of Use

Figure 23: AWS API Gateway - API creation

At first, Resource should be created with the Action button in AWS API Gateway
console.

, Resources Actions~ |@ / Methods

» .f RESOURCE ACTIONS
No m
Create Method No m

Create Resource
Enable CORS

Edit Resource Documentation

API ACTIONS
Deploy API
Import API
Edit APl Documentation
Delete API

Figure 24: AWS API Gateway - Resource creation

By giving name for resource, resource path will get change as same as resource name.
For security perspective, CORS policy should be enabled.

11



Resources | Actions~ @ New Child Resource

y | Use this page to create a new child resource for your resource. ®
Configure as (Zproxy resource Le
Resource Name* QRScanner
Resource Path* | grscanner

You can add path parameters using brackets. For example, the resource path {username}
represents a path parameter called 'username’. Configuring /{proxy+} as a proxy resource catches all
requests to its sub-resources. For example, it works for a GET request to /foo. To handle requests to
1, add a new ANY method on the / resource.

Enable API Gateway CORS 0

Figure 25: AWS API Gateway - Resource configuration

After creating resource, corresponding method should be created. In the proposed
model, both Image editing and QR scanner will send image to AWS lambda function.
SO POST method is created for both lambda function. While creating method, lambda
functions also integrated with the API Gateway.

Lambda Proxy integration should be checked, so there is no need to rephrase the
response from lambda functions. Default timeout for API Gatway is 29000 milliseconds
which is 29 seconds. The Deployment region has been selected to ap-south(Asia/Pacific-
south) which is Mumbai India.

Respective lambda functions should be selected in Lambda function text box.

® /qr - POST - Setup
Choose the integration point for your new method.
Integration type (® Lambda Function @
O HTTP @
O Mock @

O AWS Service @
O vPCLink ©

Use Lambda Proxy integration o

Lambda Region ap-south-1 ~

Lambda Function QRScanner o

Use Default Timeout 1@

Figure 26: AWS API Gateway - Lambda function integration

By using AWS Cognito service, Authorization for request can be given, as developed
project has no Cognito users as there is no Registration or Login functionality in Mobile

12



application. In future, it can be set in the POST Method setting by creating cognito
pool users in AWS Cognito Service.

® /grcode - POST - Method Execution &
® Method Request L4 Integration Request L
TEST
* Auth: NONE Type: LAMBDA PROXY
ARN: arn:aws:execute-api:ap-south-
1:345990479346:kd 1woffvgl/*
/POST/grcode
—
P
3
(=2
(=%
e @
= 5
© e
Method Response L] Integration Response >
=
@
HTTP Status: Proxy Proxy integrations cannot be -

Models: applicationfjson => Empty configured to transform responses.

Figure 27: AWS API Gateway - POST method execution flow

After integrating Lambda functions to API Gateway, It should be deployed. From
the Action button at the top, API can be deployed.

Deploy APl @

Choose a stage where your APl will be deployed. For example, a test version of your API
could be deployed to a stage named beta.

Deployment stage prod v

Deployment description

Cancel Deploy

Figure 28: AWS API Gateway - API Deployment

Url will be generated from API Gateway and it should be used for API calls with
required parameters.
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prod Stage Editor Delete Stage Configure Tags
® Invoke URL: https://kd1woffvgl.execute-api.ap-south-1.amazonaws.com/prod

Settings Logs/Tracing Stage Variables SDK Generation Export Deployment History Documentation History
Canary
Cache Settings
Enable API cache [ |
Default Method Throttling

Choose the default throttling level for the methods in this stage. Each method in this stage will respect these rate and burst settings. Your
current account level throttling rate is 10000 requests per second with a burst of 5000 requests. Read more about AP| Gateway throttling

Enable throttling @
Rate 10000 (= requests per second

Burst 5000 < requests

Web Application Firewall (WAF) Learn more.

Figure 29: AWS API Gateway - Deployed API

4 Repositories

Android Application Git Repository link :
https://github.com /niranjankaruna/Android-Application

QRScanner Lambda function Git Repository link :
https://github.com/niranjankaruna/QRScanner

Image Editing Lambda function Git Repository link :
https://github.com /niranjankaruna/Image-Editing

Pullrequests  ssues Marketplace  Explore

[ Overview [ Repositories 10 [1] Projects ) Packages

Pinned Customize your pins

& Android-Application B Image-Editing

Research project submited 0 National Colegeof heland

nida function Research Project submitted to National

0css JavaSeript

B QRscanner

- e BScanner Lambda fncion Reserchproet it o Naiorl Colege
Niranjan Karunanithi ofend

niranjankaruna JavaScript

it profle

283 contributions in the last year Contribution settings +

Figure 30: Repositories for Android application and Lambda functions
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